GRANDSTREAM

CONNECTING THE WORLD

Grandstream Net wor ks,

HBQAQ/ HT80 2
Anal og Tel ephhone Adaptor

Admi ni s tGruda tdieo n




GRANDSTREAM

CONNECTING THE WORLD

#1092)" (4

E2P1Gr andstr eam Nhp:/iwow.dandstreanncom

Al rights reserved. I nformation in this document i s

transmittal of thenynftdarrme orr lywyampyarmegansn, el ectronic o
the express written permission of Grandstream Networ ks
The | atest electronic version of this user manual is a

http://www.grandstream.com/support

Grandstream is a registered trademark and Grandstream |

in the United States, Europe and other countries.

#154) |

Changes or modifications to this product not expressly approved by Grandstream, or operation of this
product in any way other than as detailed by this User Manual, could void your manufacturer warranty.

71 2.) .

Please do not use a different power adaptor with your devices as it may cause damage to the products and
void the manufacturer warranty.

Pagll

HBO1/ HRA&®O2 ni str at
A Ver sli.o2?2



http://www.grandstream.com/
http://www.grandstream.com/support

GRANDSTREAM

CONNECTING THE WORLD

.5 "0, ). &1 2-14)]

HT801/ HfTiB0OMAwar e comaratiynss afhtiwadre | i censed wunder t he GN
(GPL) . Grandstream uses software under the specific te
Public License (GPL) for the exact terms and conditi on:
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Thidocumkeendtcri bes the basic concept and tasks necessary
HT801/ HMTBO&2dditt icowvwer s comemetca ping @amdHT8@L/ T 8nakg ntgh e
basdmpmer ati ons and.RlheeascaiMipsfietatvwwegr andstta ecaarwrcloard & utphpe
| at Bl B8O0MH/ HIIsBeOr2 Gui de

This guide covers following topics

T Product overview

T Get tsitnagrt ed

f Configuwmuatdieon

T Upgrade and provisioning

T Restore facttariyngdsef ault se
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Thi s section document s significant adnhiamigsetsuatimom pr e
HT801/ HT8M2 y major new features or major document upd
corrections nort adictuinteghteaerde her e.

&EOI xAOA OA@OEI 1T p8m8c
T No M&harnges
&EOI xAOA OAOOETT p8m8¢u8uy

T Added support fOpre ntV/NenVPNO.

T Added support of iMaxi mum NunMaxi mdm SNWPmbReerq ucefs t SIRR t k
Retihies

T Added support f ofFaf Faialclkka cTk mBirmer 0.

&EOI xAOA OAOOGEI1T p8m8co8u

T Added support floav @irDNBNGSRFRW¥akai J]over Mode

T Added support of HARegistelReBesber B&ONSoS&®VDRSi EBRVeFail
T Added support fDhiraliObdMomd.k MHDitad DTMF

T Added Speci al Feat Wag/ Icdoanlf etr@ ncep fhord8pet | ad ekt au rleMS
&EOI xAOA OAOOEI 1T p8m8cps8T

T Added support for | Pv6 addfPe $s mawit IS]({RPa i Seogwearr €S IbR aS ekre)

[Out boundBRcaxyp Outbpbund Proxy
T Added support for DHCP DdDtaG o Manmejeconf i gur ati on.
T Added support of AUse ConlUsganetdgliPédf bP ADNS Modeo.
T Added support for APl ay Busy Td¢PnleayWhBeuns yA cTcoonueni t®hiesn UArcr
unregilstered

&EOI xAOA OAODOEIT p8m8pws

1T Addéndi sdbpei on f or mWael@dNeabd checscse §s Mo de

T Moved fATrusted CAPrceefritlidl cRhAdcisedaed mSetti ngs and rena
CACertificates A andsTfBuutséed dCLACgerutifedtaChos¢Artific

T Added Fddtswarbd efi User L ev ecalD dWedilb | Aec cVaseswer loeDvigsla bWeeb Ac
User Level |0eéls abhd eed/s ewer [evel Web Access

T Added FdazstetABes effl tdeecht i t §.UB[edAPBesresltdeecht i tly Header

T Addé&dat ur e®@A Leardtd f ofacht €A Cédrtificates

T Added Fe&€atnmreetii on REE puersetctRont Request Port

HBO1/ HRA&®O2 ni str at
A Ver sli.o2?2
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T Added Ol BR to Speecciiall |Feaattwrree. |

T Added suppRirntg tToi nseeotut t o O f o[Ri ngl TMmeedtring timeou

T Added New Zeal ard| Stamidal djfPgd Seabdatdng Standard

T Added support f or. LRwunsgsujaagne Language

T Increased ASIP TLS Certificatedo and ASIP TLS Private
40981 P TLS dgtPi TLSaPéivate Key

&EOI xAOA 6AOOCETT p8m8pxs8u

T Added summormunf\oelrS iM{mi mum TLJ]S Versi on

T Added support fVer MdaxmmummTIEF Ver si on

T Added support for Tragphanguade Chinese | angu

&EOI x AOA p68ATCBOEL & 1

T Added more choices to feat u.rDel shalbil sea bWeea kWeTaLkS T $ hGirp hS

T Added feature fAiSyslog Protocolo. |

T Added support for MADi sthimsdtiincd | el ICaWdi tWan g i Thogn €Td.n e[

T Added support for @G&€HWhI tTWandetsi ng Toneso. |

T Added support fofCobHCR uaomttiioom] &4.1 e Downl oad

T Added support f o[ACSGDNIBLp!l atf or m.

&EOI xAOA 6A®DETT p8m8p

T Added ability to support provisioning server path co
the DHCP oAltliom BHWCP Option 6]6 to Override Server

T Added support to send SNMPSNMHArpap ol B] Addidirfeesrse nt ser vel

T Added featureSkeCali OgEPaFeatsres Settings

T Added feature AUs8I Bl Agedr Agent o. [

T Updated fAUse SI P User Agent Hefsdeer dJsteo MAFlemt UPorstAg «r

T Added feature fADi sabl e[DResmibi cce rReRni N ®rorRi dINDF .0

T Added feature @ CDODR Fiilled Opttii oomo . [

T Added feature ASIP Fille Optiomo.

T Added feature fiDi sabl e DVNesa&kb ITd SWeCad kp hTelr]S SQiipgheesro.SYyi t es

T Added feature fAPul fPal Biea IDii md i|Stga rI8d amdia.r d

T Added feature fiCal[Cladéd el &9 iR stho t DWGWC

T Added f eREGAUTFE3 AMCMWMEOZ2D3II3 Ev e]mRFsC2@BWBntEnd Elvents Count

T Added feature fiRepl ace BegiRmemilmg ebd B gwintnhi n0g0 'li+n"  Grai I t]he

T Added f eat ulnek nioDans atbaDeélsearb lleDoUn kkhPwn Cal l er

T Added feature NADKewnbil b as# REdi Rddi al Key

T Added feature fAReReseCRhR€alt Fras ureso. |

T Added support to vi ew,e dcoaMnll ohaids, t carnyd tdherDoButgkhi tdeevi ce W

p
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T Added support to $StloPrgFiSleP file | ocally.

&EOI xAOA 6AOOCEITT p8m8pps8o

T Added support to display CPU | o@dP Uon]otahde device web

T Added supportalfiowre StlcP KkseekEpSd Pl eNOSII FHYOOTIKPYWE JAl i ve

1 Added feature fiNetwork Cable Statuso on Web Ul status page.[Net wor k Calbl e St atus

1 Added support for Management Interface. [En a lMaenage ment ] I nt er f ac e

1 Added feature ASSH Idle Timeoutd. [SSH | dIl e] Ti meout

1 Added feature fiTelnet Idle Timeouto. [Te |l net 1 dll e Ti meout

1 Added feature fiuse ARP to detect network connectivityd. [Us e ARP t o detect Jnet wor k ¢

1 Added feature fiCall Recordo. [CDR Fi | e

&EOI xAOA 6AOOEIT p8m8pm8o

T Added feature fAl nbHdmddDrmoWAu madri aotni on o .

T Added feature IRFC2%543F Holldo. |

T Added feature fWissuwmadl MJWI Tlyyppeed . |

T Added feature nRi mg eFgrugegnuceyn cy o . [

T Added feature Al |l ol SOWR Shet BjRda sheetyg elRsdisn g[] SI P NOTI FY

T Added support f[lHT8 GCI/2HTes&thzheé © a | Slpeci fications

T Added support for allow userPGECMUcamd sRCMA eff drr efn g pcaosd
cod.gFcax Mode

&EOI xAOA 6MBOGETT p8ns

T Added feature nC{Cautsdm mCeCrdtritfiifad eatad ce.

T Added f eat-Ac e eMNebksveb nPk 0 HeUasdeeAPoc.eNspst w-bnko Header

T Added feat-Emer §gdmeyP HeUasdkeeERoe.r gleemcfyo Header

1T Added feature ACondi@orecewPant fiSplacogal [FEadtlgunPEss i s se
Tonles

T Add support for HTTPS based on TLS v1.2

&EOI xAOA 6AQOEITT p8n8ys

T Add¢Cdent urylLitndk ,h S pwelcS a l Featur e.

T Added support f or [FUpFEGIrPpSdeer kI GRA® | WiGa AND PRDVI SI1 ONI NG

T Addsdpport to have the call waiting tone through SIP

1T Added feature AVali dadaei 8Sat €er tCdri tciaftiesat eso. [

T Added ogu DDNIS

1T Added feature Bl ackIBilsatc kfblamscté iajgnisng Cal | s. [

1T Added s upTpedintetf or

T Added f[Rlaatyurbeusy/ r eorlber@utrent DeFoornect

p
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&EOI xAOA 6AOOVEITT p8m8us8p

T Changed default "Upgrade [UVpgaradp@RAPROTQ@COITTPS.

T Added t he abi lAiutty ntaa isc hRReecdbwloda |

T Added suppPMoMR for |

T Addesdpport f orss3 tlhewealgha®RAdDI US aut horviizegtpeiron ( Admi n,
T Added option to custWeb zAc amasndleAitddangaacicleesds [web GUI

T Added option to customize idl eWdah mee ¢ i djo gbiurhe d thte we |
T Addedompto di sabl e BWAN ks iLdiesSp o eof]r ® oWWALN

T Added feature fACaldteiron DurFdckeerc hF XBadpdoedt dsB t]Ee tngls . Or der
T Added feature fAEnable High Ring PBwabloe oidit glojnRiumg eP oV
T Added feature dlnt esrendtr oPr ditl Povotl Ontloy 6¢c hdid Pve Onl yo,

preferl hPe6aet][ Protocol

T Added feature Al Pveée AddresispAtddrlesafigure | Pve Addr ec

&EOI xAOA 6AOOEITT p8m8o8Y

T Added option AUse Actual Ephemer al Port in Contact V
ephemer alUs ep oActt.ual Ephemeral Porlt in Contact with TCP

T Added option ASIP URI Scheme When Usiongl PR JRd cho
Scheme When JUsing TLS

T Added Option fiBackup Outbound Proxyodo to use backup Ou
expi Baskup Outbpbund Proxy

T Added option fiPrefer Primary Outbound Proxyodo to enabl
ifegistratiPorefexpiPraanar[y] Out bound Proxy

T Added option fiEnabl e RTCPO to end&mlabl RT®RACIPuncti on t |

T Added option AHold Target Before Refer o Hmol cnTaabrigetde
Before] Refer

T Added Option fAEnabl e Sessi on Emianbd red Steos]sdiosna blliemese s s i ¢

T Added featur AfConference URJoon fteor esfucpep o0URI Conf erence

T Added featur AWhite List for WHRAINt &ildiedt flfoor r @Mt £i dne

T Added featur ABl ack List for BNAdNc ISildiedt flfoar r WA t i dma

T Added opti on @ We bc hAococsees sb eMoweeeon tioHTTPSO0 and AHTTPO to

1T Added feature AHTTPS Web Porto to set HTTPBTWeB port
WebPol t

T Added feature M/ SEMH IPpurnte SEBH Ppdrit . |

T Added SNMP rel ated features.

&EOI x AOA p68ArCBOuEd ¢l

f
f

This is the indHT8@&1. version fo
Added option ADNS SRYN$s SRRegset RegdstkPoed | P
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T Changed default NTP server fr.om us.pool.ntp.org to p¢
&EOI xAOA 6AOOETT p8m8¢8uU
T Changed OPUS Payload Type default vaORBUStPawi2@8ad oT ynme
&EOI xAOA 6AOOEIT T p8m8¢8o

T Added-eatree box to confirm change user and admin passw
[Confirm Admi][@6oPaissmoEwnWd User Password
T Add new i LBC |libraaueisotoualmpryve i LBC

EOi xAOA pAABRBI

T This is the initial version.

Pagll?2
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Sc
Sc
Sc
Sc
Sc

2B S o e

r
r
r
r
r

Screenshot

eenshots
eenshot s
sadots of
eenshot s
eenshots

of Login Page

of Status Page
ofPaBpesi ¢ Settings
Advanced Settings
of .FXS Port 1 Page
of .FXS Port 2 Page

Page

| es/ Resour c ¢

LB
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ThedT801/ HAMB®I20g t el e pshpornoevti leeappar ent connectivity for
faxes to ti me ewaired @n eodftoinng t o any anal ofiTBOANK égTr&ENh&@x or P
effective and flexiblatemdhsmdd onhelfeophoancec eseriwigces and
systems across esimatéaasnbrieedc tLiAAN aanndBS heeamsHDEE HT 80 2
armew adgtiot itohnea rhpaonpduyl AtTdn@r odudhi amiahywal will hel p yolu
operate and hHaBageHIBDI2Zog tel ephodemaklapt be best use o
upgraded feat urmpd = iamdl BdiatdasminsB®BaferendiPngaldiimggt alnk
provisu@epionty smong ot H@B0fl¢ &HTr@e®ka syy eTalse ma nagref iagpur e and
arepecifically designed to be an easy to use and afford

the teleworker

Pagll4
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02/ $5#4 | 6 %26 ) %7

The 80T sonpormnal og tel ephonwhialdea ptthree HAF®EI ansalaog2 t el ep
adaptTeA)at Aal |l ows user-gubbindyeanaga atbilgh | P tel ephony sol
and office envi rcoonnmpeancttsv.siilztes, qulat i & vy, advanced Vol P f
protection and aut o pruosveirssi ethca dtgakpagensf eNabPeon anal
enables service provildersse rtvdH T@fOflalrhaEtBe0@ hi djeuaall iATYA f or i n

use and for | arge scddppl cymaretrs.i al I P voice

&AAOOOA (ECEI ECEOO
The foll owi ng atjaobrl ef eckoingtdagi dthasm @2
Tabl:elT80 1/ HTe8alt2uartee sG| anc e

T 1 SIP profile tonowW@dBO1l, FXSSpbBrprc
ports on HT802 and singlmodledl/s1l.00 Mb

HT801
f 3way voice conferencing.
T Wide range of call er I D for mat s.
T Advanced telephony featur es, i ncl-

waiting, do not disturb, mangangew

flexible dial pl an and mor e.

T T. 38 ofaxcrfeabivddg RaaMOGRLIi ne Testing
HT 80 2 1T TLS and SRTP security encryption t
T Automated provi si onitOmd@ nadp tXiMln s oinfd d

1T Fail over SIP seswierches omatseadndar

| oses connection.

f Use wi t h Grandstr eamobs UCM seri es

provisioning.

Pagllhs
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(4ynpT(4ARET EAAl 3PAAEEEAAOEIT O
Fol | owi r5¢g e 6 esimH d the technional iswd widfiiegganthar s cos oppPd st
voice codecs, t el ephoamyd pfge fatdervd s etnaimgg (861 Bhe t he
HT802

Tab2:e&lT801/ HiTe8cOh2ni cal Speci fications

I nterfaces

HT801 HT802
Tel ephone |1 One (1) RJ11 FXS p Two (2) RJ11 FXS p
Net work I ntOne (1) 10/ 1-9&mMbiprsg akitt mer net port (RJ

POWER, | NTERNET,
LED I ndicat POWER, | NTERNET, P
PHONE 2.
FactReyet E Yes.
Voice, Fax, Modem
HT801 HT80 2
Caller I D display or block, call wai't

Tel ephony F .
hol d, do nwaydtehfiebende.

G. 711 with Annex I(MAL/AONG)Nd Gnm2e3x. 1U,|
G. 722 BC, OQpd&mic jitter buffer, adva

Voi ce Codec

T.38 compliant Group 3 Fax -Rwiltaggh utpo t
Fax over ||

Fax Pahsrsough.
Short/ Long
) 5REN: Up to 1km on 2 REN: Up to 1km o
Ring Load
Call er 1D Bell core Type 1 & 2, ®HBSled ET,D.NTT, a
Di sconnect Busy Tone, Polarity Reversal/ Wi nk, L ¢

Signaling

HT801 HT802

TCP/ | P/ UDP, RITPR/ RTE®, HHTF 8, ARP/ RARP,
Net wor k Pr ¢« DDNSDHCP, NTP,SSHF&PnSTUN, SI'P (RFC32¢
TCP/ TLS, PP, TR

Qo S Layer 3 (ToS, DiffServ, MPLS).
DTMF Met hocl+audi o, RFC2833 and/ or SI P | NFO.

ProvisionitHTTP, HFTPS, FSTIPH B ¢ | nf&tT,P DB 9, secure ar
Contr ol provi si oni negn cursyipntgi CAAnEES sysl| og.

Pagllé6
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GRANDSTREAM

CONNECTING THE WORLD

Security

HT801 HT80 2
Medi a SRTP.
Contr ol TLS/ SI PSS/ H3EHRS net

Management Syslog SSppeolrmemot e management using

HT801 HT 80 2
Uni ver sal 'l nput-240VAC01HBD.
Supply Qutput: 5.0VDC/ 1. 0A.

Operat i vinaPF: o03i2z400C.
Environment St or agiel 4°a 4elr0ilU6 0 UC.

Humi di ®90Q% 1Moonndensi ng.
Di mensions § 100mm x 100mm x 2 100mm x 100mm x 2
Wei ght 1T 102¢g T 114g (without pac

Compl i ance

HT801 HT80 2
FC®art15B EN55032 FCC 158, AS/ NZ§S
ENG6 1 0-32, ENG6330,0 AS/ NZS60950, NSNSBGBD
EN6 0950 AS/ NZS CEN60950, BN61ENG3O
AS/ N2S60950. 1, S0033, UL (Power suppl

Compl i ance

Pagll?7
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" %4 4) . 34! 24 %$

This chapter provides basic installation insandctions
information for obtainingHT8hOel /bHTs8020er f or mance with th

WNOEDIORNAEACET C

The HT801 ATA package contains:

e )

1%V PoAweapt

=2

1xQuick Installation Guide

1x GPL Statement

Fi gurHeT801 Package Contents

The HT802 ATA package contains:

1%V Power

=

1xQuilkkstall ation Guide

1x GPL Statement

Fi gw®r eHT802 Paceknatgse Cont

Not@heck the package before installation. | f you find a

Paglls8
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ngeddri bes the different
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CONNECTING THE WORLD

ports

The foll owi

I nter Mi cr o

Phone

Port Power (RI1 FXS

Fi gBrHeT 801 Back Panel

ngstfhieg udrief fdeersecnrti bpeor t s

on.

on the back

the back panel

Phone for

I nter Mi cr o Phone 1
Port Power (RI1 FXS

f

Fi gureHT802 Back

Panel

TabBe Defini tHTo8nO 1o/ fHCTOBh0E2e ct o r s

Con ects th eana Igph @ & /f xama ki est o

CACINCEE BN =l an -RI tel ephone cabl e.

Il nternet

Mi c-U8B Po

Reeat

Connetchtes phone adapter
RJ45 network cabl e.

Connetchtes phone oadaSpvleA) .

t

t

(0]

he phone

your

rou

Fa tor yes é€b tton. Press for s& ondstore stfactor yefa it settng s

Ver sl .o®22
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#1 1T TAKGQRIMO T (4y¢Tg

TheHT 8 GInd HT 8 @es gnad fereasy configuratio nan deasy inst lation, t o connect your

or HT8(@P2ease follow the steps above:

1. | n s & st tadard RJ11 telephon ecable into the ph @ eport and connect th eo herend o ft h e
t lephon ecableto < rda r tduc kHone analo gele jone.
2 Ilnsert the Ethernet cable into/ hth&dA@A ncemmedt otr h & AWt
end of the Ethernet caohbertomadewmpl enk.port (a
3. Il nsert the power a/dldp8saen?d icnotnon etchte iHT 801 a wall out |
Power, Ethernet and Phone LEDs will be solidly lit when the HT801/HT802 is ready for use.

Phone .

IP FEX
HT80|

or

HT80

FaX machine
Fi gbbr eConnecti ng HTBO®2HT8O0 1
(4ympT (4RO 0AOOAOI

Ther e3laEEDe buoan oHE801 and 4 LEDtbattbebpopouTHmABage t he
Handy .Tone

GRANDSTREAM

GRANDSTREAM

Fi gwrHeT 801/ HTBMs2 Pattern

Pagl20
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Tab#4#elT801/ HE®®2at tRexcri pti on

Po welrE D

Il nternet

S

Phorlne&Dor H

The Power LED | i gthTt8s0 1u HiT® 10 @ n woénth eadn d
flashes whenst beoHT&Q@2up

Th&t helE®dt | i ghts HP8WheHTlESO& nnect e
net wor k t lErtcdhwegphoettheand it fl adateas bv
sent or received.

The phone LED 4t &t 2s i mfdi tla¢ eorrpthbp @@t
the back panel

T OFFUnregi stered

Phone 1U&PDo! T ON ( Sol i-ReBlise)e Aedi hatdl e

HT80 2

T Bl i nking eveQfHo»daudnd
T Sl ow bl-HiFXkSi ngeDs i ndicates Vvoicema

LB

21
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#/ . &)'5214)/ . '5)%$%

ThelT801/ HTa8m0 2be configured via one of two ways:
i The I VR voice prompt menu.
i Thweb GUI e mbe dHdTe8d0 1o/ nHiTe80e2g PC' s web br owser.

| ACARIYTPT( P QAAOCACDT ORADAAT CBRT A

HT801/ HTs80b2y def ault ctomdPi qude & stso folmtma DHCP server wher
Toknow which | P address8diBBa’sigoedshoulboneaetidssi ve Vbi
Response Mdnwour adapter via the connected phone and c

Pl ease refer otw ttoh ea cdctredspss dhihdeli ve voi:ce response menu
1.Use a t el ephonph ocmoen npeccrt tes®l 0ddf@B Oy2o.ur HT
2 Press *** (press the star key three times) to acce
the menu option @.

3.Press 02 and the current | P address wil! be announc
51 AAOOOABLAEDTZT ( P WOAOAAGBRAA 2ANABHAG OA - AT O
ThelT801/ hTa&02a-i buivbt ce prompt menu for whi mpbésdacecicens

commands, menu choicesThandVHeswveintup pwiboyke connected to
HBOHMMO0.2 Pick up t he fika*n*dds etto aunsde diihael | VR menu.

Tabbe Voice Prompt Menu

Mai n AREnter a Men Predgos flior the next menu O
Me nu Pregts tho return to the ma
Ent er050,1 07170 4 71n®emu9 O pti

01 ADHCP Modeo, Pre®9s tho toggle the selec
iStatic IP MIf using fAStatic | P Mode
i nformation using menus |
I f using ADynamic | P Mode
cC omes from the DHCP ser
reboot .

02 AlARddr eted ® dc The curremtddWANSI Ps anno
| f using AStat i cl2dliPgnievo d
addr &9®s. need t o HTe80dd tH T8
the new | P address to tal

03 iSubneltP iaddr Same as menu 02

Pagl2?2

HBO1/ HRA&®O2 ni str at
A Ver sli.o2?2




« OCRANDSTREAM

CONNECTING THE WORLD

04 fGat etwvdta® addr Same as menu 02
05 ADNS S&+# WPer Same as menu 02
addr ess
07 Preferred Vo Pred®9s tho move to the next
f PCM U / PCM A
T i LBC
T G726
T G723
T G729
T OPUS
1T G722
10 AMAC Address Announces the Mac addres:
13 Firmware Ser Announces current Fir mwe
Addr ess Entle2di gietv | P addr ess.
14 Configurati o Announces <current Config
Addr ess Entladi gietv | P addr ess.
15 Upgrade Prot Upgrade pr dtiocnroMar € orand
updat e. 90Prtecs st oig g IT € T BHTt TwR
HTTP&SETPFTP.S Def aul t is HT
16 Firmware Ver Annourrdegsnware version in
17 Firmware Upg Firmware upgr ad®o niood et. o gt

t hfeol | owi ng three options
T al ways check
T check when pre/suffix
f never wupgrade

47 ADirect I P C Enter the target | Peazddr
after d(isdMatkenea. Di roecot |

8 6 Voi ce Mai l Access to yomesgaiges. mai l

99 ARESETO Pre®s tho reboot the devic
Enter MAC address to resit

(SeReest ore Factory skeftawln

70-I02 Phonecall s bHT802 suppmpaortts damdlmirngi c e
di fferent po 70X (X is the port numbei

HT80 2
Al nvalid Ent Automatically returns to
AfDevice not This prompt wil/ be pl ay
I f the device is not regi
Cal |l vRetghiosuttr ati ond i s in
Pagl23
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Five success tips when using the voice prompt

A *0 shifts down to t#Hoe rredéxtr nmernw. d mtei onmi aan dnef u

=13

90 functions as the ENTER key in many cases to con
A Al ent esreeqdu echiceist have -Rnowmngiltesngtohrs menu option an
addr ess. For I P address, add 0O beforel®hel@d8gdtadb6i
shaoulbe key in |IilNe H221mma0006826eeded) .

A Key entrydedrnetd beat the phone may prompt error onc
#11 EECOOAOEIT OEA 7AA " Of xOAO

Th#edT801/ HIFrAD&e d Web server r e6EPQTd PADSSTt 0 eHTERB Lt s . Embedd
pages allow a uskHT8Q Db/ HTher0c2ugghr e twhked IGnogws er Chuomeas Mo z
Firefox and Microsoftds | E.

' AAAOOET ¢ OEA 7AA 5)
1. Connect the computer toHTBO1l1sHMB8O0OAEet work as your

2. Make suHTe8 alh/eHTs8 O0l2oot ed wup.
3. You may cHMHeBKO 1y HuiTB 0a2ddr ess using the I VR on the con

Pl e a s é©btaireHd801/HT802 IP Address via Connected Analogue Phone

4, Open Web browser on your computer.
5. Ent erHTt80el / H B8 AP address i n et ba oavbcerress bar of t h

6. Enter the administratoroés passwor d dted aaid ¢ e 92 ststwe r We

admin)

No ts:e
1T The computer must be cometewdrekdH B&0 1t/ieT 880adme camb be
easily done by connecting the compmu8Ek/ HTO8Gh e s ame

T Recommeivdbdbr owser s:
o Microsoft | nt:evremresti olx gilOgrhesrr .

o Google Cheoméon 58.0.3 or higher.
o Mozil |l a:vFeirrseifoonx Bbi3g Wer2. or
o Safarversion 5.1.4 or higher.

o Operaversion 44.0.2 or higher.

Pagl24
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7AA 5) 1 AAAOGO , AGAT - AT ACAi A1 O
There are two default passwords for the | ogin page:
Tab6:e Web access | evel management

(User Level |Usernam{Password |WetPages Allowed

End User Levuser 123 Only Status and E

Admi ni stratcadmin admi n Al | pages

Vi ewer Level viewer vi ewer Vi ew al | pages.

all owed.

The password i s case sensithaeawhemhsmdxingu mgl emyt sedft i
submit themUlpyapmweppbungon on the bottom of the page. A
in all the Web BUB8O DaHER ORarveeb otohte changes take effect i

optons unAlevan @etdt am@gxXPor(txppages require reboot

3AOET ¢ OEA #11 EECOOAOQEIT 1T #EAT CAO
After users makes changes to the configuration, pressing Update button will save but not apply the changes

until Apply button is clicked. Users can instead directly press Apply button. We recommend rebooting or
powering cycle the phone after applying all the changes.

#EAT QEAITGETAOAT O0AOOxT OA

1. AccessHYy®UuxXx/OBRMWeBb Ul by entering its I P address in vy«
(screebhshowsaH&€E802omut the same applies to HT801)
Enter your admin password (default: admin).
Prelsegtn acceseasttyiongs atmdldwanmncgat 8Ad miPragsswor d.
Enter the new .admin password

Confirm the new admin password.

S O

PreApphy the bottom of the page to save your new se

Grandstream Device Configuration

STATUS BASIC SETTINGS Iﬁ IFXS PORT1 FXS PORT2
New Admin Password: (purposely not displayed for security protection)

| Confirm Admin Password:

Fi gwr eAdmin Level Password
#EAT CET C 50A0 , AOGAT O0AOOxI1 OA

AccessHyY®WuY/ HWMeB0 2UI by entering its | P address in Yy
Enter your admin password (default: admin).
Presegtn acceseat tyiongs anBasiavi gaErRd hngser Password

Ea A

Ent er tehned sngeravs s wor d

HBO1/ HRA&®O2 ni str at
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5, Confirm thisemewassdord.

6. PreApphy the bottom of the page to save your new se

Grandstream Device Configuration

Ixew End User Password: (purposely not displaved for security protection)
Fonﬁrm End User Password:

Fi gwBr eUser Level Password

#EAT CET COAGAxRAOA

AccessHyY®u2/ HMe8bl 4UI by entering i tist el Poraodndsreers.s i n y ¢
Enter your admin password (default: admin)

Presegtn acceseat tyionugs .

Go Basi c S&tNeiwngvsi ewer &madnstvear d hieeweams wor d.
Confirm the new viewer password.

o 0k~ w NP

PrseApphy the bottom of the page to save your new se

Grandstream Device Configuration

New End User Password: {purposely not displayed for secunty protection)
Confirm End User Password:

|Xew Viewer PasswordJ (purposely not displayed for secunty protection)
|Conﬁrm Viewer Password: |

Fi gwreVi ewer Level Password

#EAT CET C (440 7AA 0100

AccessHyY®WY/ HMeB0 2UI by entering its | P address in Yy
Enter your admin password (defawult: admin).
Prelsegtm access your sett@dsniges Saanvde bnreBveirgtat e
Change the current port to yaowae gtesd reaerd® Hiedvs5iHaNTgPe plo

PreAppbhy the bottom of the page to save your new se

o~ 0D E
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Grandstream Device Configuration

STATUS ADVANCED SETTINGS FXS PORT1 FEXS PORT2

New End User Password: {purposely not displayed for security protection)

Confirm End User Password:

New Viewer Password: (purposely not displayed for security protection)

Confirm Viewer Password:

Web/SSH Access:

Web Session Timeout: |10 (1-60, default 10 minutes )
Web Access Attempt Limit: |5 (1-10, default 5.)
Web Lockout Duration: |15 (0-60, default 15 minutes.)

Web Access Mode: HTTPS ® HTTP
HTTP Web Port: (B0 (default 15 80)
HTTPS Web Port: (443 (default 1s 443)

Fi guroe Web HTTP Port
7AA #1171 EECOAORDEETEOEI T O

This section descr HIE 89 1t MH&eB8O RWIi .o n/ss ime nthieoned, you
admi ni strator or an end user.

Status: Displays the system info, network status, account status, and line options.
Basic Settings: Configures the end user level password, IP address modes, web access, time zone
settings and language.

1 Advanced Settings: Configures networks, upgrading and provisioning, TR-069, security settings,
date and time, syslog, audio settings, call settings and call progress tones.

1 FXSPort (1,2): Configures SIP settings, SIP registration, accounts settings, NAT settings, call features,

ring tones.

I AOAT AAA 3AO0OET CO OACA $AEET EOQOEITO
TabV7:e Advanced Settings

Advanced Settings

Defines the administrator l evel p e
Configuration page. This field is
Nevwvwdmi n Passworconfigure the fAAdvanced Settingso
bl ank for ercuafitegr relaiscki ng updat e

character s.

Pagl27
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Confirm

Di sabl e

Access

Di sabl e

Access

Layer 2

Bl ack ListSifder

« OCRANDSTREAM
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Admin PConfirms the new admin password.

User Le

Vi ewer

Qo S

STUN Server i s

Keeplive

Use STUN

nterv

to det

connectivity

Use DNS

t

o det e

connectivity

Use ARP

t

o det e

connectivity

Verify host whe

HTTPS

Upgr ade

Firmwar e

\Y

i a

Server

F

Di sabl e dseendlkehel .Welbe fABTlets si s

Di sabl e &iewepablevel DaMedbuNAL cies s

Sets values for 802. 0.Q/WallANI Taagh4 eD e
SIP 802. 1p0. Dwaflaudl tF ainsge i s O
RTP 802. 1p.0. D¥¢dlaiud t-T @asge i s O

I't could be either port range or si
Exampl e:60M®0Q00 000 .

Configures I P address or domain -n

symmetric NAT routers work with STIL

Sends periodically a blank UDP pack
on the NAT routeCGcepemdsDefault s

Uses STUBHI keepto detect WAN sidalm
request does not yield any respon
(minimum 3), the device will restar

I f the STUN server does not rtehsep ofne

o

i s i sabl ed.

Default Metting is

Uses DNS to detect WAN side net wor k
Default letting is

Uses ARP to check the network conne
Default is fiYeso.

Enabl es [/ di sables the host veri fic
Selects firmwaisiopgnadenkep hadd:T PBFFTI
or F.DRS aul t is HTTPS.

Sets | P address or FQDN of fir mwar

LB
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hosts the firmwarfemreld @aradet r demhawdr

Sets I P address or FQDN of configur
Config Server FPhosts the centiogprawvisenohi HT801/ HT!

Def aulm. girsandstream. com/ gs

) . Decrypts XML configuration file wh

XML Config File ) ) . )

encrypting the XML configuration fi
HTTP/ HTFTTPPS FUOPR &

Ent eas®r name to aut hent iFcTalPt/ e- weibtvhe r|
Na me
HTTP/ HTFTTPPS FTPS

Enters password to aut hédttPi ¢cEPEvwIrt
Passwor d

Checks if firmware file is with ma
Firmware File Pfield enables user to store differe

on the firmware server.

Checks i f firmwar epofsitlfei xi sb ewfiotrhe ndaot
Firmware File PThis field enables wuser to store d

directory on the firmware server.

Checks if configuration files are \
Config File Prethem. This field enables user to st

directory on the provisioning servVve

Checks if configuratgomodtflies kefeon
Config File Posthem. This field enables user to st

directory on the provisioning servVve

Obt ains configuration and upgraddrs

DHCP server.

Not d:f DHCP Opti on 6 6 i s enabl ed,
Al'l ow DHCP Opt. ) ) )

downl oading the firmware file from
Override Server ) }

thoWopmfi g Seriwer eRPat tbl ank

The server URL provided by DHCP c:

using f ol | dmsi enrgn & noer:npaats:s wor d @Pr oov.i s
3CX Auto ProvisSends multicast ASUBSCRI BEO messag

Pagl29
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used for -mél 4 W) ugonf i gurYetsi on. Def
Speci fies when the firmware wupgrad
options:
f Na The HT801/HT802 will only do
T Check every: XUmenuheeseds to speci
Aut omatic Upgr a T Check eveUsyerdanyeedst he sopuarmidf i h ¢
hour of (@21B¢g .day
T Check everUsewemlkeeds ty fpetch dyw
(Day of week is starting from S
Def auNat i s
Randomi zed Aut oRandomi zed Automatic Upgrade withir
Upgr ade postpone the upgrade every X minut e
Configures the HT801/HT802 to al way
Al wa@lseck for Nup. During the boot stage, the HT
Firmware at Booupgrade server to search for a new
upgrade process, otherwise it wild.l I
Configure the HT801/HT802 to sear
Check New Firmwfirmware prefix [/ suffix changes.
when F/ W pre/ suWhen this option is seMiddt ecdh,ectkhef o
when the pre/suffix has been change
Al ways Skip theConfi glhreedHT801/ HT802 to skip the f
Check is selected the HT801/HT802 will al
Di sables the SIP NOTIFY Authentica
Di sabl e SI P NOT )
) ) ifiYeso, the phone adapter will not ¢
Aut henticati on . )
The defaul Nodsetting i s i
) Aut henticates configuration before
Aut henticate Co ) i ) |
cafiguration from unaut homMiaczed modi
This feature allows users to valid
Val i date Serverof TLS cofhectdeonse needs to rebool
Def a uelnta bilB®N .S
P 30
HBO1/ HR&O2 ni strat aor
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Trusted

Trusted

Load CA

SI'P TLS

SI'P TLS

SI'P TLS

Password

CA cert

CA cert

Certifi

Certi fi

Private

Private

« OCRANDSTREAM

CONNECTING THE WORLD

Uses the certificate for Authenticse

to AiYesO und>eirSIAPAcSceatutnitndg s O .

Uses the certificate for @Get thiehitcat
to fAYeso wundeirSIfPA cSceautnitnog s 0 .

This feature all ows user to specify
server authentication.
T Bui-lmd trus¢ PBeB witlind Xt rcuesrtteed i cat e
f Custom trust ed Umpdrotaidfeidc aCteer t i f i ¢
T Altlr usGerdt i f:i cBaottehsnbandt upl oaded

Speci fies SSL certificate wused for
HT801/ HT802 rhapr ibwdatb&Lkepgrandi cat e.
Maxi mum suppardt0ed .l engt h

Speci fies TLS private key wused for
Maxi mum suppardt0ecd .l engt h

Speci fies SSL Private Kewpnpassword

Custom CertificA |l ows users to update to theddbyic

(Private

Key +

Enabl & 6BR

ACS URL

CA cert infaincagtee ctld ent aut henticatio

Sets the phone adapter EyYYANmMmMaDna-
Protocd@le®)( TRef awlets setting i s

Speci fies-0BML Awft oTRE onf i gurati on Se
http://acs. mycompany.com), or | P ac

Def ault cetttpisnd /iax:6.gdms. cl oud

ACS User name Enters usaeauhbamattoate to ACS.
ACS Password Enters password to authenticate to
Periodic I nfornSends periodic inform Yaxkets to A(
) ) Sets frequency that the inform paclt
Periodic Inforn )
Default is 86400 seconds.
Pagl3l
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Connection Requ

User name
Connection Requ

Password

Connection Requ

CPE SCoelritdee

CPE SPSruat &ey
Enab$8HMP
SNMRer si on
SNMPor t

SNMArap | P Addr

SNMPr dpor t
SNMHAr ap Ver si on
SNMHrap I nterva
SNMP1/ v2c Commu
SNMP1/v2c Trap
SNMP3 User Name

SNMP3 Security

SNMP3 Aut henti c

Prot ocol

« OCRANDSTREAM

CONNECTING THE WORLD

Enters username for ACS to connect

Enters password for HAG® 1/ tdTB®R2nect

Configur e@6@drnelcRR i on request port
65535. Default is 7547

Conf i ghae €ex Filetff othe ph oea d ap be one tt ahe A C Siia
S 3.

SpeciheCe Keyf mhe pho ea d a ptt ®aone tt the AC SiaS 3.
Def auNat i s

Choose between (Version 1, Version
Listeni ngNMebad m@mbef ault 161) .

| P address of .tUUpptdeStinapions ar ¢

should enter the I P addresses sepat
Portraoaf dest(tbDefadulon 162)

Choose between (Version 1, Version
Ti ment er val bé¢Deéanl tr aps5) .

Name SOIMPL1/ v2c community

Name SOIMP1/ v2c trap community

User naSneMW3or

noAut h:tUsedser s wiltehv ed e cnuorAuttyhnoPr i v

noAut h.
aut hUsdlrsers with security | evel au
priviUsé&sers with security | evel aut

Sel ecAut henticat: iN@gme®Br off offiBll D& 0 or

LB
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SNMP3 Privacy P

SNMPv3 Authent.

SNMP3 Privacy K

SNMPVI3 asser Nam

SNMWP3Tr ap Securi

SNMP3Trap Aut he

Protocol

SNMP3Tr aPpr i vacy

Protocol

w OCRANDSTREAM

THE WORLD

CONNECTING

Sel ecPrikWacy . PNoneoecodr AAEBEBES1280

Ent erAutthhenti cati on Key

Ent erPrtiveacy Key

User naSimeMW3brap.

noAut hUbkserr:s with security | evel n c
noAut h.

aut hUdsers with security | evel aut f
privUdsers with security | evel aut h

Sel ecAut henticat:iN@gme®Br off offiBB D50 or

Sé ectPrtihveacy :PNoneoe@& odr AAEBEBES1280

SNMP3 Trap AuthEnter thAuet hTemtpi cati on Key

Key

SNMP3 Trap PrivEnter threi viaay Key

Enabl e RADIUS VDef auNat i s

Control

Action upon RALCChoose action upon RADIUS server ¢

Server Error (Default Authenticate Locally)

RADI US Auth Ser Address of RADIUS Auth server.

RADI US Auth Ser Poof RADIUS Auth server.

RADI US Shared S£Set RADIUS shared secret.

RADI US VSA VendConfigure RADIUS VSA Vendor | D to |
Default is 42397 for Grandstream Nc¢

RADI US VSA AcceConfigure RADIUS VSA Access Level

Attribute configuration. Il ncorrect setting w

Pagl33
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Enabl e DDNS

DDNS Serv

DDNS User na
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DDNS Passwo

DDNS Hostna

DDNS Hash

Enabl e Op

en

OpenVPN Ser

OpenVPN Por
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OpenVPN Tr a
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OpenVPN Enc

OpenVPN Dig
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OpenVPN Cer
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VPN

ver

er f a
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VPN
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CONNECTING THE WORLD

Al l ow users to use DDNS.

Sel eRDNS Server: dyndns, freednbspat
oray.net .

Default is dyndns.

64 characters as Max String Length.

64 characters as Max String Length.

64 characters as Max String Length.

64 characters as Max String Length.

All ow user to enable OpenVPN. Def al

Specify the I P address or FQDN for

Specify the |istening peftaudt {bkelf(

Specify the I nterface TtAyppre ToUN . O pDeenf)

Specify the Transport Type of OpenV

EnabpenVPN LZO Compekasgibnis Yes.

Select the OpenVPN BrcBgpt2@BebanDef ¢

Sel ect the OpenVPN Digest. Defaul't

SpecitfhikpenVPN ®™AxiChhamact er 8Nwu9nkb.er

SpecitfhpsnVe&r t i.f iMaaxtiemum Char a%%t 2.

Specitfhiegks ent Maexyi mum Char a8t *2. Numb

ConfiguOpenV®INi enPa Xewo rMbnmxulme ngt h i ¢

Configuration option is set ring cz¢

Syntcaxaon 1 fonf2f/ mfnf32 o(f3f 3c;cadences maxin
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CallgmrPeos Tones
T Dial Tone

T Ringback Toni
f Busy Tone

T Reorder Tone
T Confirmati on
f Call Waiting
T Prompt Tone

T Conference Pe

Hangup Tone *

Pr ompt Alcocrees s C¢

Lock Keypad Upd

Di sabl e Voice P
Di sabl e Direct
Pl ay Busy Tone
Account is wunre
Bl acklist for |

NTP Server

Al'l ow DHCP Opt.

override NTP se

W GRANDSTREAM

CONNECTING THE WORLD

Default ci=20087(4UWMW 0s;t andar ds)

Using these settings, users can c
according to their preference. By
frequenci es.

Configure these settings with knowr
sounds. ONi iiod toHe rgemgi ng (AON ti me

of silence. I n order to set a cont|
it owil |l ring ON ms and a pause of (
Example configuration for N.A.

Di al tone:

fi1586@3, f22840@=0/ 0;
Syntfaxsfreqg@vol, f2=freq®@y @nhf32ZoFfdm@]

(Note: -40@@Hz-80WVdlB:m)
* AConferencep PRanego Hainlgl apply onl
set to AMTSO.

Key pattern to get Prompt Tone. Ma x

Configuration updan &!| ovg ap hkoenyep ado nn
keypad using sl MRsmdnwe)d if set to Yi

Voice prompt I ® diesabled if set t
Direct I P call is disabled if set t
When this feature is set to Yes, de
account is not registered anfd htolo&k . ¢
Al'l ow users to block incoming call s
Maxi mum allow 10 SIP numbers and ec:
comma (6, 06) in web UI

Ot her all owed ©®O©harcammar £ f@®H 43 0,a sg el

and plus sign (6+6) .

Defines the URL or | P address of t

date and time from the server. The

Defines whether DHCP Option 42 sho
enabl ed, DHCP Option 42 wil/l overr
LAN. The def &abt setting is

LB
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DHCP Opti on

Number

CDR Fi Opti on

Option

Di sabl e

Suites

mum TLS Ver

w OCRANDSTREAM

CONNECTING THE WORLD

Configure the DHCPDefpd &t 1lils’T number

By default, the device wil/l spl it
Device wild create the first CDR f
is full, dteevitchee widdorcd efai | e.
T When ACDR File Optikoenedp, i desetet
call records when both files ar
T When this fe®Owvenre, ideeedsiet e t wi IAl
file and nsgt aargtaisnt.or
The CDR file output willChR Rivliag | at
By default, the device will spbi®
Device will create the first SIP fi
full, device will create the seconc¢

T When ASIP File OptiKemridp i|dcdewiede t

call records when both fil esstaar

T When this fed@vuerregiiddee sietce twi | |
file and start storing again.

The SIP file output wilIS[Pe]l]lFaveil at

Not@®end SIOP muosgt be enabled to be a

Al | ows usere weakdiciappHer s D E S3 BrEes

Encryption SEED, SymmetriRroAothbekt
SSLv2/SSLv3 or Di sabl e Al | of t he #
De f a uNat i s

This feature all ows ¢ WS tho maim tTd .Sc W

Choices ar e:
- Unlimited

- TLS 1.0
- TLS 1.1
- TLS 1.2

Def audntl iinsi t ed
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Maxi mum TLS Ver This feature all ows cwWMaxomeTL$3$ oV.erhg

Sysl og Protocol

Sysl og Server

Sysl og Level

Send SI P

Aut omati c

Choices ar e:
- Unlimited

- TLS 1.0
- TLS 1.1
- TLS 1.2

Def audntl iinsi t ed

I f set to SSL/TLS, the sysl|ogcureed :
Protboosysl og server.

Default setting is UDP.

NotEBhe CA certificate is required t

A reboot is required to take effect
URL or | P address of syslog server.
NotA:reboot is réeguitred to take ef

Select the HT813 to report the | o0g

EXTRA DEBUG, DEBUG, I NF O, WARNI NG
are sent based on the following eve
1. product model /version on boot wu

NATelated info (I NFO | evel)
sent or received SIP message (D
SI P message summary (I NFO | evel
i nbound and outbound calls (I NF
registration status change (I NF
negotiated codec (I NFO | evel)
Et hernet Il ink up (I NFO |l evel)
SLI C chptpi ex ceWARNI NG and ERROR

© © N o g bk 0w N

10 memory exception (ERROR | evel)
extra syslog style (EXTRA DEBUG | e\

NotA:reboot is required to take eff
Log Configures whether the SIP |l og wildl
The def aulNa setting is
RebooDef auNa MWhken ndYes, r alb o dto wer v efirye sd a
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we ekt aagr fHAYes, moal dvo & tse wcehneyc k ed, u
AHour of -23%k0 dary fDay -6adbr t A ®a yneoenkt h
30 0. Default time is Monday 1AM.

Downl oad DevicePredDownl obaud t on t o downl oad devi ce
Configuration computer. The filename is fAconfig.

password fields.

Downl oad DevicePreBewnl|l baddownl oad device configur

Configuration filename is AconfiglwtheopaShbwofdl €i
Upl oad FirmwarePrebpl oad from | obcuatlt odni rtecc tloodgad t h
device from your computer. The fir

(ht802fw. bin for HT802 for instance

Upl oad Configur Prebplaad from | ocalutdiomedtoorlyoad co
device from your computer. The con
instance: Afconfig. xml o). Not e: The
document but i f avaspadifei ed|l MAdead
the configuration file.

Export Backup CPrebBewnl|l battton to export device bac
The output is Acfg<mac>_enc.xmlo ("

device). emlcea yfpitleed iasnd can be used

Restore From BaPredpl|l obadtt on to restore device con

Configuration backup configuration.

30A000 0ACA $AZEET EOEIT O

Tab8e St at uBe fPiangiet i ons

Account St atus

Showdksevilcle in hexadeci mal f or maet.wc
admi ni stomat aroubl eshooting. The M £
provisioning and can be found on t|

MAC Addr ess

|l ocated on the bottom panel of the

| PAAddr ess Di spl ays adsddrmeds .| P

Pagl38
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| Pve Address Di spl ays adsddgrmness .| P

VPN | Pv4 AddresDi spl ays OpsexniViPiéadd dr e s s .

VPN | Pve Addr esDispl ays OpsexniViPiNéadd dr e s s .

Product Model Di splays product rhlorBell/iHAf8dD.2 Def aul
Har dware VersioDisplays the hardware revision infc

T Progr@pnefciies Pr ogrBRhm s/ eirsitome main
number, which is always used for
HT801/ HT802.

) f Bootl|l o8peirf:i es Boot version.

Software versio ) ) i

T Cor®pecifies Core version.

1T Bas8&8peicéed Base version.

T CPESpecifies CPE version. CPE v

HT801/ HTs80c2onnected to0&8A AEStosiO

Software Statuslndicates actual software status.
System Up Time Indicates actual system time and ufg
CPU Load Il ndi cCPtUed oad ( %)
Net wor k Cabl e Sl ndi padtyesd c al net work cabl e status:

St at(Wsgp / DBwre)d,Mb p8per at i on@FulIMo/dlal f
PPPoE Link Up Il ndi cates PPPOE connection status.
NAT I ndicates type of NAT when itds cor

D & fays releva m informédion re grding the FXS por, t Bei r rec
currsgmtt us and their. appropriate Us

Port St atus

Port Options Ds mysDND and c aihnformdionowa FXS port s.

CDR Fil Download, Preview. Or, Delete call history records from the web GUI. Only
ile
the last 1000 records will be available.

Download, Preview or, Deletel ocal |y stored SIP t|
Not@®@end SIOP muosgt be enabled to be a

SIP File

Provi sion Di splays provisioning status.
Provides generated core dump fil e i
Core Dump . . . .
Cl ewhl | be displayed if no issues.
Pagl39
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CONNECTING THE WORLD
Click on 0nTest Paged to be redire
Potential, Foreign Electromotive Fc

and BrngBquivalent Number)

" AOEA 30MOOE TSCROEET EOET 1 0

Basic Settings

New End User Pa

Confirm End Use

New Vi ewer Pass

Confirm Viewer

Web Session Tin

Web Access Atte

Lockout ti me in

Web Access Mode

HT TWebPor t

HTTPSb®Wor t

Di sabl e SSH

Tab®:e Basic Settings Page

Configures wuser | evel pas s woerndgotfhC a2

character s.

Reenter the end user password to co

GUI to avoid typo or mistakes.

Configueawevel password. Case sensi

Lenoptfh 25 characters.

Reent ewvitehwems sword to cwindywams wbadg:

GUI to avoid typo or mistakes.

Configure timer to | ogout web sessi

Range-6i0s m2 n.

Conf iagmmet | i mit bDeeffoarusl tl|RoacekKbdeO ti s

| f |l ogin attemptwbal tetief| pume$ or |
(Default 15 -mbngpi nRange 1

Al l ows users to choose the Web Acc
and ADiIi sabl edo. | f AiDi sabl edo i s sce
By defiduMPp is selected.

Customi zes HTTP por HT 8 &v&d tUd .a dBodd sas

Customi zes HTTPS port used to acces
i 44.3

Enabl es/ di sables theN&8&HrRahktedss. D¢
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SSH Port Allows users to self-configure SSH Port number.

By default, the port number is 22.

SSH | dl e Ti me o u Configures SSH session timeout. [0 i 86400] seconds; Default is 0.
Di sabl e Telnet Enables/disables the Telnet access. Default is Yes (disabled).

Tel net Port Allows users to self-configure Telnet Port number.

By default, the port number is 23.

Tel net |1 dl e Ti n Configure Telnet session timeout. [0 1 86400] seconds; Default is 0.

White List f or Userscanconfigurethe white List for WAN Side to be used for remote

management.
Mul tiple | Ps are supported and nee:c
Example: 192.168.5.222 192.168.5.223 192.168.7.0/24

Note: If both blacklist and whitelist are not empty, the blacklist is

processed first, followed by the whitelist.

Bl ack List f or Userscanconfigurethe black List for WAN Side to ban WAN side web

access.
Multiple IPs are supported and needtobesepar at ed by fispe
Example: 192.168.5.222 192.168.5.223 192.168.7.0/24

Note: If both blacklist and whitelist are not empty, the blacklist is

processed first, followed by the whitelist.

I nternet ProtocSelects one of the following I P prc
T | Pv4d @mifpwyrce | Pv4d protocol only
T | Pve @mifypwyrce | Pv6. protocol only
T BotlAref erEm&®bvM4e both I Pv4d and |
T Bot,hreferEn#®lwvlee both | Pv4d and |

Nod Make sure to reboot the phone

Al l ows users to configure the apprc
| P4Addr es s obtain | Pv4d address. Users could s
By defaul t""DHQP"i.s set to

Pagl4l
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Dynamically

DHCP

Use PPPOE

« OCRANDSTREAM

CONNECTING THE WORLD

ass Al I the field values for the stati«
are still saved inHT®&@lhA&@2sht me M®r g
from the first DHCP server it di sc¢c

PrefebDMS&e@&r ver

Statical/l

addr es s

| PAAddr es s

y

conf

YT DHCP hostSpeme f hemet bt the clier
or may not be qualified with t
optional but may be required by

T DHCRIomainmmeSpecifies the domai
shoul d use when resol ving host
System.

f DHCP vendor Egchasgkeb: vendor <cl a
servers to convey particul ar C
i nformation aboutHT®8 XXI i ent . De f

Set the PPPOE accountATsketttte mmts .t daf
PPPoE session if any of the PPPoOE f

1T PPPOE acc:oobenfti nled t he PPPOE use
| SP requires you to use a PPPo
Et hernet) connecti on.

T PPPoE pasSwecidfi es the PPPOE ac

T PPPoEryYi ce DNeafmennes PPPOE servic
uses a service name for the PPF
name here. This field is option

Specifies preferred DNS serversetta

Configure | P address, subnet sMa<sKer
DNS ser¥9perref e2r red DNS server. Thes
defaul t.

Al l ows users to configure the apprc
obtain | Pv6e address. Users could s
is set to "DHCP".

i DHCRodea:!l | the field values for
(even though they are stildl S
HT801/ HT802 acquires its | P add

di scovers from the LAN it i s co

LB

HBOL1/ HRBOZ ni strat Pagldz

Ver sl .o®22



EnabMaenagement

« OCRANDSTREAM

THE WORLD

CONNECTING

1 Static | ®omfoidgluraddeFflas @ 9DNS ser
preferred DNS server. These fie
- Full :StWhteinc enabling the optic

specify the Static | Pv.6 and t
- Prefix Static: Whenmednablsitrad it
to specify the I Pv6e Prefix (6

Allows administrator to setup a Virtual Network Interface on top of the
physical interface for device management. Default is No.

Chooses whet her fVanagamectétedacaGniym(Default)

Management Acce 5 . N
Or fiBoth Service and Management Interfaceso
Configures Voice VLAN Type :
1 Def audynamicadly assigned via DHCP
Or,
9 statically configured as:
o |IP Address : Default is 192.168.100.100
Management |nte 0 Subnet Mask : Default is 255.255.255.0
o Default Router : Default is 192.168.100.1
Addr ess .
o DNS Server 1 : Defaultis 0.0.0.0
o0 DNS Server 2 : Default is 0.0.0.0
1 802.1Q/VLAN Tag
vlan tagging : [0 T 4094]; Default is O
I 802.1p priority value :
priority : [0T 7]; Default is O
Ti me Zone Sel ects ti me dadred ttianed eofni tehe devi c
SelDfefi ned Ti me All ows users to define their own ti
Obtains time zone setting (offset)
Al l ow DHCP serv 2; it owi || override selected ti me
Zone wi || use selected time zone even i f
The DefaulYesetting is
Confrieggu t he | anguages of the voice
Language Spani sh that it is only in |IVR. K6 A
Tradition®lusGh iagea miRs. h
Pagl4s3
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Reset Type
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CONNECTING THE WORLD

Gives the administrator the omptomn
HT801/ HT802.

There are 3 types of factory reset:

T | SP DataAREkese&®lI P related confi gl
|l ocated on FXS page).

T VOI P Dat aAlResleSP (I nternet Servi.

which may affect the | P address.
T Ful | RBeostent :Vol P and | SP rel ated ¢

NotAfter you choose the reset type

take effect.

&83 O00AQAO $AZET EOEITO

FXS Port (1, 2)

Accounts Active

Pri mary SIP Ser

Fail over SI P Se

Prefer Primary

Out bound Proxy

Table FRX&st

Activates/ Deacti vihes FX®8eparctcoaoponhns§
change if disabl ed, although the p
ther e wi || be n o di al t one phwhree
making/receilvinmg dal Iposwiilbl e.

Configures S| P ¢SeurpvpedrottldP IlaHiPhadisdsrde)s
ordomai n name provi dedpr by.i(Bdesrl Pe xse
Si pcompaoyg mPv 4: 192 . de PvBONDIOL260):.:
This is the primary SIP server use
HT 8 x

Defi hasl over SI P seg(rSweprpolrPs adhart éns:
addr escsresydomai n viamael pryo Vol P s@Eov

exampl e: sip. mycompdnp.deémld, 5. 1LPO 4
2001:1260Thit 87%er @er will be used i
unavailabl e.

Selects to prefer primary SIP serv
Server if registration withNaFail ove

Speci fies (I%upapdodrrtesssbot h | Pv4omandol
name of oPurtobxoyu ndor medi a gateway, (
(For exampl e: proxy. my Pr oavd ddrea d £,0 1
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Backup Outbound

Prefer Primary
Proxy

Al'l ow DHCP Opt.
(override SIP S

SI Pransport

SI P URI Scheme
TLS

Use Actual Ephe
Contact with TC

NAT Traversal

SI P User I D

Aut henticate |TLC

Aut hentPiasastweo r d

W GRANDSTREAM

CONNECTING THE WORLD

192.168.15PvBM01: 1260): . Wsad 7HTYy801/ HT 8
firewall or NAT penetration i n «caitfr
NAT is detectedvor&i d&Nowi Yyl ombbound
the probl em.

Configures the backup outbound pro
Proxyo regi s(Foamtiexmmphel s.pr oxyomy |
a drde s s , i fPvahy: 192/ 0B8B6017D260):.By
default, this field is |left empty.

| f the wuser conf iYesdr,eswhtemi sr eqgp tsitan
device will re-register via primary outbound proxy.
By default, this option is disabled.

Configures the HT802 to collect SITF
Def auNat i s

Selects transport protocol for SIP
sure your SIP Server or network env
transport metbhbbRI. Default is

Speci fies if fi'si p owhem TLSAGP ipseléctedvfor ISIP
Transport. The default setting is i

Controls the port information in the Via header and Contact header. If set to
ANoo, these port permanéntlisteningportoh theipbome. t
Otherwise, they will use the ephemeral port for the connection. The default
settiNog. i s 0

I ndicates type of NWITsfpar amethemccc
t he NAT traver sal mechani sm is a
mechani sm framiNe, &N, UPnP.
Default Metting is

Defines user account informati d¢n TBr
Usually in the form of digit simil
number .

Deter mi nes account aut henticat e | C

(I' TSP). Can be identical to or diff

Speci fies account password provide
register to SIP servers.
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Na me

DNS Mode

DNS SRV wuse

DNS SRV Fai

Reg

ove

w OCRANDSTREAM

CONNECTING THE WORLD

Chooses a name to be associated to

Sel ects DNS mode to use for the cli
choskeaf auA tReicsor d

T A Recoedplves | P Address of targ

T SRVDNS SRV resource records i ndi

various protocol s.

T NAPTR/:SRNaming Authority Pointer

T Useonfiguriefd SIPP server is conf
device wil!| not send DNS query,
I P" t &lAesdage i f at | east one of
to use "Primary | P" first, alflt egv
to "Backup I P 1", then "Backup I

"Primary I|I-Ptiabter 3 re

When this option is set to fAiYeso,
and makes an outbound call, it wi |l |

By def aul t, dtihsiashalmedudt i o DNS SRV wi

instead of the registered | P.

Configure the preferred I P mode fo
is selected, first | P from query re¢
TTL" is selected, previous | P wildl
"Sadweone until no responsefi is sele
after DNS time out until ités unre;

ADef auftthe option is set with fAde
messages to one I P at a ti me, and 1

Asaved one until fDNBeT®htion is se
TTLO6, it will send register message
response, it will try to send one
DNS TTL-t -t ivs@du pi.

ASaved one untillfmothespptnis@es i s se¢
no responseso, it will send registce
first, but this behavior wi || per

respond.
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Fail back Ti mer

Regi ster Before
Fail over

TEL URI

SI'P Registratio

Unregister on Kk

OQutgoing Call V
Regi stration

Regi ster Expira

Reregister Befo

« OCRANDSTREAM

CONNECTING THE WORLD

When the primary SBC is wup, device

SBC. I f at any point device fails o
will stay on the failover SBC for
ti meresxpdeavice will send SI P(irregmie

Def auslOt mi nutes, .max 45 days)

This feature is used to control w
registration reexqgiusetsitng( f>dY @oSVR\Wngfd & i) |
then direct the nonregistration SII
registered server or not.

Il ndi cates E. 164 number i n AFr omo
par ameter or usingt fi,Tel fo the EHMTBO
assigned PSTN Number.
1T DisabUed: ASIP User | DO i nfloirmeat
AFromod header.
T User =Phfod®er =Phoneo par amet er \
Requéesnhe and AFromo header in t
E. 164 nlufmbset to "Enabl e".
T Enabl"eTde:l : " wi | | be used insteac

Pl ease consult your gc atrhriiser p dred met
Di sabl ed

Controls whether the HT801/HT802 n
to the proxy ser vYeers. Default settir

Controls whether to clear S| Preaegke:t
request to the p-rexgyssegpetrdonr nickde buwy
REGI STER mesfkEageropatr@B meter to the !
unregi ster the SIP account undeiNat't

Enables the ability to plhaceacacwtug
registered (if allowed by | TSP) ; d
cal l s. Nefault is

Refreshes registration periodicall
Maxi mum interval i s 65535 mi ®wWhiersut
(or 1 hour).

Sendsr ergd st er request afsteecronspécitf
registration before the previous r¢
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SI P Registratio

SI P Registratio
Forbidden
Enabl e

Keep Al ive

SI P OPTINGNISKE¥ p
I nterval

SI P OPTINDNSKR ¥ p

SI P Port

RTP Port

Random SI P

Random RTP

W GRANDSTREAM

CONNECTING THE WORLD

Sendg ergea ster request after specifi
process fails. Maxi mum interval 20s
seconds.

Sendg ergéd ster requesttiamée(i spsecon
process fails with error 403 Forbi
(1 hour) .1PDsfaohtdsi s

Enabl es S| PorOPSIIPONMOTLE FE¥ck account
so the phone adapter wi/INOTsIFa¥ls oteea
server to track the connection &bat

Configures the time interval whear
NOTI FMessagd h&l P server. The defaul
which means the phone ada/pN@TIms k5 h
to the server every 30 slédABOds. The

Def i neNsumbheer of max | ost paokeSBSsPf N
Keep Al i ve ebgefsarreatriesln0, Bdeet Baeewelnt 3i s

Defi neSserbvi fvfal ues f or SI P and RTP.
SIP DSCBefbi vl ue 68, ddedmal { O
RTP DSCPSe(rbvi fvfal ue 68, ddédmalt O

Defines | ocal port to use by the H°
SIP packets. Default vabDéeg for FXS

Defines theRTIC®Pc aplorRTRair the HTS8O0
transmit. It is the HT801/HT802 RT
for FXS5(pm4&.t i s

Controls whether to use configurkd
necessary when multiple HT801/ HTS8O0:
i Bla

Controls whether to use configured
necessary when multiple HT801/ HTS8O0:
i Bla

Enabl e Allows users to enable RTCP. Default setting is Yes.
Al l ows user to hold the phone call
Target
not be hold befor¥eseferred. Def aul
Pagl4s8
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Ref-Eo0 Use Targe

Transf e
Ha n-gp

Re mov e
Header

Support

r on Con

OBP fron

SI'P I ns

Val i dhactoemi$nl gP

Message

Check SIP User

Il ncomi n

Aut hent
I NVI TE

Aut hent
certifi

Aut hent
certifi

Al l ow |
Message
Only

Us &-Pr ef
Header

g | NVITE

icate | n

i cat e

(7]

cate don

i cate se
cate cha

ncomi ng
s from S

i vacy Hea

erdent it

I n
us

| f
co
Wi

Re
De

I n
r e
De

Va
De

Ch
ma
ca

Ch
Un

Co

ef i

fi

W GRANDSTREAM

CONNECTING THE WORLD

cludes targetés AContactT@oOohdadare

ing attenbefdauNmtaniss er .

set to "Yes", when the phone ha
nference calll wi || be transferre
[ remain in the confMaence call
moves outbound proxy info in ARou
fauNat i s

cludes ASIP Instance | DO attri bl
quest as defined in IETF SIP outt
f auNat i s

|l idates incoming messages.

f auNat i s

ecks SIP User I D in the Request
tch the HT801/HT802 SIP User | D,
I I'ing wild. al soNhe disabl ed. Def ¢
all enges t he i ncoumtimgnt | Bl¥t TEn f
aut hori zed medNsage. Default is
nfigures whether to validate the
rmware/ config file. | f it i s se
rrmwaronfig file only from the | eg

Def ault Negt.ting is "

Co
foi
foi

nfigures whether to validate the
rmware/ config file. | f it i s s e
rmware/ config file only from the

Def ault Negt.ting i s "

Ch
do
De

De
me
Wi

ecks SI P address of the Request |
esn't match the SIP server addres
f a uN at i s

termines if the APrivacy headero
ssage and if it includes the cal
[ add Privacy headeffeluk® Aosr6BGC@M

Def auDetf aiusl t

Sp

eci fiesrieff eltdheendt R ty Header will
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e-ARceNast wd mK ¢

e-Efmer gelnrcfyo

e-ABserltckeant it

P REGI STER Co

Call er | D Fetch

|l ow SI P Featct o

W GRANDSTREAM

CONNEGTING THE WORLD
Il NVI TE message. | f -RBred f dlraredndl e ft 3 u IHte'
omitted in SIP I NVETESAGBEG@E abeiny
to s'"Ye PhefPlrdendt i ty Header wil/l al
"No", it wildl be omitted.

Default PBPefauhg i s:

With this feature enabl ed, device

| EE02. 11802 EE-BccCcae® wbnko SI P head

This feature < @&pddrrta mHUB44EEHNP head
emergency cal l s.

With this featurescaRifsveVlechtdaeyi ¢
the SIP InvNbe. Default is

Speci fies which address (LAN or WAN

it in SIP Register ConlLtAaNc tC othetaadcetr . |
i nclluadcea l I P from ATA in REGI STWARN
host/ port/ contact wi || be updated
"received"/ "rport" par amet Bef aulnANF
Addr ess

Selects the Caller I D di splay or d¢

HT801/ HT802. The available options

0 Auto When set to fAiAutoo, the HTS
i n the oAsdseer toefd PP dent i tPyarH&a dHe

anBrom Header in the incoming S
0 Disabl aMhen set to "Disabled",
with "Unavailabl e".

0O From HeaWaen set to AFrom Heade
the FROM header to display the

Al l ows to reset the devices directl
Resetd is set to AYESO under FXS P
from the SIPveertr v,ertetsee tthT shoul d pe
afteauthentication.

The aut hentication in this case cat
f The admin password if no SIP ac

T With the credentials of the SIP

LB
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Maxi mum Number

Request Retries

Thi s
fail

Def i
|t i

w OCRANDSTREAM

CONNECTING THE WORLD

feat uger atld owenfui gure the nur
overb@tcwawers 1 and 10, defaul t i
nes T1 timeout value.

S an esti matiep off i meh eb ertowuenedn t

transactions.
For exampl e, the HT801/HT802 wil/l
) server.

SIP T1 Ti meout . . .
The time it takes between sending
responseSIliPs Ttlheti mer. | f nNo respon
increased to (2*T1) andt rtamesmi ( 4 T
continue wuntil a maxi mum amount Oof
seconds.

l dentifies maxi mum retrdmMN/iTEs irceng u

SIP T2 Intervall NVITE responses. Retransmitting a
reaches T2 vadsueec.onddesf.aul t i s

i Configure the SIP Timer6b detondd. i

SI'P Ti mer D
Def audl t

DTMF Payl oad TyDefines payl oad type fhef DUIllBE iusi n

Preferred DTMF Sorts DTMF pmeitdiods v(iian RTP ( RFC283:

order) priority.

Al'l ows to adjust the inband DTMF d!

| nbamTdMFu Dati on Def aullOtfhsi.s Val i d286@a6@gms. 40
| ntdaurr at i on: 50 mE2.00Walmsd. r ange:

. Uses above DTMF order without negot

Di sabl e DTMF Ne )

Def auNat i s

Generate ContinWhen enahkbeBFC2833 events are genet

RFC2833 Events Def auNat i s
I f set to yes, flash will be sent ¢

Send Hook FI| ash .

Def auNot. i s
P 51
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FIl ash Digit Con

Callee Flash to

Oof f Hook Auto LC

Oof f Hook Auto LC

Of Ho o k Ait aol DTN

ProRegquire

Use NAT I P

S| P tAsgeern t

SI P tAsgeerPb st f i x

RFC2543 Hol d

W GRANDSTREAM

CONNECTING THE WORLD

Whengdet to YES it all ows the uwmhern t

both chanmnmseldsi lag epr essi ng:

T "Fl ashim+ olrrder to hang up the cur
was hel d.

T "Fl ashinm+ o2r"der to hold the curren
hel d.
T "Fl ashi i+ o3r'der twoa yp ecrofndfrem e3nc e .

T "Fl assM'h order to perform attende

NotRlease refer tfoort hdee tuasidre dg wsitdeep s
operations

When this fe¥Yesrdeviisces ewoulod be abl

way conference davilceviesn twhencall e
Def auNat i s
Configures a user | D or extension r

o fhfo o k . Only the wuser part of a SI
HT 8&O0wi | | automatically append the

corresponding SIP address.

Speci fiedgitaHeideeddaeyadbhds off hook.
Val id r &#mMge eicon@s. Default is 0.

When HWOdK -Buab6é6 is configured, this
configure DTMF digits tdd adedn c adflt er

Determines a SIP Extension to notif
i s behind a NAT/Firewall

Defines NAT | P address used in SI P/
if required by | TSP.

This feature aeabhbwgumueseBSBEPtUser Ag
device will User tAegendtefrrnaudder .

Configures HAlgeRBEPf User

Toggl es between RFC2543 hold and R
to disable the hold music sent t o

(0.0.0.0) it will thlee sleltadadr SOP oM

(a Iline) will play the hold music t

Di sabl e Call WaDisables receiving a second incomi-r
Paglb?2
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« OCRANDSTREAM

CONNECTING

THE WORLD

Def auNat i s
i Di sables displaying caller | D when
Di sabl e Cal l Wa .
Def auNat i s
Di sabl es l ayin call waitin tone
Di sabl e Call Wa, , > i 2 e .
incoming call The CWCI D wiNhl stildl
) Di sables displaying the number of t
Di sabl e Connect .
i Bla
Di sabl e ReceiveEnables / disables the warning thmood
Tone for an extended perNiaod of ti me. De f
Di sabl e RRimn g dfe ) . )
Enables playing the Neminder ring.
OnHol d Cal |
Di sabl e RemindeThis feature allows user to disabl e
DND mo d.e Def &Alol t i s
. . Di sables use of wvisual message wali
Di sabl e Visual . . .
voi cemai | me s shNaqg e . Default is
Configures Visual WMI Type of sign.
turn the | amp ON upon receiving a )\
Check omebdphmanual to find out what
Vi sual MWI Typeor NEON.
Not e Some phones (depends on the moi
feature is set to NEON it might aut
mai | avail abl ewherethati EX8oponett ec
Do Not Escape ' . .
Replaces # by %23 in some N:mpeci al <
SI P URI
Di sabl e Mul ti p Sends only one m |Iine in SDP, regalil
SDP i ncomi nDe fSDWL.at i s
Stops ringing when incoming call i i
Ring Ti meout tinelid r@&80@de siexohds, O means no t
Def auwldecasnds.
Forwards incoming call if not answe
Del ayed Call Fo . .
T del ayed call forward is activated |
i me
Def aul t 2sael cuoen diss
HBOL/ HR@M2 ni strat Pagks3
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No Key Entry

Early Dia

Di al Pl an

Use # as

Di sabl e #

Di al Pl an

Ti
|
Prefi
Di al K
as Re

« OCRANDSTREAM

CONNECTING THE WORLD

I nitiates the call within this tin
di alinyasi dgedrhg s eicenfdasudiste ciomnds

Sends an early I NVITE each time a
number. Otherwise, only one | NVITE
presBieasl oKkeywfter fino key entry ti me
This option should be wpsed&yonlsy ciofn
supporting 484 responses (Il ncompl et

Ot her wi se, the call wil!.l l i kely be
error). Nmefault is

This feature is NOT designed to wol
diret#® Pl Ralling

Adds specified prefix to dialed nurt

Treats fA#0 as the ASendo (or ADiI al
included as part of thYyeesdi al ed numt

With this feature and feature O6Use
as dial key but noNaas redial key.

Di al Pl an Rul es
Accept Digits: 1,2,3,4,5,6,7, 8,9,
Gr amma-aminy di g9t from O
a xx+at | east 2 digits number ;

b. xxiexactly 2 digits number ;

c. "-exclude;

d .iwildcard, mat ches one or mor e

e. [ ®}tany digit of 3, 4, or 5;

f. [ 14-Any digit 1, 4, or 7;

g <2=0lnepl ace digit ialwiitdgh 011 v

h. <=1add a |l eading 1 to al/l numb e

a 1 from the number dialed

i |[-or

A Exampl{e[ 3169] 11 | M1617XXXXXXX]}
Al l ow 311, 611;di9llt, naunndb earnsy
1617

A Exampl{er12900x+ | <=1617>XXXXXXX}
Bl ock any number with | eading

for any-ddigaltedumber s

LB
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SUBSCRI BE for N

Send Anonymous

Anonymous Cal l

Speci al

Enabl e

Featur e

Session

W GRANDSTREAM

CONNECTING THE WORLD

A Exampl{el 3xX][x2x x X Xxx | 1<2=011>x+}
Al'l ow any | ength of number w
numbers of | eaardd nbeadigrig €lxc
bet ween 2 and 9; I f | eading d
011 before dialing.

3. Def ault: -{Oux\Hgxoti njg *x+ | *xx*x+ }
Example of a simple dial pl an used
{ N1900x. [-9 ] <xxxtx® 1 1-9 ] 0] X x Xx x X x -9|] x 0

[3469] 11 }
Expl anatiexample rule (reading fror
Anr 1

A<=161BP3xxxxakl ows dialing to |l oca
by di aaluimbgersd and 1617 area code w

909pxr.events dialing any number s

Al1[-2] xO)] Xxxxxalxl ows dialing to any L
digits | ength

Ao119Ppxall ows international call s s
A[3469hllow dialing special addlem
and 911

Notken some cases, user wishes to d
voice mai l or other application pr
shoul d be predefi nedAs nasn amp |d8 xwita I}d I
to i abll owed by any | ength of numt

Sends SUBSCRI BE periodically (derg
parameter) for message wMdting indi

Set s iFr omo, APrivacyo and AP _Ass
I NVI TE message to fianonymous®8ao bl oc

Rejects incoming calls with anony
message. Default is

Sel ects Soft switch vendorsdé speci
BroadSoft, CBCOMChRNK, MblbEAB/leMPhonetF
TELKOM \50An a gwe,t aswi tCehnt ur yLi nk, MT
SPAIINZZ Oi _BR, ROSDefLeEUS O a5 d

Di sable the session ti mer when t hi
option is enabl ed.

LB
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Session Expirat

Mi -8 E
Call er Request
Call ee Request

Force Ti mer

UAC Sp&Reiffreshert

UAS Specify Ref

Force | NVITE

Enable 100r el

Add Auth Header
REGI STER

Conference URI

« OCRANDSTREAM

CONNECTING THE WORLD

Enables SIP sessions to be period

( UPDATE I Novrl TrEe . When the session i
refresh via an-l NPIDAEE mes s argee , t he
terminated. Session Eexcpoinrdast)i oant iwsh it
is considered timed out, if no succ

befor e\haalnidd r a®4&00 ss éd@d mdiH8te eicsond s .

Defines Minimum session expiration
Val id rat©4g&00 ss & mdeis ecesnds.

Uses session timer when making out't
Def auNat i s

Uses session timer when receiving i
Def auNat i s

Uses session ti merpaervteyn diofe st hneo tr esm

Selecting ANoo will enable session
it DeNaaul t i s
To turn off Session Ti mer, sel ect

and Force Ti mer.

Speci fies which end wil/ act as ref
f UAC The handy tone acts as the
f UAS Call ee or proxy server act

Def audnti. ti s

Speci fies which end wil.| act as ref
T UAS The handy tone acts as the
f UAC Call ee or proxy server act

Def audnti. ti s

Uses I NVITE message to refresh the
Def auNat i s

Appends fA100rel o6 attribute to the
signaling messMHges. Default is

Adds AAuthenticationo header wi t h
REGI STER request.
De f a uNat i s

Allows users to manually configure the conference URL. The default is null.

LB
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Use Fir

st Mat c

in 2000K SDP

Preferr

ed Voco

Voi ce Frames p

G723 Rat e

i LBC Fr

Di sabl e

ame Si z

OPUS S

i LBC Payl oad t

OPUS Payl oad

VAD

Symmetr

ic RTP

Fax Mode

Rell NVIaTf& er Fax
Detecti on Mode

Jitter

Buf fer

h

d

e

e

t

y

Ty

T

w OCRANDSTREAM

CONNECTING THE WORLD

Il ncludes only the first matching vc

wi || include all mat ching vocoders
Def auNat i s

Configures vocoders imBpaeprefedenvo
wi || be included with same order ir

A/ Uaw, GB2726. 72FHB72R.LBLX9,and OPUS.

Transmits a specific number of \2;0
increases to 10/20/32/64 for G711/ (

Operates at specified encoding rat:
rates are 6.3kbps ®r3lbb@Bkbps. Def alt

Speci fies iLBC packet frame size (:
Def au2lOtmsi s

Di sabl es OBRWS Sshtfereet to Yes, HT 8 X.

of fer.

Def auNat i s

Determines payload type for iLBC. )
Def awl7t i s

Determines payload type beowe ®RU3 6
Def aull2t3 i s

Al | ows detecting t he absence of e
preventing the transmission of
N a

Si |

Changes the destination toceehB &dE
port of the inbound RTP packet Nast

Specifies the fax mode: T. 38 (-Abtou
I f usi-hgrBagéh mopmreef esredreccd codec as

Permits the uni ¢t NtVd TsEerfd ro ult. 38herr d
fax tone is detected.
Def auBnta bilse d

Selects jitter buffer type (ddmxdkidt ic
Def a uAldta pitsi v e

LB
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Jitter Buf fer

SRTP Mode

Crypto
SLIC Setting
Caller | D Schen

DTMF Cal

Di sabl e Unknlovn

Repl ace Beginni

Pol arity Revers

Current

busy/reord

LooRQurent Discol

Current
Dur ati on

Enabl e

Enabl e

« OCRANDSTREAM

CONNECTING THE WORLD

T Higthinitial 200 ms, mi n 40ms, ma
can meet the high requirement.
T Medi gmni ti al 100 ms, min 20ms, n
T Lowinitial 50 ms, min 10ms, ma X

Selects SRTP mode to wuse (ADisabl
AEnabl ed and f oDiceaml)ed.Default i s
It uses SDP Security Description tc¢
SDESttps://tools.ietf.org/html/rfec
SRTRttps://www.ietf.org/rfc/rfc371:

Adds crypto |ife time headkers to SR
Depends on standard phone type (anct
Selects the caller I D scheme. HF®&K 8
Defines t he psttajrnbdte $aanud ts,t A, B, c, D

This feature all ows users to disab
device receive a call with Anonymo
USER and wit-hol&F©O. DilNecp b @y t

When this featVYese, idevsiecte twi | | recg
beginning of a nubhreaav rtim A0hedAFRARAM i
Reverses the polarity upon call est
Def auNat i s

Al'l ows the traditional PBX used wit
i signaling calll terminati on. Met hod

when remote (VolP) side discMdomnect ¢

Al l ows wuser to configure if it wil
di sconnect upon MNal l fail. Def aul t

Configures the duration of voltage
supporutrsatai odn range from 100 t20.0000

Al'l ow users to enable Pul se DiaNo®n ¢

Allows users to use Swedish pulse dialing standard and New Zealand
Standard.
Def audetn eirsa | Standard

FI aEnables the FLASH button to be Y&

LB
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https://tools.ietf.org/html/rfc4568
https://www.ietf.org/rfc/rfc3711.txt

Hook FIl ash Ti mi

On Hook Timing

Di sabl e Line
(LEC)

Ec

Di sabl e Networ k

Sppressor

Out goi ng Cal

Ri nFgr equency

Enabl e High

| C

Ri n

RFC2833 Event s

W GRANDSTREAM

CONNECTING THE WORLD

Defines the time period when the cr
FLASH. To prevent unwanted activat
phone-backhg adjust this time value.
from 40 to 2000 ms.

Defaul t \3alfu end maurriel Hndalx i mu m.

Speci fieshobkhe tobme -fook aev eonn t o
HT801/ HT802 supports a range f r4u0m ¢

Adjusts the voice path vol ume.
ARxi s a gain | eamsmiforedilgynaFXStr

ATxis a gain |level for signals recei
Default = 0dB for both parameters.
-6dB.

User can adjust volume of <call usir
gain | evell opcaartaendetem t he FXS port
volume is too | ow whe.n tulse nATA hes FaX
volume using the Rx gain | evel par ¢
page. I f voice vol ume ,i usteodo magw i at
end vol ume usi ng t he T X gai n |l ev

configuration page.

Di sables the LEC will per call base
Def auNat i s

Di sables the NEC will per call basce
Def auNat i s

Defines the call durati.on I'imit for
Val id rdml@e mi el asdl t( Nos. | i mi t )

Customi zes riVmd ifdr opu d D&ER e f2O0BRIBtz .i

tn

Configures a high ringing voltage ¢

This feature all ows users t cevewmstsar
Val id r aafRefisuwl2t i s

This feature all ows users to custor

RFC2833 End Eve ) . i )
Val id r aaofRefiasul2t i s
Customi zes thelBiintgh Teosnso cli aatoe cal |
Di stinctive Rinif caller I D is configured, then t|
the incoming call is from the Call e
Paglb?9
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Ring tones

Di stinctive

Call Waiting

Cal

To

W GRANDSTREAM

CONNECTING THE WORLD
cal l s. When noelCadtleed HWDt i s configu
wi | | be used for all i ncoming call:

can be configured not only for ma
mat chi ngs priled itxhi s cwisle shyembuoslie di x + &

For exampfeconfigured as 617x+, Ri
cal l arrived from the area code 61
cadence defined i n par ameter Syst

Advanced Settings Configuration pac¢
Not e:f server slupfpoor headédérer and st a
(Bell core) or di-lsh iinscts pseec irfiined ,t otnh

Al drntf o header from server wi || be
i ndependent fromscufhemcusthgmtoineg
specifiednby a¢adeéer, for exampl e
Al drntf o: ;info=ringhb

Configures the ring tone cadence pt
(Syntax: -om@dh-ah8pRo6flf3;)
Not®Bheonfiguration, compl eted in D
same page, applies to ring tones cz¢
Def aul=t2 0i0sO/ 400 0 ;

Cust omi zCeasl It Wlaadnte nIgOwti ® h associ at e

selected, i f call er I D i s conf i gurl
waitinghemnehe i nwaimtiirtggfaalm t he Ce
selected but no Caller kRIlil s waowifling

used for awhi tidrmdgimi ngsi ng t he FX&I
Wai ti ngcalmnkees configured not only f
al so for metschilmg tphrief icwaislel sbyembuosle d
For exampfeconfi g, Cradd aMai 611 Twg+H To nbee
c as ewaoiftcian ¢ arrived from the area ¢c
wai twiiddisi ng cadence deffahéedWant pasgt
under Advanced Settings Configurat:.

This feature all ows user to cust omi
Syntax: fl=val [ rofn25vaafrfiZ [cf=foR]1l]/ Jo]f;f 1]
(Frequencies are in (300, 3400) Hz
ms )

Not®ehe configuration, Caarhd | eWae d b Inmyc
in the same paaglel, waidtihemgst oonfi gur
Def aufllt=4i4503@ c =300/ 10000 ;
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W GRANDSTREAM

Cal | Features Settings

When enabl &bd,sthuor bNo Cal | Forward an

used via the | ocal feature codes o1
Enabl e Cal l Fea ) .

codes wi |l | be used. Enabl e Al wi |

set thenfga uYlets i s
Reset FEalk lur es Al l ows users to reset abDlefaaNd fesat

Al l ow users tB8RTEBsa&DMI eleecfoaiu¥lets | s
SRTP Featur e -Enabl e DBeRfTalPull 6t i s

-Diasb | e 9DRT R:ull 7t i s

-Enabl e p2RE&PEf aulBt i s
SRTP per call . .

-Diasbhl e PBRTPDRafildulDt i s

Al l ow users t€I1 Daat o meefoallylets i s
CI D Featur e -EnabCllebe f au3lilt i s

-Diasb ICé :Ibe f a u3lOt i s

-EnablledD pebefcaldli2t i s
CIlD per call e . .

-DiasbICé D pebefcau6ll7t i s

Al l ow users tbicaeaéeambBzr ®etf md¥eets i s
Direct | P Callli . o

-Direct |MPefCalMl7ti nigs

Al l ow users tE@Wteat o melxeefoallets i s
CW Featur e -EnabClWweDe f a usl 1t i s

-Diasb IC&/'D e f a u5I 0t i s

-EnablWe per call7rl Default is
CW per call Fea . .

-Diasb IC&/ perDefad u7l0t i s

Al l ow users te@atbsRemitmg telf aa dvkets | s
Cal | Return Fea .

-Cal | ret ure9g Def aul t i s

Al l ow users tbncastdbmi o datah BIad rew arod
Unconditional FDef auYlets i s
Featur e -Enabl e Uncondi Dedmaadl2t Foswar d:

-Di sabl e UncondiDeif egingh3dt For war d:

Al'l ow users t Busys F of neiaat eudrte ecfoadwylsts i
Busy Forward Fe-Enabl e BusyDeHoarud@tr d:s

-Di sabl e Busy Fo9 Wwar d: Default is

Paglb6l
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Del ayed Forward

Paging Feature

DND Featur

e

Bl ind Transfer

Di sable LEC per

Di sabl e Bel |-Waoy

Conference

St ar Code

Forced Cod

PCMU Codec

PCMA Codec

G723 Codec

G729 Codec

i LBC Codec

G722 Codec

3 WC

ec

Fe

Fe

Fe

Fe

Fe

at

at

at

at

at

at

« OCRANDSTREAM

CONNECTING THE WORLD

Al'l ow users tbekaygeéeodmieaastwaheD ecfoadu¥lsts
-Enabl e Delayed F®6lward: Default is
-Di sabl e Del ayed P®&rwar d: Defaul t i

Al l ow users t Bagifetad mirz&ee (tahdikets i s
-Pagief:aurldt i s

Al | bsver s t o c WCW emitue eb&mawylsts i s
-Enabl e DND:78ef ault i s
-Di sabl e DND79 Def aul t i s

Al l ow users t Bl codt @ neaant suf redheet @ dykets i
-Enabl e Blind Tr&8hsfer: Def aul t i s

Def auvlets i s
-Di sabl e L EDe fpaeuwl3tc ail d

Gives the wusers the possibility o
AFl ashdo key, when itdés enabled by d
i Blo

De ud tYeiss
-Star Code 3We3 Default i

Al | wbsver s t o c Fotramidz Eeotdter ® e ¢ @ dikets i
-Forced Coded:2 Def aul t i s

Def auYlets i s
-PCMU Coblefca u7l1tl Oi s

Def auYlets i s
-PCMCodelce:f aur7lltl 1i s

Def auYlets i s
-G7 280 d ebce:f au7l2t3 i s

Def auYlets i s
-G72®@o0 d eDce:f au7l2t9 i s

Def auYlets i s
-i L BO® d ebce:f a u7l2t0 1i s

Def auYlets i s
-G72Qod ebce:f au7l2t2 i s

LB
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I 8 AOOET cO

I f you pl amatndykwiephdtnhea private network behind a fireyv
Server. The fseltltowigrsg atrfer aisef ul in the STUN Server sce

1. STUN Ser v ead v(aunncdeedr wseebtptaigmed)a rSTEANr v &r (or FQDN) that vy«
havel wmak up a fr eerpowblitihce SThUNT net anldf eupiudm gPict on t
keep this field blank.

2. UseandInP/ BOP(tusndelv anced wedtptaigreg gt tihng depends on you
setidgeerally, if you have multiple I P devices under
| f usiubd Pcaddress, set this parameter to No.

3. NATravéusdemwehXp.Sgejyeavhen gateway is behindrfki.rewall
$4-& -AOETAO
ThelT801/ HsTBPWRort the following DTMF mode:

T DTMF-aiumi o
T DTMF via RTP (RFC2833)

T DTMF via SIP INFO

Set priority of DTMF met hods according to your prefere
DTMF setting.

00OAZEAOOAA 61 AT AAO j#1 AAAQ

ThelT801/ HsTBWploaltl owi ng voice codecs. On FXS ports pages
codecs:
f PCMU/ A (or G7110/ a)
G729 A/ B
G723.1
G726
i LBC
OPUS
G722

=A =4 =4 4 4 A

#1171 FEQOOERCTr (450 OCE 61 EAA 0011 POO

As menti oned pHEBOAUSRARO 2 Bhebuivloti c e prompt me nu for
configuration.

Pl ease r@ricer sttodlf@@i0ig HTB8O@r active Voice P oo nipotr Reosrpeo n
information about I VR and how to access its menu.

P agl6s3
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7T DHCP MODE
Select voice menu HO@Bt0ild it OB1uZteo DEHGPH.| e

T STATI C | P MODE
Select voice menu HI@BtOild HHT@DRs ® BTHADIE@ | P mode, then
03, 04, 05 to set wup I P address, Subnet Mask, Gatew

T FI RMWARE SERVER | P ADDRESS

Select voice menugopeéei ohe lBPtaddoess of the firmwar

T CONFI GURATI ON SERVER | P ADDRESS

Select voice menu option 14 to configure the | P add

T UPGRADE PROTOCOL

Sel ebeenu option 15 to choosa uUpd@mwprce | arbde toveerefni grur
HTTRATTRS FTP anbeffra®ISt i s HTTPS.

T FI RMWARE UPGRADE MODE
Select voice menu option 17 to choose firmware upgr

1) Al ways check, 2) check when pre/suffix changes,

~ A

2ACEOOAO A 3)0 ! AAT O1T O

ThelT801/ HsTBPOR@r +FXS ports which can be configured with 2
foll owi ng streggegiydnercocroduerirta tweb uswer interface

1. AccessHYy®UX/ HWeBO 2UI by entering its I P address in you
2. Enter your admin password (default: admin) .

3. Prelsegtn access your settings.

4, Go RXS PoorRpates

5. | # XS Poabtset the foll owing:

a. Acco lArctt it Wee s .

b. Pri m&t¥®P Sdriwdrd with your SIP server | P address or F
c. Fail over SMiR hSerower Fail over SI P Server | P address o
availabl e.

d Prefer Pri martydo® Y ss®erewedri ng on your NManff ingu rFaatiil oonv.er
SI' P Server iYes@afcicmaucht Iwfi I register to Primary SIP

expires.

HBO1/ HRA&®O2 ni str at
A Ver sli.o2?2
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.Outbound:SPenomxyy Outbound Proxy | P Address or FQDN. L

SI P UserUsleD account inforbmaséeownicerprvodiedeby( VESP) .

form of digit similar to phone number or actually a

.Aut hentii:catleP Iservice subscriberés Authenticate | D u:

to or different from SIP User | D.

.Aut hentPiacssstweo r®l P service subscriberés account passwc
I TSP. For security reasons, the password will field
Name Any name to identify this specific user.

For more information, red an efdé¢ 8 oP @arbto vSee totpitnigosn.s pl ea

PreApphy the bottan osfavteheyopuageconfi gurati on.

Grandstream Device Configuration
No ® Yes
|Primary SIP Server:| (e.g.. sip. mycompany.com, or [P address)
Failover SIP Server: (Optional, used when primary server no
response)
e I ‘_ No Yes  ( ves - will register to Primary Server if Failover registration
expires)
Outbound Proxy: (e.g.. proxy.myprovider.com, or IP address, if
any)
e T e (e.g.. proxy.mvprovider.com, or IP address, if
any)
Prefer Primary Outbound Proxy: e No Yes  ( ves - will reregister via Primary Outbound Proxy if registration
expires)
Allow DHCP Option 120( m‘errlde_ SIP No Yes
server ):
SIP Tramsport: @® UDP TCP TLS (default 1s UDP)
SIP URI Scheme When Using TLS: sip ® sips
Use Actual Ephemeral Port in Contact - .
with TCP/TLS: ~e =
NAT Traversal: ® No Keep-Alive STUN UPnP
(the user part of an SIP address)
g o " T
(can be identical to or different from SIP User
D)
|Authenticate Password:| (purposely not displayed for security protection)
Name: (optional, e g, John Doe)

After applying

correepligtered

Fi gurle SI' P Accounts Settings

yoarc cowimit i gegiasi en, t goouy ocuarn i Syhebrsi&eyn v er
wi t ho fyroaum HSO8®R 1¢ ¢WTB®2i nt er fSE adAPwnder

B
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St aARegi st (laft iiotn Rleigsipsltaeyisée d means t hat your account
will ®dNoRpbagtseoreidh this case you must double check
Grandstream Device Configuration
BASIC SETTINGS ADVANCED SETTINGS FEXS PORT1 FEXS PORT2
MAC Address: 00:0B:82:8E:T4:E3
IPv4 Address: 19216835190
IPv6 Address:
Product Model: HTE02
Serial Number:
Hardware Version: V13A Part Number -- 9610003715A
Software Version: Program -- 1.0.13.7 Bootloader - 1.0.13.1 Core--1.0.13.1 Base--1.0.13.7
° CPE--0.197.10
Software Status: Running Mem: 20636
System Up Time: 11:46:47 up 3:57
CPU Load: 23%
Network Cable Status: Up 100Mbps Full
PPPoE Link Up: Disabled
NAT: Usnknown NAT
Port Status:(p,1 [Hook User ID||Registration
FXS 1{|On Hook|[1002 ||Registered
Port Options: por  |DND]| Forward|| Busy Forward|| Delayed Forward|[CID|[Call Waiting|[SRTP
[FXS 1]No_| | | [Yes |[Yes No_|
[FXS 2[No | | | [[Yes |[Yes No_|
CDR File: | Download | | Preview | | Delete |
SIP File: | Download | | Preview | | Delete |
Provision: Not running, Last status - Firmware server 1s not configured.
Core Dump: Clean
GR909: Test Page
Fi gur2e Account Status
Not hen all the FXS ports are registered (for HT802),
bet ween each ring on each phone.
#All &AAOOOAO
ThelT801/ HsTwBRort all the traditional and advanced t
Tabl®HT801/ HTa8I0l2 Features
Key Cal | features
_ Forcing a( padeccal | ) *027110 (PCMU) , *0271
(G729), *0272Q@T2Qi (BCR2) .
Paglb6b6
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*03

*16

*17

*3 0

*31

*4 7

*5 0

*5 1

*6 7

*8 2

*6 9

*7 0

*T 1

*7 2

« OCRANDSTREAM

Di sabl ¢ peECcal |0 Dn wrhb éir* 030

Nodi al tone is played in the middl e.
Enabl e .SRTP

Di sabl e SRTP

Bl ock Cglfloer allD subsequent call s)
Send CalfFer BDI subsequent call s)
Direct |.P Oiadll im*gd 70 + Al P addresso.
Nodi al tone is played in the middl e.
Di sable Ca(fifoWwWaatlkl ngubsequent call s)
En a bCeel | Watfoborngl | subsequent <call s)
Bl ock Call er. IID alpefirr 6c7adl 1YY0 number o.
Nodi al tone is played in the middl e.
Send Caller .| Di8ap ewd*crad mbher oO.

Nodi al tone is played in the middl e.
Cal | Retur Di 8er vi6®e:and the phone wil/l di
received.

Di sabl e Call Wabitalngh *(7p0ed +coalnuymber 0.
Nodi al tone is played in the middl e.
Enabl e Call WaibDtiiadg A(*pelrdo ctal In)Juumber 0.
Nodi al tone is played in the middle

Unconditional Diaall nAFo7r2moaradn:d t hen t he f or wi

for dial tonbBiabdehbandi apteé successful fc
Cancel Unconldli t F @amweBAa d@a nc el AUnconditional
for dial tone, then hang up.

Enabl e Pagi DPgalCahrF740 and then the destine

Enabl e Do Not DNhsetnuren a(bD NeR) :aldr e nrceojme cntge dc.

Di sabl e Do Not WhHen udibs §DINDd,: i ncomi ng cal
Bl ind Transfer
Busy Call DRoarlwair*d:00 and then the forwardi

tone then hang up.

LB
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_— Cancel Busy CalTlo Eamwad dfiBusy Call Forwarc
hang up.
g9 Del ayed CalDi &loriwva9 20 amd dti mgn ntuhmd efrorfvo | |
di al tone then hang up.
_— Cancel Del ayed TGaklanEeld wbded ayed Cal | For we
then hang up
Fl alst Toggl es between active call tanmeé) i n¢ d minmgd
Hook fl ash/hook will switch to a new channel fc
# Pressing pound si-Dinalwikdy.serve as Re
2AAT T QEUGp T ( £QITE 2AT T OA
Press the ARebootodo button at the bot AtMm moé mdthel yv.onTThet
browser wil!/l then display a message window to confirm
agai n.

P agl68
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50'21$)."' 1 .$ 02/6)3)/.)."

TheET801/ HTaBn0 2be upgraded vi d FITRPT BYPTSToPWVfHTgTUMS ng t he URL/
for the TFTP/I HTPPFERPYRS and selecting a download metho
TFT®Pr FTPOFTMPMITP/(HdTelfPaSul t ;i ¢ heTBRSNVer name can be FQDN
Examples of wvalid URLS:
fiwar e. grandstream. com

fw.ipvideotal k. com/ gs
&EOI xAOA 5DCOAAA DPOI AAAOOA
Pl ease foll owopegt advestle@sfir mmaTr&0 Iv/ieHTSE802n of your

1. AccessHY®W@X/ HII80Ry entering its | P address in your f
2. Enter your ad(ndienf apual sts:woarddmi n) .
3. Prelsegtn access your settings.

4., Go Advanced B8Ettmwgse Upgrade anadgePeaotvde si tomeé nigP addr
or the FQDN for thkei numpwaraad eS&sreMferret Rldtamn'd choose to
TFTPTP/ FOPMI TP/ HTTPS

5, Make sochedtowfays Check forda New Firmwar e

6. Update the changeplpy ybLdatthihing bodtt d m ThRenh 'etopage

power cWHTIBA 2t huepdat e the new firmware.

Pagl69
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Firmware Upgrade and Provisioning: TETP ® HTTP HTTPS FTP FTPS
Config Server Path:
XML Config File Password:
HTTP/HTTPS/FTP/FTPS User Name:
HTTP/HTTPS/FTP/FTPS Password
Firmware File Prefix: Firmware File Postfix:
Config File Prefix: Config File Postfix:
Allow DHCP Option 66 or 160 to override server:
No @ Yes
3CX Auto Provision
No @ Yes
Automatic Upgrade:
& No
Yes. every 10080 minutes(30-3236000).
Yes, daily at start hour 1 (0-23), at end hour |22 (0-23)
Yes, weekly on day |1 (0-6).
Randomized Automatic Upgrade: ® No Yes
® Always Check for New Firmware at Boot up |
Check New Firmware only when F/'W pre/suffix changes
Always Skip the Firmware Check
Fi gurde Fir mware Upgrade Page
SDbCEGALEA , I AAI $EOAAOQI OU
1. bownl oad the firmware fille from Grandstream web sit
2 Unzip it and copy the file in to a folder in your F
3. FromHtiTBeOD 1/ HWieBD 2i nt er f ace (Advanced Settings page) Yy
and select the folder you previously saved the file
4., Click AUpload Firmwareo and wait few minutes until
No & Always c hakthes & tisp a gte seetha th ep rgra nvers i dhaschange d .
5DCOAAET C OEA ,TAA4IG3IRZIRIABOAOO
For utsheats woul d | i ke towuskRouemat kbodplil/REBNMTROBIETPer ,
Grandstream éofrfietdPf ygs NIATer . This enables users to dow
upgrades for their devices via this server. Please ref.

http:// wiwwwegmandsm/ support/ firmware

Alternatively, users can download, for example, a free TFTP or HTTP server and conduct a local firmware

upgrade. A free window version TFTP server is available for download from:
http://www. sol arwinds.
http://tftpd32.jounin.
Instructions for local firmware upgrade via TFTP:

net/

1. Unzip the firmware files and put all of them in the root directory of the TFTP server.

2. Connect the PC running the TFTP server and the phone to the same LAN segment.

HBO0O1/ HR&8 2 ni
Ver sl .o®22
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3. Launch the TFTP server and go to the File menuA ConfigureA Security to change the TFTP server's
default setting from "Receive Only" to "Transmit Only" for the firmware upgrade.

4, Start the TFTP server and configure the TFTP server i
Configure the Firmware Server Path to the IP address of the PC.

6. Save and Apply the changes and reboot the HT801/HT802.

End users can also choose to download a free HTTP server from http://httpd.apache.org/ or use

Microsoft IIS web server.

&EOI xAOA AT A #11 ZECOOAOQEIT &EI A OOAEE® AT A 0]
Firmware Prefix and Postfix allows device to downl oad
Postfix. This makes it the possible to store all/l of th
Similarly, Config &lilleewsPrdedwixc eantdo Pbswrhlioxad t he confi gl
Prefix andhumastfipke configuration files for the same d
I n addition, when the field ACheck Newi Bi smivate® dnkeg oy

device wild/l only issue firmware upgrade request if the
- AT ACET ¢ &EOIi xAOA AT A #1171 FECOOAOQEIT T &EIT A $1 x1
Wh e rAu dma it Upg r a dsese tiiYes, everyothe auto check will b edon ein the minut specifie dn this

field | $e tt dd ay a thou r(0-23)0, Se vice Provide rca nuse P193 ( At @heck | te val) t dnavet h e

device g1 oca daily check a t hhou 1se int ik field with itlee r irmiva r Serve 1o 1C o fig Serve rl .§e t o

fiveek | oynday (0-6 ) tohaut check will  toa eo nth eday specified in this field. This al olvs the dev de

periodicallyt o c lif &€ ér&ca r @&y new changes nee dto be take no na s bedule dtime .By definin g

dif ef r eimétrvals in P193 fo dif ef r edewvices, Serve Provider ca nsp ea dhe Firmwa r @ 1C o figu rtia n

Fieldow doad in minute ¢ © @uce th eFirmwa r e Provisioning Se ve foa dat any give rtime.

#1171 FECOOAOQETT &EIT A $i1 xT171TAA

Grandstream SIP Devices can be configured via the Web Interface as well as via a Configuration File
(binary or XML) through TFTP, FTP/FTPS or HTTP/HTTPS. The Config Server Path is the TFTP,
FTP/FTPS or HTTP/HTTPS server path for the configuration file. It needs to be set to a valid URL, either
in FQDN or IP address format. The Config Server Path can be the same or different from the Firmware
Server Path.

A configuration parameter is associated with each particular field in the web configuration page.

A parameter consists of a Capital letter P and 2 to 3 (Could be extended to 4 in the future) digit numeric
numbers. i.e., P2 is associated with the "New Password" in the Web GUIA MaintenanceA Web/SSH
Access pageA Admin Password. For a detailed parameter list, please refer to the corresponding firmware
release configuration template.

HBO1/ HRA&®O2 ni str at
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When the HT801/HT802 boots up or reboots, it will send a request to download a file named
"cfgxXxxxxxxxxxxx 0 configaratioro WMLd file bnameda "cfgxxxxaxxxxxxx.xml”, where
"XXXXXXXXXXXX" is the MAC address of the phone, i.e., "cfg000b820102ab" and "cfg000b820102ab.xml". If
the download of "cfgxxxxxxxxxxxx.xml" file is not successful, the provision program will download a generic
cfg.xml file and then download cfg<Model>.xml. The configuration file name should be in lower case letters.

HT801/HT802 supports DHCP option 67 allowing to provide custom name for the provisioning file. If DHCP
option 67 is used, the following file download sequence will be applied:

Step 1: cfg<MAC>

Step 2: <option 67 bootfile> A cfg<MAC>.xml A cfg.xml A cfg<Model>.xml

N o ts:e

1. OnIXyML or bhhagyf tdree faooaomptsed

2. The MAC heaXdbt cohdbugdfbéethenegedisce oMAE omremoved

compl.etely

<?xml version="1.0" encoding="UTF-8"?>
<1-- HT802 XML Provisioning Configuration —->
<gs_provision version="1">
| <mac>000B82B04B4E</mac> |
- <config version="2">
<P855>0</P855>
<P28107>0</P28107>
<P730>0</P730>
<P694>97</P694 >

Fi gurde XML ConMAEGE Hehder

For more details on XML provisioning, please refer to:
http:// www.grandstream.com/sites/ default/files/ Resour c«

Pagl72

HBO1/ HRA&®O2 ni str at
A Ver sli.o2?2



http://www.grandstream.com/sites/default/files/Resources/gs_provisioning_guide.pdf

« OCRANDSTREAM

CONNECTING T B WORLD

2%34/ 2% &!' #4/ 29 $%&!' 5,4 3%44)."'3

AWarning:

Restoring Défealklact 8etyt i ngs wi | | del ete alll configuratio
or print all the settings before you restore to the fac
restoring |l ost parameters tamdyeamnVddl B onerewitc ¢ opumr o died/ar

Therearet h r(8 )ne hods fo rese tni gyour unit :

50ET ¢ OEA 2A0A0 " OO6O0I1I
To reset default factory settings using the reset butt
1. Unplug the Ethernet cable.

2. Locate the reset hole on the back panel of your HT801/HT802.

3. Insert a pin in this hole, and press for about 7 seconds.

4. Take out the pin. All unit settings are restored to factory settings.

50ET ¢ OEA )Ye62 #1111 AT A

Reset default factherlyVReptomgs: using

1. Di al i***9o for voice prompt.

2. Enter A990 and wait for Aresetod voice prompt.
3. Enter the encoded MAC address (Look below on how to encode MAC address).

4. Wait 15 seconds and device will automatically reboot and restore factory settings.

Encedt he MAC Address

1. Locate the MAC address of the device. It is the 12-digit HEX number on the bottom of the unit.
2. Key in the MAC address. Use the following mapping:

Tabl2 MAC Address Key Mapping

0-9 0-9

A 22 press the A20 key twice, AAO0 will s

Pagle73
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222
2222
33 (press the
333

3333

he MAC address is 000b8200e395, it

i 2A0AO 4UDPAQ

‘N

1. AccessHY®W@X/ HII80R2y entering its | P address in your f
2. Enter your admin password (default: admin).

3. Presegtn access your settings.

4. Go Basic SARese@gsType

5, PreBResbut (aht er s erleescetti ntgy pteh)e.

TFul I Rehs est twi | | make a full reset

Il SP Dlahias will reset only the basic settings, I|ike |
fvOol P Drahtias: wi | | reset only the data related with a s
provisioning and others.

Not e:

- Factory Reset wildl be disabled if the ALock keypad
- I f HTh&01/ HAB8D 2pr evi ously ladc kseedd vhx ey urovi der , pres:
button wil!/ only restart the unit. The device wil/]l

2A0A0 OOET C 3)0 /| 4) &9
1. Access your HT801/HT802 Ul by entering its | P addre
2. Go EXS Port
3. SetAlfiow SI P FactoriyYRes.et
4. Once a SI P NOTIFY with fevent: reseto is received,
Not Received SI P NOTIFY wild.l be first challenged for
reset acaubhenfTheati on can be done =either using adm
configured) or using SI P account credentials.

LB
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%80 %2) %(AWNPT( 4WTC

Pl ease visihtopr/WwWeiwsi geandstec dédm. anammtt eupupdat es on fir
releases, additional features, FAQs, documentation and

We encourage you to browse our product related documentation, FAQs and User and Developer Forum

for answers to your general questions. If you have purchased our products through a Grandstream
Certified Partner or Reseller, please contact them directly for immediate support.

Our technical support staff is trained and ready to answer all of your questions. Contact a technical support
member or submit a trouble ticket online to receive in-depth support.

Thank you again for panahagiuepg t 6f a,p iwitlele adeabtsieng t o
convenience to both your business and personal |ife.
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