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OVERVIEW

Users could configure the IPVideoTalk IDs using either SIP or H.323 Protocol on most popular brands of
devices such as Polycom, Huawei, Yealink, and Cisco and so on.

Configuration Steps:

1. To configure the IPVideoTalk IDs as SIP or H.323 accounts, users need to configure the options below:
o SIP/H.323 Account: Users need to configure the IPVideoTalk IDs as the SIP/H.323 accounts.
o SIP/H.323 Password: Users need to configure the password of the IPVideoTalk ID in the device.

o Server Address/Gatekeeper: Users need to configure the IPVT10 server address in the SIP Server
Address option or as H.323 Gatekeeper.

2. Other SIP Transport/Port Configuration:

o [fthe SIP server portis customized port, users need to configure the server address with the customized
port such as “IPVT10 Server Address: Port Number” TLS mode is recommended as the SIP Transport.

¢ SIP Registration: enabled.
e The SIP port configuration is 5060 (TCP, UDP) / 5061 (TLS), and if users want to configure the
customized port for IPVT10, please configure the customized SIP port for this option.
3. Joininto IPVideoTalk Meetings:

e On the dialing interface of the device, users could input the meeting ID to join into the IPVideoTalk
meeting.

e For some certain devices (Polycom and Cisco), users need to input “Meeting ID@IP Address: Port
Number” to join into the IPVideoTalk meeting.

Here are the configuration instructions for some typical devices (Some devices require special configurations):

e Polycom Real Presence Debut TM
e Huawei TEXO

e Yealink VC400

o Cisco SX20
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CONFIGURATION ON TYPICAL DEVICES

Configure Polycom Real Presence Debut TM
Call Settings Configuration

In order to ensure the security of the call, it is recommended to enable “Encryption Mode” in the device. This
mode will force the device to use TLS protocol as the SIP Transport, otherwise, the service cannot be used

normally.
@ Polycom® ‘ RealPresence Debut™

¢ Device Status

Call Settings
' Place a Call
X Call Rate: 2048Kbps v
O Contacts
Auto Answer: Enable v
3 System Settings
General Mute on Auto Answer: Enable A
Camera Seftings
Noise Block: Enable v
Date and Time Encryption Mode: on v

Network Setting
Import and Export Configuration m
& Server Settings

() Admin Settings

Figure 1: Polycom RealPresence Web Ul © System Settings = Call Settings

Configure SIP Account

Users need to configure the SIP account, password, server address (Users need to fill in the port number such
as “IP:Port”), and SIP protocol (Set as TLS) in the device.

@ Polycom® ‘ RealPresence Debut™

Device Status
& Call Server
' Place a Call
. Communication Pratocol sip v
B Contacts
Transport Protocol TLS Transport Protocol is limited to TLS
{3 System Settings P P
& Server Settings Enable SIP Registration. Enable v
Pravisioning Proxy Server: 192.168.121.103:5061
Domain: 192.168.121.100:5061
Calendar
(&) Admin Settings Sign-In Address: 8500046
E Diagnostics Authentication User Name: 8500046
Password:

Figure 2: Polycom RealPresence Web Ul > Server Settings > Call Server
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Configure H.323 Account
Users need to go through Web Interface - Server Settings - Call Server, and select H.323 as the

Communication Protocol, then select "Enable H.323 Registration" option, then configure the IPVT10 IP
Address into Gatekeeper Address and he needs to specify the H.323 Name which is the IPVideoTalk ID.

Dialing Operation

Users could input the “Meeting ID@IP:Port Number”to dial into the IPVideoTalk meeting.

RealPresence Debut™

@) Polycom®

72y Device Status

Place a call

\{ Place a Call

m Call Number: 48124562@1592.168.121.103:5061

Recent calls Call Rate: 2048Kbps T
B Contacts

& Server Sefttings 00:14:06

(&) Admin Settings

E Diagnostics

Figure 3: Polycom RealPresence Web Ul 2 Place a Call & Manual Call

Configure Huawei TEX0

Configure SIP Account

Users need to configure the SIP account, password, server address, SIP protocol, and port number in the
device.
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Network
P H.322/SIP Settings Wi-Fi Settings " SNMP Settings Network Address Book Security and Senvice ! Network diagnostics
—|_| Expand all
—@H323
—@sie

Register with sarver

Server address

Conference service number
Proxy server

Proxy server address

Site number

User name

Password

Server type

Transmission type

Video request handling

[Eble v
EZ
osble ]

]
[Senderd [
s~
|acceptavtomatialy__[v|

Figure 4: Huawei TEX0 - System Settings > Network - H.323/SIP Settings > SIP

ﬁ Address Book Q Device Control Q System Settings

’ Maintenance

? Help

ha/C 5 _. A <, i > St orl o . S i i F o ¢ dia ire
P3/SIP Settings Wi-Fi Settings SNMP Settings Network Address Book Security and Service Network diagnostics

NAT address

Sarver listen port [S1L1)

Ha50 T
use naT T 2

a3 callpr
Ras source port
s detntion port
stp ol port

Local en port E

SIPTLS call port
Local SIP 115 sten port ET I

Audio port plilieX
video port

Figure 5: Huawei TEX0 - System Settings > Network = Security and Service

Configure SRTP

Users have to enable “Encryption” option in the device before using the device, otherwise, it will cause the

called function abnormal issues.
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@ Conference @ Address Book Q Device Control ﬁ System Settings ’ Maintenance ? Help

Seaurity

—LJExpand all

B Encryptios
exypton X
SSL encryption [T v

—&Qos

—& SsH/Telnet

—@Gur

—& Air Content Sharing

—Qupg

—& Account Lock

-®@o

Figure 6: Huawei TEX0 > System Settings 2> Security

Configure H.323 Account

Users need to select Enable GK, Set GK Registration Mode to Manual, enter the IPVT10 IP address into GK
Address and enter IPVideoTalk ID in Authentication User name and the IPVideoTalk Password into Password.

—H.323

crale o XTSI
oK regtraton moce [T I

GK address | P of IPVT10

Authentication user name | |PvideoTalk ID

Password | IPVideoTalk Password
Figure 7: Huawei TEX0 - System Settings > Network = H.323/SIP Settings > H.323

Dialing Operation

Users could input the IPVideoTalk ID on the dialing interface to dial into the IPVideoTalk meeting. Please note
that users need to select option “Line Type” as “SIP”.
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WORLD

e ype T
Export Call Records
- EXCR 4 Mbrs [v]
]
L]
| cme mo—— | Dolta

e

an [ number [LneT.. [Rate [caitype [camode [canstamume |caiencmme |[opemi. |
— 43124560@.. 4812455 SIP 4Mbps Diled  Video 2080418 172105 2018418 17:2201 LI
= 48124562@. 4812456... SIP 4 Mbps  Dialed Video 2018/04/18 17:20:27 2018/04/18 17:20:51 ﬁ
@a 49124562@.. 4812456... SIP 4Mbps Diled  Video 2018/04/18 17:19:20. 20180418 17:19:46 O[]
4sipasey  4si242 SIP 2045k Received  Video 201304/18 17:1405 2018418 17:153¢ V]|
48124562@. 4812456... SIP 4 Mbps  Dialed Video 2018/04/18 17:11:19  2018/04/18 17:12:32 ﬁ
43124562 48124582 SIP 1024k.. Received  Video 2013/04/18 17:07:12. 201800418 17:083¢ O] fG
4sipasey  4si242 SIP 1024k Received  Video 201304/t 17:0124 201a04/1817.060¢ V]|
4R124502 4812450 SIE 048k Receed  Videa (1804118 175933 201AM4/A 170058

Figure 8: Huawei TEX0 - Dialing Page

Configure Yealink VC400

Configure SIP Account

Users need to configure the SIP account, password, server address, SIP protocol, and port number in the
device. Users also need to configure “SRTP” option as “Compulsory”, “DTMF Type” option as “RFC2833” before
using the device for IPVideoTalk services.

Yealinkvcmn Home Status | Account | Network Setting Directory Security
El Register Status Registered
% SIP Protocol Enabled T
ey e
Codec
-1 Register Name
——"
-
Server Host [192.168.121.103 | port[s061 |
Enable Outbound Proxy Server /Disﬁh\ed—"
Qutbound Proxy Server [192.168.121.103 | port[s0s1 |
I Transport LS v I

Server Expires

SRTP

DTMF Type

-

Era—
DTMF Info Type
DTMF Payioad Type ( 96~127)
NAT_Traversal
Keep Alive Interval
s
o

FECC(SIP)

Figure 9: Yealink VC400 > Account = SIP Account

Configure TLS

When users set the “SIP Transport” as “TLS” in Yealink VC400, users need to disable option “Only Accept
Trusted Certificates”, otherwise, the TLS connection will be failed.
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Yealinkvc«m Home: Account Network Setting Directory Security
License: Tndex ID Tssued To Tssued By Expiration Delete
Security 1
Trusted Certs 5
Server Ceris
3
4
5
&
7
1
9
0
Delete
I Only Accept Trusted Certificates | Disabled A ‘ I
Carnmen MName Validation |Dlsahled A \
CA Certificates | Default Certificates A ‘

Figure 10: Yealink VC400 -> Security - Trusted Certs

Configure H.323 Account

The following configurations are necessary:

e H.323 Protocol: Choose Enabled.

e H.323 Account: Choose Enabled.

e Gatekeeper Mode: Manual

o Gatekeeper IP Address: Configures the IP address of the IPVT10

o Gatekeeper Authentication Mode: Choose "Enabled" to enable authentication.
o Gatekeeper Username: The username is the IPVideoTalk ID

o Gatekeeper Password: The password of the IPVideoTalk ID

-
Yeall nk vespp  Home Status Account Network Setting Directory Security
VC Platform Regiszer Status Reqistered
e H.323 Pratocal | Enabled v
SIP Account
H.323 Account | Enabled v
SIP IP Call -
\ s
e H.323 Name |2000 |
H.323 Extension (5000 \
Gatske=per Moos \ Manual v
Gatckeeper I Agdrass 1 [10.2.1.42 | _fort[1710 |
{
Gatekesper 1P Addrass 2 i | Pport[1710 |
Gatekeeper Authentication | Disabled v
Gatekesper llsemams I
Gatekeeper Password I--------

Figure 11: Yealink VC400 > H.323
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Dialing Operation

Users could input the IPVideoTalk ID on the dialing interface to dial into the IPVideoTalk meeting.

oo CUgUue

Yea'ir.'(v(mm ‘ Home Status Account Network i Directory Security

48124562 | lAUtO W ] 4 Video Call | § Voice Call 00:00:18 Hang Up All

Yourself
192.168.131.92

48124562 4
48124562

m 7] Mute Screenshot Input

Figure 12: Yealink VC400 - Home

Configure Cisco SX20

Configure SIP Account

The following configurations are necessary:

e SIP Transport: TLS ONLY

e URL: IPVideoTalk ID@IPVT10 Server Address:Port Number
e Login Name: IPVideoTalk ID

e Password: The password of the IPVideoTalk ID

e Address: IPVT10 Server Address:Port Number

IPVideoTalk Account Configuration on 3rd Party Device Page |11
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Security
SerialPort Profile 1 2~
_ DefaultTransport Tls v | Save
Standby
: DisplayName 8500052 Save {0to 255 characters
SystemUnit
Time Line Shared v ave
Userlnterface Mailbox Save (0 to 255 characters)
Video
Outbound Off v || Save
TlsVerify Off v ave
Type Standard v | Save
URI sip:8500062@192.168.121.100:300 | Save (0 to 255 characters)
Authentication 1
LoginMName 8500062 Save  (0to 128 characters)
Password Save | (0to 128 characters)
Ice
DefaultCandidate Host v || Save
Mode Auto v ave
Proxy 1
Address 192.168.121.100:30001 Save | (0 to 255 characters)
Discovery Manual v ave
Proxy 2
Figure 13: Cisco SX20 - Configuration = SIP
Configure SRTP

In order to ensure the security of the call, it is recommended to enable “Encryption Mode” in the device. This
mode will force the device to only use TLS protocol as the SIP Transport, otherwise, the service cannot be used
normally.

# Home ‘ t. Call Contral | 4~ Configuration 8] Diagnostics | £ Maintenance | & admin
System Configuration Set Administrator Settings menu passward.
Search... Conference 1 = Refresh A Collapse all w Expand all
Audia ~

Cameras ActiveControl Mode Auto v ave

™ N CallProtocollPStack Dual v ave
FacilityService
H323 I Encryption Mode On T ave I
Logging IncomingMultisiteCall Mode Allow v Save
Network

MaxReceiveCallRate 600 ave | (64 to 6000)

NetworkServices

Figure 14: Cisco SX20 - Configuration > Conference

Configure H.323 Account

The following configurations are necessary:

e PortAllocation: Choose Dynamic
e LoginName: IPVideoTalk ID

IPVideoTalk Account Configuration on 3rd Party Device Page [12




e Mode: Choose On to enable authentication.
o Password: The password of the IPVideoTalk ID

e Address: IPVT10 Server Address

e Discovery: Manual.
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Profile 1
Logging
Network CallSetup Mode Direct ~
NetworkServices Encryption KeySize Max1024bit e
Peripheral
Brpnerals IF'orLAIIocatiun Static ”
Phonebook Server
Authentication
Provisioning
RTP Ports Range I LoginName I (0 to 50 characters)
Security I Mode Off b I
SerialPort I Passwaord I Clear (0 to 50 characters)
SIP
Gatekeeper
Standby
SystemUnit I Address I (0 to 255 characters)
Time | Discovery Auto ~
Userinterface H323Alias
Video
E164 (0 to 30 characters)
D (0 to 49 characters)

Figure 15: Cisco SX20 - Configuration > H.323

Dialing Operation

Users could input the “IPVideoTak Meeting ID@IP:Port Number” on the dialing interface to join into the

IPVideoTalk meeting.
Contacts | Parficinants
43173283@192.166.121.100:30000 | x
RIECIoD) Recene Call rate: Use default ¥
Mo matches found
Protocol: Auto ¥
Directory
No matches found & Hide call seftings

Figure 16: Cisco SX20 > Dial Page
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