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Cloud-based Access Control Management Solution

Grandstream SecureAccess

The SecureAccess App is a cloud-based access control management solution that is compatible with the
GDS3720 Series of Smart IP Video Door Stations. Users and residents can easily open doors, video call
visitors, preview videos, and create temporary passwords using the SecureAccess App. Administrators can
manage users and residents remotely, manage visitors, configure door stations, view door logs and alarms,
and snapshot playback. This all-in-one platform effectively addresses the access management needs of
communities, businesses, and households.
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Centralized control

of multi-area access
systems for enterprises/
communities based on
cloud deployment

A =

Supports remote
unlock, bluetooth/

View live door front
feeds anytime to
monitor activity

Flexible permissions
and time-based
rules for fine-grained
management

Remotely manage
users/residents, door
stations, visitors,
alarms, and door logs

One-tap answer for
visitor video calls

Review detailed logs
of unlocks, calls,

End-to-end encryption
and real-time anomaly

www.grandstream.com

NFC, QR codes, IC/ID
cards, PIN codes, and
temporary passwords

snapshots, and alarms

detection with alerts
ensure comprehensive
security for the access
control system



Multi Platform

Multi-Organization
Management

User & Access Permission

Android 10.0+, iOS 13+

Centralized control of multi-area access systems for enterprises/communities based on cloud
deployment

* Parameter Configuration: Remotely configure device parameters (e.g., access methods, doorbell
calls, alarm settings, etc.)

* Device Management: Supports remote operations such as device rebooting and firmware
upgrades

* Event Traceability: View device snapshot videos/images by timeline

* Add Users/Residents: Supports single addition or bulk import, with encrypted IC card data writing
to ensure robust protection of user information
* Access Control:
+ Access Groups: Configure accessible devices, specify access time frames, and establish rules for
holiday exceptions
+ Functional Permissions: Manage app user permissions, control door opening methods (e.g.,
remote access, create temp key), and monitor features (call and preview video)

* Temporary Visitor Creation: Both administrators and residents can create temporary visitors,
managing access based on visit duration (time-limited) or frequency or times of unlocking

* Visitor Sharing: Supports secure sharing through multiple methods - including dynamic QR code
links, static QR code images, and temporary passwords - via the mobile system’s sharing capabilities
to email, SMS, and social platforms

* Contactless Access: Visitors can unlock the door using QR codes or temporary passwords

* Alert Notifications: Subscribe to real-time alerts for events like unauthorized access and loitering/
intrusion alarm, with accompanying alarm snapshots
* Alert Records: Review comprehensive records of alerts and the events that triggered them

* Access Logs: Logs of unlocks, call records, and other logs (e.g., firmware upgrade logs), with
snapshots of door openings/doorbell rings.

* Snapshots Replay: Includes snapshots of door openings, doorbell rings, and alarm events, allowing
for easy playback of these occurrences

* System Logs: Records of administrator activities (e.g., logins, user changes, and device configuration
updates)

Create multiple sub-administrators and flexibly assign management rights to various organizations
along with their role permissions

* Smart Proximity Unlock: Auto-locate nearest door for one-tap unlock
* Remote Unlock

* Bluetooth Unlock: Proximity auto-unlock, or shake-to-unlock

* NFC Unlock

* Real-Time Preview: View real-time door access footage.
* Video Call: High-definition two-way audio communication with visitors
* Push Notifications: Instant notification for incoming/missed calls via the APP

* Supported IC Card Types: MIFARE Classic 1K/4K, MIFARE Ultralight, MIFARE Ultralight C, MIFARE
PLUS, MIFARE DESFire
* IC Card Types for Encryption: MIFARE Classic 1K/4K, MIFARE DESFire

English, Chinese, French, Arabic, Greek, Spanish, Latin Spanish, German, Turkish, Italian, Russian,
Czech, Portuguese (Brazilian), Polish
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