GRANDSTREAM

CONNECTING THE WORLD

Grandstream Net wor ks,
GXP21@XYR2140/ GKBXPrBonG X P3251
EnterlpPi Blgeone

Admi ni s tGrud tdieo n




GRANDSTREAM

CONNECTING THE WORLD

#/092)"' (4

E20Gt andstream Nettwwon:r/k/swww.ngr.randstream. com

Al rights reserved. I nformation in this document i s
transmittal of thei mnany ef ormaomty lpwrany means, el ectron
the express written permission of Grandstream Networ ks

The latest electronic version of this guide is available for download here:

http://www.grandstream.com/support

Grandstream is a registered trademark and Grandstream |
in the United States, Europe and other countries.

#154) /

Changes or maodifications to this product not expressly approved by Grandstream, or operation of this
product in any way other than as detailed by this guide, could void your manufacturer warranty.

712.0) .

Please do not use a different power adaptor with devices as it may cause damage to the products and void
the manufacturer warranty.

P agll

e GXP21XX Administration Guide


http://www.grandstream.com/
http://www.grandstream.com/support

GRANDSTREAM

CONNECTING THE WORLD

.5 "0, ).&12-14)]

GXP2130/ GXP2140/ GXP2160/ GXP217O0s/taXfadlt3y dlaifrcrewesressd wardtea
t he GNle rGel Public License ( GPMaurd@6rapdaicitfriec@amt airsms &foft
Pl ease see the GNU General Public License (GPL) for thi

Grandstream GNWo@GPI er eloalteed anf rboem dGmwaand dsatdrealam web site
http://www. grandstream. com/sites/ default/files/ Resour c:t

Pagl2

e GXP21XX Administration Guide


http://www.grandstream.com/sites/default/files/Resources/gxp_gpl_color.tar.gz

GRANDSTREAM

CONNECTING THE WORLD

Tabl e of Content

DOCUMENT PURPR.OSE e 8
GUI | NTERFACE EXAMPRLES. ., 9
CHAN GE L G e e e e e e et eeeaaeees 10
Firmware Ver s.i.0n. ..l ..0..8..5.0 e 10
Firmware Ver s..0n.. L0 8. 4.9 e 10
Firmware Ver s..0n. . L. 0. . 8 4l 10
Firmware Ver s..0n.. L. 0. .8 . 4B e 10
Firmware Ver s..0n. . L0 . do. 9.0 e 11
Firmware Ver s..0n. . L. 0 . 2.8 Lo 12
Fi mwar e Ver si.on. .l 0. 7 2.5 e 12
Firmware Ver s..0n.. L0 .2 b e 13
Firmware Ver.s..0n. . L0 .6 . e 13
Firmware Ver.s..0n. . L0 .66 e 13
Fiwmr e Ver Sinom. L 0. B .2 14
Firmware Ver s..0n. . L. 0.5 2.3 e 14
Firmware Ver s..0n.. L0508 e 14
Firmware Ver s..0n. . L0 .5 L d e 14
Firmware Ver s..0n. . L0 .. 2.3 e 15
Firmware Ver s..0n. . L0 .4 LB e 15
Firmware Ver S.i.on. . L. .0 .4 Lh e 15
Firmware Ver S.i.on. . L0 .4 L0 e 15
Firmware Ver.S.i.0n. L 0.3 e 16
Fiwmre Ver siiOm . L. 0.2 Qe 16
Firmware Ver S.i.on. . L. 0. L L9 e 16
Firmware Ver.S.i.0n. Lo Qo Lo B e 16
Firmware Ver S.i.0n. . Lo 0. 0 7 e 16
WEL C O M EE et e et e e e e e e tb e e e e e ana s 17
P agls3

e GXP21XX Administration Guide



GRANDSTREAM

CONNECTING THE WORLD

PRODUCT OVERNI.EM e 18
Feat ur e Hi gl i g s 18

GXP213PRPGBGAO/ GXP2160/ GXP2170/ GXP2135..Te.c.hni.c.al9 Speci fi

CONFI GURATI ON....GUL.DE. ..o e 26
Configuration..V.a.. . Key.p.ad o 26
ComMQurati on Vi a.. Welh. Bl 0WsS B 31
[ T o O O U o O o = PP PTPPPE PR 32

Status Page..Def i ni.l . QS e 33
Acamts Page .Def i ni b S e 35
Settings Pag.e..Def i i 0.0.S e 48
Net wor k Page..Def. i ni . 0n S 69
Maitmnance Page..Del. i.ni. . i 008 i, 72
Phonebook Page..Def i ni. b 0n.S. e 76
BLEF L ED Rald il S it 79

Eventlist BLF Liste.ni.ng..Tr.ans.p.o.r.t..RPr.ot.oc.o.l...80
N I T = S A o 82

Blind Transfer and At.t.ended..Tr.ans.f.er..Sof.t.key83

Di splay SI P Mess.ag.e..Lex.t..on. .. LCD. ... 83
LI N K COMMMA Ittt 8 4
TLS Nego Ol b al b D 84
L AT ST U A =T O N o 1 o - T S = TR 84
Editing Cont-delisalan.d..Cl.i.CK . 85
We b GUI Def ault Passwo.r.d.. . War.n.i.ng..Mes.s.ag.e....... 8 6
Send | NSt ant. Me S .S a0 B, 8 6
LAY T T T o = 1 o 15 = PRSPPI 87
Cont act BipothU . B Sl 90
Screensaver Pict.wr.es..Dawnl.oadi.ng............... 92
Saving Configutr.at.i.on.. . ChangesS. . 93
Rebooting from Remo.t.e..Lo.cCal.i.0OnsS. ... 93
B I U € 100 e e 93

Pagled

a GXP21XX Administration Guide



GRANDSTREAM

CONNECTING THE WORLD

= T o Q= T R - T o U o 914
o I I o R« I o T =P P PP 95
T T o = S - - T o R o 95
Configuring .Event.l.d.st. . BLE. . 95
OQut bound Noti f.i.C.at.i.on. . SUP RO Lo, 96
AV O O U= I 1Y/ W o = T S = T Y 107
Programmabl e Keys Sit.at.us..On. .. Weh. . . GUL.................. 115
PAI Update for Cal.l.Rar.k. MRPRKLMEK. . ..., 116
UPGRADI NG AND PROVL.SL.ONL.NG. ..., 119
Upgrade via Key.p.ad . . Me U e 1109
Shocut of Upgrade and Pr.owv.i.s.i.o.n..v.i.a..Key.pad..M&adBu
Upgrade Vi a..We. b . Gl 120
NOo Local TFTP/ HT L R S o VS et 120
Configuration..Ei.l.e..Downl.oad. ... 120
NO TouUuCh PrON .S 0 g 121
RESTORE FACTORY DEFAULT..SETTILNGS................... 122

EXPERI ENCI NG GXP2130/ GXP2140/ GX.R2.1.6.0.[.GXB2170/

P agl&

a GXP21XX Administration Guide



+« OCRANDSTREAM

CONNECTING THE WORLD

Tabl e of Tabl

€S

Table 1: GXP2130/ GXP2140/ GXP2160/ GXP217.0./..GX.P218B8§
Table 2: GXP2130/ GXP2140/ GXP2160/ GXP2.1.7.0./..GX.P218%
Table 3: GXP2130 Tec.hni.c.al..Spec.i.f..cat.i.ons........19
Table 4: GXP2140 Tec.hni.c.al..Spec.i.f..cat.i.ons.......21
Table 5: GXP2160 Tec.hni.c.al..Spec.i.f..cat.i.ons........22
Table 6: GXP2170 Tec.hni.c.al..Spec.i.f..cat.i.ons........23
Table 7: GXP2135 Tec.hni.c.al..Spec.i.f..cat.i.ons........24
Tabl e 8: Conf i.g.Ur.al. i 0.0 . ME. N U . 26
Tabl e 9: St at us...Ra.g.e..Def i ni. .. 0SS ... 33
Table 10: Account..PRage..Def.i.ni.ti.ons. ... 35
Table 11: Settings..Rag.e..Def.i.ni. . i.0.0.S ... 48
Table 12: Net wor k..Ra.ge..De.f i ni .t i.0.n.S ... 69
Table 13: Mai nt enaun.c.e..Rag.e..Def.i.ni. t.i.0.0.S. ... 72
Table 14: Phonebook..Rag.e..Def.i.ni.l..0.0nS ... 76
Tabl e 15: BLF . . LED. R At L Bl S e 79
Tabl e 16: -Aatpipoomr tWRIL.EV.&.N.1.S e, 97
Tabl e 17: -Aatpipoorr teRIL Dy nami.c..Var.d.abl.es........................... 97
Table 18: Action-v@Rlu.eRa.r.ame.t.er.s... P, 98
Tabl® ActibAddRLesti nat..on..Set.l.i.ngS. . ... 100
Tabl e 20: -Acetsitdm alaRILOIM.SP ... 100
Tabl e 21: TJANdtiiofni cUaRtLL...0.n.. . .Op.t.0. . 0.0.S i, 101
Tab22 Action URLEWenht i aadi Dpnami.c..At.t.r.i.but.es..102
Table 23: Action-vBdRLeBat.i.f.i.cat.i.on. . .Po. ... 106
Table 24: VPK Modes...i.n..St.or.i.ng. .. . Format....................... 1009
Table 25: VPK Modes..l.con...l.ndi.c.at.i.0n.s. ... 111

P a g |6

L

GXP21XX Administration

Gui de

Feat ur
Compal



+« OCRANDSTREAM

CONNECTING THE WORLD

Tabl &€i glur es

Figure 1: Keypad MENU..Co.n.f.i.g.ur.at.l.0N ..., 31
Figure 2: Sld®e.Li.s.t.eni.ng. . MO e 81
Figure 3: Transf er..Sof.t.key..Dur.i.ng..Cal.l ... 8 3
Figure 4: Bl ind/ Att ended..Sof.tkeys..Dur.i.ng..Cal.l..83
Figure 5: Display SI.R..Mes.s.age..Text...on..LCD........83
Figure 6: Li.nK. . COmma.d e e s snssnnens 8 4
[ o T O = A AV = o B O =T VA O o = PSR 8 4
Figure 8:-PWolmeBWIO Rt a.Cl.Su e 86
L o T I = T 1 T T < D O < 8 6
Fige 10: Warning P.as.SWOo..d. .. Me.S.5.a.0.L i, 8 6
Figure 11: I ns.t.a.n.t... - U o I = T PP URPPPUPPR 87
Figure 12: Send..l.ns.t.ant .  ME.S. S .a.0. i, 87
Figure 13: Downl oad .Wa.l.l.p.ap.e.r. ... .frnom.Ser. V.l ... 88
Figure 14: Upl oad Sel ec.t.ed..Wal.l.p.a.p.e.r..t.o..Phone..=B89
Figdbe Wal lTCaper Backg:r.ound. . . Mo.d. ... 89
Figure 16: Wal.l p.ap. el S 0. Ul Cobuieiuiuiuiniurnininnnininrnrninrnn.———. 90
Figure 17: ST =T TR oS8 G = Y o 1 A < 91
Fgure 18: Up.l.o.ad. . Rl Col il 91
Figur 19: -l Rif Ot HEe@.d@a.L. L., 92
Figur 20: Scr eens.aV.e.l..Sel. b ng .S, 92
Figur 21: HE S H T T P S B M B e 93
Fgure 22: Packet..Capt.ur.e...i.n..l.dl.e................ 94
Figure 23: Packedt..Cap.t.ur.e...i.n .l dl. ..., 94
Figure 24: S Co . .S . 000 S i ——————————————— 95
Figure 25: Acti on..URL..Setl.l.i.ngs..Ra.g.e. ... 96
Figure 26: AcCt..on. . URL..Pa.C.K.€ L. 98
Figure 27: -MdEd i s tUIRMAA. L1 0.0 99
Figure 28: -AMdcd i Mot LUFRILC.A. 1.0 0.0 e 101
Figur e 29 M R K P g e 107
Figuld e EJ i TF IVIPEKA ..M. P K ettt 108
FigBide Edi TDWPEKMI C..... M. P.K e 1009
Figure 32: Line Key..as..Lrans.f.er. .. Mode. .. 110
Fi gBB8e VIPIKCD | N di . Coddid D et 111
Figure 34: .Di.al... I PO = T =T o DU UUP TR 115
Figure 35: .Maki.n.g..Cal L 115
Figure 36 M R K S Al U S e 116
Figure 37: VPK/ MPK..t.o..Rar.k..t.he..Cal.l ... 117
Figure 38: Di al .Rar.k..Sp.ace..di..ecl.l .y 117
Figure 39: Call Hi story Updat.ed..i.f...Cal.l..i i.s....Raridead
Figure 40: Rece.v.ed. .. .RPAlL .. .Head.el ., 118
Figure 41: Conf.i.g..Eil.e..Dawnl.o.a.d. ... 121
Pagler

p

GXP21XX Administration

Gui de

u

S

n



GRANDSTREAM

CONNECTING THE WORLD

$/ #5- %. 4 0520/ 3%

Thi sumdenrt descri besGXKPR1IB3O/ GXPRILGIOWYI &XP2160f €EAPRAL @68/ GKRZ
phonedme h&@rdbd Welme@®UWI The eidntaaimgdodnt @i s deopdhwmamt ndsa rat or
To | earn t he bas@GXP2180Lt6KPRE400fGXP2160/ pKP2aGE@®dV/ GXP21
http://www. gr andsttad @wmltachaem/IRBX RPEGEXP 2 1/6KXP2 1/6XP2170
/GXP21Bsser Gui deo.

This gui de coopeircss:foll owing t
1T Product Overview
T Configuration Guide
T Upgrading and Provisioning
1T Restbaet ory Default Settings
T Experiencing GXP21xx
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http://www. grandefaebim/ ftiomési Resddrces/ gxp2lxx_web_ gui

1. Scr eemdhoogti N Page

2. Screenssho®ft atsus Page
3. Screessfhot ountgse

4. ScreessfBettPags

5, ScreessMNet wBate

6. ScreenssMaint eRargpee
7. Screess®bobnePaage
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#(0 . % /"

Thi s section document sf r emgnp f @ €rasit ® nasdhnaionaensy a |l s for
GXP2130/ GXP2140/ GXP2160/0&AR2 Invalj/oGX M2eIw3 5f eaitmernd s ugrd amajso
are | isMedohewunpdates for corroeccumemtsedrherdd.ti ng are not

&EOI x AOA p68ArOBQIEd ul Tt

T No major changes

&EOI xAOA 6AOOET T p8m8yYys8tw

T Addealt el in the top panel BhowhPapbomg BEC®t Gsr Ben |

T Addedpmort of SysSiyefgogv@ProiTbsol

T Added disabl er cat tDiwadhlien gChlel Waiting

T Added ability to |l ockLbbk Pphbbuoumeringing volume |

T Added ability to search with c8&sarBcalrsensitive in Web

T Addewdt-aanswer r[Nagi &l eatioh Tone Vol ume

T Addeudpart f-256 AIElS SBRH PCKlelyh] [Lengt

T Addeudpmomtowifsi oning " Tr usTreus tCAd CeA (G éeritciaftiecsd't ds

T Added abil iBryo atdosaolifits pleay er st gBrucsa dosno fitd lJa Islc r&Geemt er

T Added GDS suppdgbxtt elrnntaellg rSaetrivoinc e

1 Added OpenVPN® username/password authentication and OpenVPN® Cipher option on web
[OpenVPN® Cipher Method][OpenVPN® Username][OpenVPN® Password]

&EOI xAOA 6AOOEIT p8m8yYsTX

T Added Ability to customize thESHoMmat nomameatbim the XSI

&EOI xAOA 6AOOEIT p8m8yYysrty

T Added Option to Show/ Hi d&hVRKsKiased | on call screen |

T Added Option to disable and enabl e t he Emocatbilfei chitsisoend |
Cal |l Noiification

T Added Option to Sync Ext ensSymBacBighbwitdLCBljlac k| i ght wi t h 1

1 All owedtificate upl[@pedVPRN®Settinggien VPN

T Added Support of PAIl updRAWlp datr€ &Cfad B aPrak fV PVKP/KMRVKP K |

T Added support for Pr édiedtiicuae vizi d)liiand ne &tewart aur [e

T Attended TransfAtrtdmpedviememsf dr Mode

T Removed G729 codec restriction

T Updated NTP default ™WNaPu&dtweetpool .ntp.org" [

T Added customizable OPUS Payl dad Type |

1T Added DNDIBargeaal CalDND a@dg rPraigd en g |

T Added user optitomomniocenBHS$ eh eEAHISheH e ad snegtt]oRiend Tone

PagledoO
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T Hided Caller I D info on IHinde R#anotae dStBAtFu Pr esent ati or

T Enabl ed RTCRRRr kRfTi&&oSt alndar ds

T Added fALIinko command fti a tkd isCsofm neayn d

T Added support TLS negotl.al iaomd ovleS TVLISS2Nwfbodrt TIal$F W[ n

T Added support to send SIP | &gndi Sf®utLognabling debug

T Added MAC address display iUms et HVPACh Hededrerof SI P Regi st

T Added ability to r&8moweTdtgdgefof sbéykey |

T Added abirleimowet SI P hraowrSlom HErCrfDorf Response

T Added ability to send | nsSeanndt |Messtsaahgte sMefsrsoang eweb GUI |

1T Added feat ur es ohthraagb Iseu popptrito nHofl dr (RE @2 04 D) and RFC3?2
[RFC2543] Hol d

T Added the Web GUI def ault password warni ndebmsdldsage
Default Password]Warning Message

T Added the ability to mana @galHiSay | Hi story from Web GUI

f Enhancteedr cioonm optieowrc® m] Setti ngs

T Addedstomi zabl e Safsttloarny Slod ylkwety [Layout

T Added ability to take Screemshotss from the phone [

T Added Affinity ABSbBwbtgd support |

T Adda&df isuiptpyat t iSfuiptppo r t

1T Enhhanced MORE s oMok ey Ssoeltekcetyi]dn spl ay Mode

T Added contact pictur-lerdfiac omeandteaculglPi LItRIr@alSlupport

T Added LI NE key mode support Kegobdlpdeted with | egacy mc

T Added Live Di &hBatdeFéeatter ®i pl Pad

T Added specific mod&dnfciondri gtuirar] i Pinl € iDewnl!l oad

T Added Automati c EReadbilael ARIU modnaitdmnc [Redi al

T Added PreferredPheffeulrted Addd warutl t[ Account

T Added GXP2200EXTA¢CDvei heokiti ght Ti meout

T Split Firimywatdede€ omMdt hod/ Us e r Upgrate anB Rravisionmg] d |

&EOI x AOA p68ATOOKES o X

T Added options to enabl e [CusthinSIRMBeadersicust om SI P header [

T Addedppfoart conf i gur i n[gocaRRTPPagtort r ange

T Addedmpof br keys a$Ussee ndli &ly

T Added sofopafigurabl e pdTTP/fHTTRAP&SBTUP WelgHTBBRY Web
Pol t

T Added | angeagechnpangupge]r t

T Added single buttofCadadl IPipcadrukpi GRgedresguiep por t

T Addeptieet t he DDMMFdealedyyy]

T Added option to enablWe&hdiAscachelses HVIoTdPe access |

T Added silent AtogRiofigenjepti on |

T Addedti on tredtorcikctort o only <call/receive functionald]

configure anythifConffigmrahome i de Keypad Menu
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Addadit o t yhiamgteant message display duration

Added ability to change scre&nsaeeasapectiGeesevi BaHMTF
Added support for DHCP option 132 &EnabBePHEPWhANEI ed t hr c
Added abiskKPKytbotri gge Proggammable Kegsl ence |

Added ability to display mobile and home number when
Addadi l ity to set call f[eeatwenQodesilng from the web GUI
Addead¢i | ity t o dsiosuanbdl en/oetniafbilceata on f or [Emadh er iBhdi g crha
Souhd

Added o pltlaow the user to modify the [Bleewdth gur ati on Bl u
Added option to enabl e/ Disabll & wWdi/ dsSea iglo wiermrd il d agthito rf | [
Added r andom Delaydéegsttation]t i on |

Added return code whenRetanlUlni €odej WheadRef[[R®ONDgYH | nco
Code When Ehnabl e DND

Added option to enable Pl afktHSo Hieasd sEHP Rihm@gdJener i ngt c
Changed OPUS sampling rate to 48000 Hz.

Addeaedi l ity to change screfansaegrsapvercisersenvi RatHT TP

&EOI x AOA p6s8ArOsOEd Ui p

T Added support f or |[Opgrade Fifmwarehwar e upgr ade

T Added a web opti owhaetthe redi supsleay cihmtseer net down warning

T Add®PUS codecVsupeol€Code¢c

T Added supportvattlawmeadmepstt rR ng format f oP-VaVRK rmode VPKn
Mo die®string] For mat

T Added-RBi aling search to i nc[Broadseft]Br oadsoft directories

&EOI xAOA 6ABQbBIT p8ms8

T Addedpport for Broadsof t{SextSIli nagust hPeangtei cDaetfiionni ttiyopnes

T Added s tppmfritgure Broadsoft XSI SIPiawgthdor{Sedatinogts met
Page Deflinitions

T Addesdpport to stop ScreenSavernwbeRayYyPKDebiactiwves

1T Adedoption to disable AulPYd deadk at s[@etviSiemys cRade obef i nit

T Added supports for [Seddndagrsy PAGR Derfverri ti ons

T Adeéd he ybtidigpeci fy Eventlist BLF |istening transport
on the incoming notify for the Eventlist through dif
[Eventlist BLF Listelning Transport Protocol

T Addesdipptoptay sound notification when ofSeetadri nmgesr e amgen
Definlitions

T Added supoputate conf i gur dheltet ilhsgesr Phagdeen tDeffiienlidt i ons

1T Adeld supporemove audi o codec ({[Axfcoorummatsi oPra gpen Dcea liln i stc roe

T Added suBbBrtabf pick wmp owWitcticloonuBnatrsg ePagle Definitions

T Added option to contr ¢9e tSpienagkse rPpahdoen eD eRFX ngiatiino n s
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1T Added support to doinspld@Dy SdrasheunEt det aé not connect ec
register or configured

T Added DNBa-&R&r Mode op[AtocausugpBagle Definitions

T Added separate subscr epthoa dAecacponutnet so pPtaigden sDeffoirni t i ons

T Added support for diexd+tau|l t* xDHAadlc 6P matnx {P dxgte |Def i ni ti ons

&EOI xAOA 6ABGQEBIT p8mn3

f Added ppfooNto Touch Provisioning to prompt for user name
downlfooard Br oad.ghod tTosuecrhv ePrf ovi si oni ng

T Changed the default provisioning protocol to HTTPS.
UAMai nt ehAdmgreade and [Mao wit eiRamgizedi nli ti ons

1 Adedsupport for outWatmdumat iNfoit ¢ &]t cam i on Support

T Adeldsuppofor Vi-Rurupads eNUKetyis aHurMudstd Keys

T Added suppowt programmabl e kUel{Ps ogtratmmashd @t aeeltys On Web
GUI

1T Adedptidoto Provision on swelSewtritngyg Pagdgetbefinitions

Adeldaddi ti onal ability to customi ze. [WdHCPt empatniceen Pfaare

DefinlJitions

Adelcsupport for Ii[ABcCowamtds GF2@e Definitions

Adeldopti od828orate, i LBC frame[AcstieaentandPpgl¢! Dafdi niytpieor

Adeldopti on to enabl e an.dAcdciosuanbtlse Psaegdes i Doenf itniinmeirons

Adeldoption to ring spEGekei nger Pagle! Dedi nhimngons

Adeldcconf i gurabl e .[Batkli ngbht Pagdgmebefinitions

Adelcc ol or background .{8altltpg aasmer Psadlee dDteifami ti ons

Added BLF LED Pattern EWIfJSeatntaitnigosn Praodrem Doenf iwneibt i ons

Di sabl e secrr enchne ns aWwP.HS el tst iancggsi vReRade Definitions

Added fully bl ackcs @gmo rbtr i fgichrtedtéhaesy i(idd lee b ) [Sehttnegs t o

Page Deflinitions

=

=A =4 =4 4 -4 -4 -4 -4 4

T AdedBl i nd and At t2onfdtaddetyd. [BhnisnfderTr ansfer anfofAtifkeynwded T
1 Adedabi lity to display SIDP siS$ala&6EagecxifT€EPnh L CD

&EOI xAOA 6AHBGEIT p8ms8

T This is thefoni GEB2 version

T Addesdpptodatconfigurshovwhebdb&gr bandfSent VRPs Padge Definit
T Addedpptoshotwongbel oseVPKngs Pagdge Definitions

T Added pptoa tiSioddsk eyn maiSretpaogegs Padge Definitions

GEOI xAOETdh@B 38

T Added VPK supportpfovi ®ivemt|listthete are more BLFs i
keys, extra BpbFesvwisilbned [8et EXMTgboRadge Definitions
T Added ANonedo fBedd ifngrs WRKe Definitions

Paglel3
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T Added 12 linesacau@pmrtrd) (with 6

&EOI xAOA 6MBQETT p8ns

T This is thefoni GKBR2lversion

&EOI xAOA 6AOBGETT p8m8us

T Updated | o@gUOl for web

&EOI xAOA 6AOOETT p8m8u8pyY

T Added more features descriiMptniidrmng efdorCatlhe PMPIKs amad e al
[Settings Padge Definitions

T Added BLF L ETDetPtaitntgesr nffsor LEBe€Conhgsel Paget Demhinfjtions

T Added fAF&af ua&kewloanati on for f Aztcwouetco Pagles etfiiontiforn

&EOI xAOA 6AOOET 1T p8m8uU8pY

1T Addegti on to factory tasetughh&l[Rho@a@h&EYr PagleyDef i nit |

1T Addedtiondi sabllirre mun t SepB,eothnd ys 1 m | i ne[Acrcomulttsi Plag em
Definl]itions

T Added optiadh ow balrgfiffor.g olunt GalPlagle Definitions

T Added optidomsmabl e recaV¥eioyc onntbd i hagld r@2aenf i ni ti ons

T Adde optdooml ay a ewhmeinndyeoru thoanve [Accaunt s nPagée dDef i ni t i

1T Addéeat ure Codes PGomtf i WBIBItact isounpport call features usi |
[Accounts Pagle Definitions

T Add&®d€C Port VAPABNC TRgrt ProptiobogpsVabuassignkethmei ¥LIANyt
val ue of tMet PCr poRPdaggdg Definitions

T Added option to disabl e MdiPntNOTd FcYe ARddhe nbDé fciamii toinon ¢

T Added option t o configure theildeesvi aat amatdawhll gadfr
[Mai ntenance Pgdgge Definitions

T Added option to set [EhetdaeafjauPadeabDEfl ogtteppes.

T Added option to enabl[®etLtoicrads CRd d e RRefoirrdiitnigans

T Added option to downl.§dSaedt tlioncgasl Fcaadlel Dreefcionridtiinognss

T Added iom to configure the color and pafSeetnngs Phegel
Definlitions

T Added function to alloowlLd orf keyr atoi @m owfi dPeRIWII nfgsr o
Page Deflinitions

T Added function to allow configubatiiomgefP&dél| Debignif DI

T Added MPK mode Monitored CdSdt tPiamgs fRad e theefri reixttiemmnss c

T Added function to allow user to upload certificate f

[Mai nt enanlzef iPgigtei ons

Pagle4
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&EOI xAOA 6AOOEIT T p8m818co

T Added supportte tsot adtiussp | cafy fNékfa ccho mrcemtuindn on t he phone

T Added option tBveanuttloi sptrtoBvlLi Fssinoint o r Adc ceoxutnetnss iPoangde. Def i ni

T Added crypto life timecopniten Phgle BPRTPnNncallons

T Added option to set th¢SeNTtH nugpsd aPtaed ei nDteefrivnailt itoinnse .

T Changed uhete dafae of LayeifNed wpoaX fPoarg §SIDRe ftioni226.o0ns

T Added option to set tMet viaryke rP a&B3g Qolse ffiomri tRiTn s

T Added BofotadPShonebook option i n PPhhoonneebbooookk KReayglef ubnecftii noint

9T Added LDAP Protocol opti orPhtoon esbuopopko rR a gleD AlPe foivreirt iToLnSs.

T GXP2130vhodossipport Bluetooth functi ol u&aKPRUIBOV2 s uj

&EOI xAOA 6AOOCEITT p8mM818p¢

T Added support to confi guGW¥Il Jehtptniendgss MPaKj ef rpenf ipnhiotnieo n s

&EOI xAOA 6AOOEIT p8m8t18pu

T Addept ioon to configure to al wayxklfAipgseunhe Paglei Def oni B

T Addept ion to send SUBSCRI BErtverBrtoad®dt ai fAcCcaduntPsar k
Page Deflinitions

T Added option to send credential s[Maéfhorra amkaéefnidPrdigteiad h € n

T Addeeder name and password options for HTTP/ HTTPS ser
downl o.aPdfionrnge book Pagle Definitions

T Addedti on to enable/disable the dial plan check whi
phonebook dS$é¢tetcitrogd eBRadge Definitions

T Added option tobhenbbbkg/tdoeabheard in the handset when
[Settings Padge Definitions

T Add&XdML Applicat[Setnt isuppoPadge Definitions

1T Added DirectrtPo€@aMPKs appgDePthtoinregpsookadgeg Def i nitions

T Addadi |l ity to dial the digits .fSafsttteirn gwsh ePa dues i Dhegf i MPiKt i:

T Added support to play short reminderntheogps Whadr Derdfior

&EOI xAOA 6AOOEIT p8m8t8pm

T Addepltioon to show account name only afnadr n®@XP21h30 /U140
[Accounts Pagle Definitions

T Added option for adding AuthAc Hewantes Bagle nDefiiani tRIEGH S 1

T Added Bofltaed®B8Dr kecfent.¢¥eetsti ngs Padge Definitions

T Added UNeboption for downl oaMaingt ¢ ma gueaf glRdgigtdlo nfsi | e. [

T Added Web Ul option for Mauhoehan@efairdigtdioovnd oad. |

T Added Mul ticwuppo&ptagi mgs Pade Definitions

T Added packet ¢ Mati nt e nampe iPrgigtei ons

T Added phonebobokngnPlpynemoof Pagle Definitions

a GXP21XX Administration Guide
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&EOI xAOA 6AOOET 1T p8m8o8w

T Added PhonePower. Asgpceocui natls fPReaagtleu reef i ni t i ons

T Added Borfotad SM&P.[Hheoanteutbroecsk Pagle Definitions

1T Addle ScreempddawarslLCD Purde®rAppear.fCond i gwirilkbe y gad

T Added Web Ul option to select .dCefpfnafuilgtwridsamad mode f or
T Added Second di. &SBkttomgssPpger Definitions

T Added I nput <char ac.tGfrn fsiegl veridseiyggrandwi nd o w

T Added BLF s etrfAcecro usnutpsp oRragle Definitions

&EOI xAOA 6AOOET T p8m8¢c8w

T Ad8&8Il uet ootfhr ehea nflldsdueetf o 0ot h

T Added Configuration f il eMaipn toeanda rduey pPdidgtei winas Web Ul . [
T Add Screen s.aSvgetrt isnigpspoPratde Definiti ons

T Add Wall pap@al bplppert

T Adtdhe s upSpTArRt kefy keypadldlind ke nfamB el iPeigtei on s

T Add the support of Conf [Mapumdteinamkef PHieEeypad Menu.

T Addeypad shortcut to rehmut adfdd Upmngoaidwiilaamydm &Pd oMd rsu o n

&EOI xAOA 6AOOCEIT 1T p8m8p8pw

T Added GXP2130

&EOI xAOBAOEI T p8m8p8e

T Added Local grotp phdnBboakSin [Maome¢lkoakZefuiPrgigteitons
T Added | nstgeefCtonthd sgavai kae y @ and

T Added BofsthdSed call app/hacauncessiBapplerbefinitions

1T Added BorfotadcSarl | s wppnactced unt s Pagle Definitions

1T Added BvemtLlIFi update sopfpocoufips BagladBefinitions

&EOI xAOA 6AOOEIT T p8m8m8pyx

T This is thefoni GKRR21l14efr6&XKBR160
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7%, #/1 - %

Thank you for purchasing Grandstream GXP2130/GXP2140/GXP2160/GXP2170/GXP2135 Enterprise IP
Phone. GXP2130/GXP2140/GXP2160/GXP2170/GXP2135 is a state-of-the-art enterprise grade IP phone.
GXP2170 features 12 dual-color line keys (can be digitally programmed as up to 48 provisionable BLF/fast-
dial keys). GXP2135 features 8 dual-color line keys (can be programmed as up to 32 provisionable
BLF/fast-dial keys). GXP2140/GXP2160/GXP2170 features 4.3 inch TFT Color LCD, 5 programmable
context-sensitive Softkeys, dual Gigabit network ports, integrated PoE and Bluetooth, 5-way conference,
and Electronic Hook Switch (EHS). GXP2135 supports 2.8 inch TFT Color LCD, 4 programmable context-
sensitive Softkeys, 5-way voice conference and EHS with Plantronics headsets. GXP2130 supports 2.8
inch TFT Color LCD, 4 programmable context-sensitive Softkeys, 4-way voice conference and EHS with
Plantronics headsets. Also, this series can support up to 3 lines for GXP2130, 4 lines for GXP2140, 6 lines
for GXP2160, 12 lines for GXP2170, and 8 lines for GXP2135. The GXP2130 / GXP2140 / GXP2160 /
GXP2170/GXP2135 delivers superior HD audio quality, rich and leading edge telephony features,
personalized information and customizable application service, automated provisioning for easy
deployment, advanced security protection for privacy, and broad interoperability with most 3rd party SIP
devices and leading SIP/NGN/IMS platforms.

The GXP2130/GXP2160/GXP2170/GXP2135 supports presence and Busy Lamp Field (BLF) in the Multi-
Purpose Keys as well. The GXP2140/GXP2170 is expandable with one to 4 expansion modules. The
GXP2130/GXP2140/GXP2160/GXP2170/GXP2135 is the perfect choice for enterprise users looking for a
high quality, feature rich multi-line executive IP phone with advanced functionalities and performance.
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02/ $5#4 | 6 %26 ) %7

SAAOOOA E(CEDD
The following tabfesatou®GXPaikh xt he maj or

Tabl:6XP2130/ GXP2140/ GXP2160F&XP 2itné@b/ aGXcPe2 1 3 5

3l i nes

2.i8n ¢3h2 O x PTAFOT ol or L CD
dpr ogr a mdnafbtelee y

Bl uet ooGXKP223Dv)2 onl
8progr ammairlue pMeses i
4-way conference

G X P130

41 i nes

4.3 (H&80xPKF®YIl or LCD
5pr ogr amdafbtslee y
Bluetooth V2.1

5way conference

G X P1210

Expansion board

6l i nes

4.3 (HA&0OXPKF®9l or LCD
5pr ogr a mdmafbtslee y
Bluetooth V2.1
5wagonf erence
24%rogr ammadilue pMdesies K

G X P1B0

12 daamllor | ine keys
progr ammed as up tec
BLF/Hdaat keys

GXR 170 - 4.3 (HA20xPF®ROIl or LCD
5pr ogr a m$nafbtelee y
Bluetooth V2.1
bway conference

Expansion board

Pagle8
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8 dwaalor I|line keys 1

progr ammed as up t c

BLF/daat keys
GXP2135 - 2.8 (3320 xPBR®Ol or LCD

4pr ogr a mnafbtslee y

Bluetooth V2.1

5way conference

Tab2.&XP2130/ GXP2140/ GXP2160/ GXP2170/ GXP2135 Comparison G

GXP2130 GXP2140 GXP2160 GXP2170 GXP2135

LCD Displ 320x24C¢C 480 x 2 480 x 2 480 x 2 320x24C¢C
LCD Backl Ye s Ye s Ye s Ye s Ye s
Number of 3 4 6 12 8

Progr amma

8 N/ A 24 48 32
Hard Keys
Progr amma

4 5 5 5 4
Softskey
Extensi on Yes, up t Ye s, up t

N/ A N/ A N/ A
Modul e Boar ds Boar ds

'80¢cpomnT' 80¢cptmF' 80¢ p @ rs ASAOEC pEXATAN ' 830PCAPAGELWEE A /

The foll owingaltlabt eertescamei cal specifications includini

voi ce doedegpthoatyurlesnguages mnodi spgniade/ R 21 xigssdroired he
TabB8&XP21MBeOc hni cal Speci fications

SI'P RFC3261, TCP/I|PRUCHKR, HRTPP/RATPPS,

RS NRM-WNM DNS (A record, SRVPPNESHRJTFTBHEP, STUN

LLDP, LDR®&®9, TRO2. 1x, TLS, SRTP, | Pv6

Dual switckradi magt AOMBPE/ GO@&A DI t Et h
Net wor k | nt |

integrated POE
CIa-NONENONIEY 2. 8 inch (320x240) TFT color LCD
BT - 8l ue(6xPR182v2 only, GXP2130v1

Pagld?9
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3 Iline keys with up todi 83l /SBIPF aextoamd-i
col or LED, 4 cpornotgsrgahnsnitaiobiflved e 6 navi gat i
SCH-BAINGC NGB 11 dedicated function keys for: MES S
TRANSFER, CONFEBENEEADSET, , MUSEND/ R

SPEAKERPHONEME VY ONMMIE

_ Support forG7@3GA9@MEBLwW, G. 726, -b@GndilB
Voice Codec ) ) .
OPU&nd-band a+wd aonmdt DTMF (in audi o, RF
Auxiliary RJ9 head6¢6et |l pwchg EHS with Plantroni
Hol d, trans4way d¢omfvaraence, cp,l | s hoaart
appearancéer ( 8lgipaglepear ance (BLA), dow
( XML, LDAP, up to 2006aliltemsey, (apl N
Tel ephony F ) . . i
customi zat i ophooofk sacurteoe nd,i aolf,ft @utad , am$

pl an, hot desking, personali zed mus

redundancypyvend fail

Weather, @MIr reewxiyl,abl e for advanced c
Hﬁlﬂ!ﬁl"‘l‘Yes, both on handset and speakerphon
EEEE.EHHHEIYes, all ow 2 angle positions

EHE'......lLa er 2 (808.1Q, 802.1p) and Layer 3

y
User addini strator | evel passevonsg d
Security aut hentication, AES based secure con
access control

Engl AshAbi €hi nese, Croati an, Czech, [
(IR -SRIl Hunga,ilatnal i an, Japanese, Kor ean, Po
Spani sh, Tur ki sh

Firmware upgrade via TFTP/ HTTP/ HTTMS
encryptednXMbguration file

SNCR'A-H AN CE:Y Uni ver sal power |andpaupt:-2: 198 @ Onuct | puudt eDAC: @. 182 V
SRR AR | nt egr at-eddERhweamet (802. 3af)

Di mensli93mm (W) x 211mm)(L) x 84.5 mn
Physi cal Uni t woe.i7g8hktg

Packageé glht3:k g

Upgrade/ Pro

Temperatur e . .

) i 32104/ "6, -20% (-oomdenpsing

Humi di ty

GXP2130 phone, handset with cord, bat

cabl e, Quick Start Guide

FCC Partil5 Class BENENGBRQ?2 ENGRDIIBNS5
ENG6 09150 AS/ NZ2S ClI SPR22 Cl ass B

Package Con

Compl i ance

Pagl20
GXP21XX Administration Guide



http://tw.rd.yahoo.com/_ylt=A3eg.80_Lf9QECwAKazhbB4J/SIG=12on4vg1k/EXP=1358929343/**http%3a/tw.dictionary.yahoo.com/dictionary%3fp=Arabic%26docid=1005599
http://tw.rd.yahoo.com/_ylt=A3eg.89VLv9Q1RkAWQ7hbB4J/SIG=12b6bsfrv/EXP=1358929621/**http%3a/tw.dictionary.yahoo.com/dictionary%3fp=Hungarian

GRANDSTREAM

CONNECTING THE WORLD

Tab#:6XP2AATechni cal Speci fications

SIP RFC3261, TCP/I|PRUCHKR, HRITPP/RATPPS,
SASCRECNANEEWE] DNS (A record, SRV,PANB®BEH.RTJTFTBHCWTP, S

LLDP, LDR®®9, TRO2. 1x, TLS, SRTP, | Pv6

Dual switcskeedi mgt 40/ 100/ 1000 Mb p s C
Net work | nt|s

integrated POE

CIE-N NN 4. 3 (A&8W0XxPF®Yl or LCD

4 line keys with wup to 4 <loPnt ascetnasui
Sof tskeys navigation/ menu keysf oMHAS SiAC
(with LED indicator), PHONEBOOK, Tl
HEADSET, , MGEREDI AL, SPEAKBDRRHENE, V-Ol

. Support for GOrI2®OW/ BG. 7@ 67,1-M@n 1 LB C(( wie!
Voi ce Codec _ . .
and-band awd amudt DTMF (in audi o, RFC28
RJ9 headset jack (all owieagdsEHS )wi ths
modul e port

Feature Key

Auxiliary

Hol d, transf-way ¢ omfvanmreanc e, cal |l € a-i
appearance ($Capphperar dge e ( BLA) , dow
( XML, LDAP, up to 200011l témg) ., (upalth
customi zat i opnhooofk sacurteoe nd,i aolf,ft @utad , arh$
pl an, hot desking, personalized mus
redundancyvaend fail

SERUENCERV NN We at her, cuUr ravrad ,abGM f or advanced c
Yes, both on handset and speaker phon:

Yes, can power up to 4 GXP2200EXT moc
Extensi on Myess 2 0d iqauli /c&KL F  k e ycso | whri chhE¥d waklt i on Kk
than 1.2W power consumption per uni-t

Base Stand Yes, allow 2 angle positions
R .- - 2 (808.1Q, 802.1p) and Layer 3

User and admini strator | evel-sespsas D\
Security aut hentication, AES based secure con
access control

Engl Asapi €Ehi nese, Croati an, Czech, L
ATEBIS-WNcNIR-Nol-l Hu nga,rilatmal i an, Japanese, Kor ean, Po

Tel ephony F

Spani sh, Tur ki sh

Firmware upgrade via TFTP/ HTTP/ HTTPS
Upgrade/ Pro . . .

encrypted XML configuration file
SNORTA- N AN CEY Uni ver sal power |andpaup:R: 4198 G n O U u p eDdG 1 . 1A
SN ECE NS IR | nt egr at-edé&ERPdhweamet (802. 3af)
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Physi cal

Temperatur e
Humi di ty

Packa&pet ent

Compl i ance

Protocol s/ S

Net wor k | nt

Graphic Dis
Bl uet oot h

Feature Key

Voi ce Codec

Auxiliary P

Tel ephony F

Sample Appl
HD audi o

Base Stand
Wal | Mount a

Security

GRANDSTREAM

CONNECTING THE WORLD

Max power co6Y mpt hount GXP220wWiIEtXhr ) 4
GXP2200EXTs)

Di mension: 222mm (W) x 210mm (L) x 9
weight: 1.55kg

32104/ "@368,10© 0% (-oomdensi ng)

GXP2140 phone, handset with cord, bact
cabl e, Quick Start Guide
FCC Partil5 Class B, ENBBRQ2ZENGRDIOIDBNS5
EN609150 AS/ NZzS CIlI SPR22 Cl ass B
Tabb:&XP&BATechni cal Specifications
SI'P RFC3261, TCP/I| PRUOKR WHRTPP/RATPPS,
DNS (A record, SRV, NBBHRJFTBHCWTPPPP
LLDP, LDRAGRP9, TRO2. 1x, PVI6S, SRTP,
Dual switckekadi mggt 40/ 100/ 1000 Mb p s C
integrated POE
4.3 inch (480x272) TFT color LCD
Yes, Bluetooth V2.1
6 line keys with up tod6@l3BRFaexdwEem
du=zlol or LED, 5 cpor not ger ratmsm&tdifl veds e Y5 navi g
keys, 11 dedicat gddo MESBSAGIEO n( wk é Wws LI
PHONEBOOK, TRANSFER, CONF HERWMGE, T, H
SEND/ REDI AL, SPENBERWVMHONEYOL UME
SupporG. 72®rA/ BQ/-la@.w7 11G. 726, -b@nHALB C(( wie
and-band aswd amudt DTMF (in audi o, RFC28
RJ9 headset jack (all owing EHS with
Hol d, transf-way ¢ omfvamranc e, cal l £ a-i
appearance ($CAapphperar dge e ( BLA) , dow
( XML, LDAP, up to 2000 items), cal |l
cust om zoaft isoxccheek, aofé6 dial ,-tautad,anhs
pl ahhgt Deskpemrgsonal i zed music ringto
redundancypyvend fail
Weat her, currency, GMI avail almlne dfeare
Yes, both on handset and speakerphon:
Yes, allow 2 angle positions
Yes
Layer 2 (808.1Q, 802.1p) and Layer 3
User and administrat oi&MDseeed phpasesdvoau
AES based secure configuration file,

Pagle2?2
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Engl Asapi €Ehi nese, Croati an, Czech, [
TR E - N NI W=l Hunga,rilamal i an, Japanese, Kor ean, Po
Spani sh, Tur ki sh

Firmware upgrade via TFTP/ HTTP/ HTTPS
encrypted XML configuration file

Uni ver sal power |andpaup:R: 4160M0j n©ObU ude :A + 1.
I ntegrat-edé&ERPdhweamet (802. 3af)

Max power con@8Wmpti on

Di mensa2z2mm: (W) x 210mm (L) x 93mm (H)
Unit weight: O0.98kag; Package weight:

Upgrade/ Pro

Power & Gr e
Enermgfyf i ci e

Physi cal

Temperatur e ) .

. 32104/ "@68, -20% (-oomdensing)

Humi di ty

GXP2160 phone, handset with cord, bact

cabl e, Quick Start Guide

FCC Partl1l5 Cl ass B, ENSRBBRENG 1M@B20s s BN 5
EN6 09150 AS/ NZS ClI SPR22 Class B

Package Con

Compl i ance

Tab6:&XPZATechni cal Specifications

SIP RFC3261, TCP/ | PRUGCKR ®RTPP/RATPPS,
RSN DNS (A record, SRV, N3SHR)T,P,DHNAR, FFBHAR
LLDP, LDRAGRP9, TRO2 . 1x, TLS, SRTP, | Pv 6
Dual switskedi mggt 40/ 100/ 1000 Mb p s C
integrated POE

CIar-NO NN 4. 3 (A&8WmxPRPF®9l or LCD

Bl uetooth Ye s, Bluetooth V2.1

12 ine keys6®i Phawpoumt8s provi si-oinalb,| k
progr ammmarbtlseg h s iSbif s eyp navi gati on/ me
- RN A-EN OB f uncti on keys for: MESSAGE (with LED
CONFERENKCE&,D, HEADSET, MUTE, SEND/ REI
VOLUME+, V-OLUME

) Support for GO/MRaOwWA/ B5. 7@.67,1bl&én dbdA n{dwiae
Voi ce Codec ) _
ofband DTMF (in audio, RFC2833, SIP I
. . RJ9 headset jack Palalnawiomg cEH® ewdsthk
Auxiliary P
modul e port

Hol d, transf-way ¢ omfwaranc e, cal l € a1
appearance ($Cappherrardgee ( BLA), dow
( XML, LDAP, up to wadooedOngtemsa) | tapl
customi zat i onrhooofk sacurteoe nd,i aolf,ft @lutad , arh$

Net wor k I nt

Tel ephony F

pl ahhgt Deskpergsonal i zed music ringto

redundancypyvend fail
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Sample Appl

HD audi o
Extensi on
Base S/t awal
Mount abl e

QoS

Security

Mul-ltdnguage

Upgrade/ Pro

Power & Gr e
Energy Effi

Physi cal
Temperatur e
Humi di ty

Package Con

Compl i ance

Protocol s/ S

Net wor k I nt

Graphic Dis

Bl uet oot h

Feature Key

GRANDSTREAM

CONNECTING THE WORLD
Weat her , aewsSMicyavail abl e for adval
devel opment
Yes, both on handset and speakerphon:

Yes, can power up to 4 GXP2200EXT moc
LCD, 2 0diqauli /cKL F Kdeaiyxdo | whri cLhE D, 2 navig
than 1. 2W power consumption per uni-t

Yes, allow 2 angle positions

Layer 2 (808.1Q, 802.1p) and Layer 3

User and admi ni strat orMDb evarn-d e pMBSh
aut henticati on, AES based secure con
access control

Engl Asapi €Ehi nese, Croati an, Czech, L
Hunga,yilatmal i an, Japanese, Kor ean, Po
Spani sh, Tur ki sh

Firmware upgrade via TFTP/ HTTP/ HTTEPS
encrypted XML configuration file

Uni ver sal power |andpaup:2: 416000j th e U tu:d e §1A2 V,
I ntegrat-edé&ERdhwemet (802. 3af)

Max powconsumpfaWnhout GCGXP22IWEXT) 4or
GXP2200EXTs)

Di mens23mnm :( WO6m 4 Uom ( H) .

Unit weight: O0.98kg; Package weight:

0 ~ 40UC UFR32106 - 0%00% d(emnosni n g)

GXPZIphone, handset with cord, base s
cabl e, Quick Start Guide

FCC Part 15 (CFR 47) Class B; E N 5320,
E N6 1 03830, EN -609ENGAE7BZS Cl| SPR B2 @l
Cl SPR 24, ROHS; UL 60950 (power adap!

Tab7:&6XP3Blechnical Specifications

SI P RFC3261, TCP/ | PRUCKR, ®RTPP/RATPPS,
DNS (A record, SRV, N3SBHR)TP,DHAR, FEFR
LLDP, LDRAGP9, TRO2. 1x, TLS, SRTP, | Pv6

Dual switskeedi magt 40/ 100/ 1000 Mb p s C
integrated POE

2.i8n¢3hD R 4)r FT ol or LCD
Yes, Bluetooth V2.1
8l ine keys4®i Phao@aldt2zot svi si onabllieal B4k

L
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GRANDSTREAM

CONNECTING THE WORLD

progr ammarbtleeg h siSobif s eyp navi gati on/ me
function keys for: MESSAGE (with LED
CONFERENKCE&,D, HEADSET, MUTE, SEND/ REI
VOLUME+, V-OLUME
) Support for GO/ARa9m/ B5. 7@.67,1bl&nddp A n{dwiae
Voi ce Codec ] )
ofband DTMF (in audio, RFC2833, SIP I

RJ9 headset | ack Rladntorwa migc sE H'Se amd s eht s

Hol d, transf-way ¢ omfvareanc e, cal l £ a-
appearance ($CAapherardgee ( BLA), dow
( XML, LDAP, up to 2000 iitems), reabk
customi zat i onrhooofk sacurteoe nd,i aolf,ft @lutad , ah$
pl ahhgt Deskpergsonal i zed music ringto

Tel ephony F

redundancypyvend fail

Weat her, meawg ency,

Sample Appl ) . .
GMI av diolrabaldev anced custom applicatio

HD awudi o Ye s, both on handset and speaker phoni
Base S/t awal

, allow 2 angle positions
Mount abl e
Qo S er 2 (808.1Q, 802.1p) and Layer 3
r and admi npatsabords ,|l e MOIBseasnd b
Security hentication, AES based secure con
ess control
| Ashbi €Ehi nese, Croati an, Czech, L
Mul-ltanguage ga, ilatmal i an, Japanese, Kor ean, Po

ni sh, Tur ki sh

mwa upgrade via TFTP/HTTP/ HTTP®,69n
rypted XML configuration file

i ver sal power |andpaup-2: 41000 n@U tupdux 0. 5 A2
egrat-edeERhwemet (802. 3af)

pcwars umBW i on

i mens23mm ( WO6xn A 4me | H

Physi cal it weight: 0.98kg

ckage weight: 1.55kg

Upgrade/ Pro

Power & Gr e
Energy Effi

Temperature . . .
) i 0 ~ 40UC UR3210 4 0%00% d(ennosni n g )
Humi di ty

GXP3®B hone, handset with cord, base s

cable, Quick Start Guide

FCC Part 15 (CFR 47) Class B; E N 5320,
Compliance E N6 1 03630, EN -609ENG2AS7B8ZS ClI SPR 22 CI
Cl SPR 28&8; RBobH60950 (power adapter)

Package Con
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CONNECTING THE WORLD

#/ . &)'5214)/. '5)%$%

Th&XP2130/ GXP2140/ GXP2160k@XPDe7ChbGKWR@GLREBYIS Vi a
f LConfi gwWreatui arsi ng the phone's keypad;
T Web GUI embedded on the phone using PC's web browser.

#1 1 £E C COABBPIA A
To configument hesiLiCdd phbdboel swkehppadnstructions bel ow:

1 Enter MENU options. When the phone is in idle, press the round MENU button to enter the
configuration menu.
Navigate in the menu options. Press the arrow keys up/down/left/right to navigate in the menu options.
Enter/Confirm selection. Press the round MENU button o r fi S &dftleey tb @nter the selected
option.
Exit. Pr e s s Sidftkey totexit to the previous menu.
Return to Home page.
In the Main menu, press Home Softkey to return home screen.
Insub menu, p r e s sSoftkeydintilFEritl Sdftkefy Ehanigas éo Home Softkey, then release
the Softkey.

1 The phone automatically exits MENU mode with an incoming call, when the phone is off hook or the
MENU mode if left idle for more than 60 seconds.

1 Whenthe phoneis inidle, pressing the UP-navigationkeycanseep hone 6 s |, P settidg] MACSs s

address and software address.

The MENU options are listed in the following table.

Tab8€onfiguration Menu

Di spLag¢mdl |I: | ogs
Call Histd
Al I  Ouaslwesr/eAd Ca lallBWisBis & Id 8rCaarCs| fs@ar | rlesd
Di splays acoeuwbr g§tatasus, sofanwaHear

f Accowsntat us
f Net wor k .status

Press to enter tMAeC saudbd F Besmsye t t @ n g
(DHCP/ St ati c | P/ PPPoOE), | Pv 4 addr
Gateway and DNS server.

T System I nformation

Press to ent er Htahea waube, Prel wniddbe tr ,
Base Prog version andormaGeogr aphic

Contacts Cont astbs memwe| udes the following opti
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T LocBhonebook

T Local Group

1 LDAP Directory

Cont acts subL orealu Rbso nfeobro gpk , LLDOAACPa IDi G
Br oadkmdnebooks. cOxnd ripguaned dogor kds@DsA P o

her e, downl oad phoneboerkd XsMdlartcon tphheo
directory

Message sub menu include the foll owi
f I nstant Message
Di splays received instant messages,;
Messages
T Voice Mail s
Di spl ays voi cemai l message i nf oex
messages/ all messages (urgent. mess.i
Prefersehcmemel| udes the following opt

1T Do Not Disturhb
Enabl es/ di sabl es DphdNméeé. Di sturb on
T Star Key Lock

Turns on/off keypad | ock featureThi
def aul t keypad | ock password is nu
configuring password, user can unl

and pr &sEbiuntg on.
f Sounds
o0 Ring Tone
Configures different ring tones

o0 Ring Vol ume

Preferenc

Adjusts ring volume by pressing
T Appearance

o Active LCD Brightness

Ad usatces L€P brightness by pressin
o | dLED Brightness

Adudtdd @D bri ghtness by pressing
o Active LCD Ti meout

Adj sitshte mi nute of active backlig
o Screensaver

Enalb/lki ssaSkclreeensaver

0O Screensaver Ti meout
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Configures the minutes of idle
Valid range is 3 to 6.
T Languagd | nput
o Display Language
Selects the | anguage t d shd Chissepl:

select Automatic for | ocal alvaanig!
By default, it is Auto.
o Default I nput Selection

Selects the | WplluTlta pmoB8dhei fftraodye d e f
Mu |- a.p
Mul-Tapser may tap the same key 1
desicrheadr act er
ShiftalAlfe er t hberesmBéngbutt on, ub
the characters that. niastecrhicmgn tsce
char acyt eernt econge $ plebhdamgkeypad.
1T Date Ti me
o Al l ow DHCP Option 42 to override
o Al'l ow DHCP Ompudrorni 2e tToi me Zone s
o Ti me Settings
I't is useddate camditgiume on the pha
f Search Mode

Speci fies the phoneQuiokk dethaxxrab t Maty
def aulQu,i ciktMaitsc h

Phomarb menu includes the following o
T SIP
Configures SIP Proxy, OQut bound Pr ¢
Password, SI'P Transport and Audio

the phone

T Cal l Features
Configures call forward features f
AnswerNoandnswer Ti meout .
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Systemb menu includes the following

T Net wor k

(0]

I P Setting

Selects | P mode (DHCBRBMNSt &tkiP® £l R/c
I D and passworgst; alt®ocrafdidg uersess, Net
DNS Server 1 and DNS Server 2

802. 1X

EnaB/Iki sad8l2.s1X; me€oefi gures 802. 1
password.

Layer 2 QoS

Conf is@wWrreVILQAN dad pri orSietlye cu a VAiuRke
Configdo to reset VLAN configurat

7 Bluetooth (CXRLBY KPP 2140/ GKBXPBQ70/ G

(0]

Bluetooth Status

Di splays the status of Bluetooth
Bl uetooth MAC

Di splays the GXP phonedéds MAC add
Power

Turns on/off the Bluetooth featu
Handsfree Mode

EnabB/lI®k ssHmmlnedsfr ee mode

Bl uet oot h Name

Speci fies GXP phone name whlewmet
devi.ces

Start Scan

Starts to scan ot her Bl uetlofotfho ur
coul d fpaoSres t, k@aynd emdcke tPo npair t
devices.

1T Upgrade

(0]

Fir mwGerever

Configures firmwaret hgpdoner for u
Config Server
Configomés gf sperroweirsi oni ng the phe
Upgrade Vi a

Speciufpiggsadei/ proni ng via TFTP/HTT

St aRrtovi si on
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St aPtovision i mmediately.
T Language Downl oad
0 Auto Language Downl oad
o0 Language Downl oad
1 Factory Functions

o Diagnostic Mode
All LEDs WwWAIllll oRlawggsh twiulpl. di spl ay
bef or e diPargensoss iaongy. tkheey tkoe ydpiaadg n o0&
funcwWwWhem. done® thlenekevwy | bl déns hCd
and put backt o heex ihtanddisaeggnosti ¢ m

o Audi o Loopback

Speak to the phone using speaker/
voi ce, your audio isxd%of ktkamyge Xii
|l oopback mode.

o LCD on/ off
Sel tchti s option to turn off LCD. P
o LCD Diagnostic

Enters t his option and press Lei
Di agnost fEcxdStdPfr tdkosyq u i t

o CertificaitenVerificat
This is used to vaflordatthee cerenvdr &s
f UCM Detect

Detect/ connect UCM seomrwern Md mwmalrlo
the I P and port of the UCM serve
fromavaelUCM & eirmvetrwor k.

f Operations
0o Factory Reset

It i s asetdbe opmone to factory de

Rebsbhe phone.

The folpliewiumg &k ypMENWbL egamnfaiti:on f 1 ow
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MENU
Cal | Hi s
Status

Contact s

Messages

Preferen

Phone

System

Reboot

Local CalllLog

GRANDSTREAM

CONNECTING THE

(4]

Account Status
» Net work Status
Systiemf or mati on
y . Enabl e/ Disab
"l Password
Local Phoneboo )
» Local Group q i mg Tene
LDAP Directory Ring Vol ume
Active LCD B
Il dl e LCD Bri
. Instant Messagc¢ Active LCD Ti meout
"l Voice Mails Screensaver
Screensaver
Do Not Disturb Di splay Lang
Star Key Lock +— Defaul t Il npu
. Sounds
"l Appearance I P Settings
Language and lnput | Preferred DNS Server
Date Ti me DNS Server 1
Search Mode DNS Servers |2
’ 802.1X
.| SIP Layer 2 QoS
"l call Features
Bluetsbathus
» Bluetooth MAC
Power
Net wor k Handsfree Molde
Bl uetooth
d Bl uet oot h Name
g gl aee Start Scan
Language Downl oad
Factory Functi ens
UCM Detect Firmware Ser
Factory Reset N Config Server
Upgrade Vi a
Start Provis
Di a g n dvsotdiec
Audi o Loopbalck
LCD on/ off
LCD Diagnostl|ic
Certificate

Fi gur eKeypad

#1 1 FECOOEXARI I O x OAO

MENU Configuration

TheXP2130/ GXP2140/ GXP2160kKPAWEGB/eGXR2I13I®sponds

GXP21XX Admi

ni

strat
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GET/ POST request s. Embedded HTML pages allow a wuser t

br
To

1.

2.

$AEET EOETT O

owser Gouocghl easChMome |l laam Mk icrofsoX t 6s | E
a c ceVestG W:h
Connect the comput erk tacs ttthe aimerenet wo

Make sureetihe phomerd wsn idarsd | P addr ees sl. P Yalkud rmeasys c hec k

pressing Up arrow button when phone is at idle state
Opean Web browsempaneyour c

Ent eer pthhonaddr ¢ ®sei address bar of the browser.

Enter the administratorés | ogin and password to acce:
t e:
Theompumuesbte connected boet Wwer s amme shtea npdleomniel.y Tcharse by

e
connecting the conhpuubt ear tsowitthceh csmasmet chtee dp hton.e I n abse
hub/ switch (or free ports one tchoemphuutbe/rs wliitpcehc)t,l won tebahseeh
back of the phone;

I f the phone i s prvorekilnyg clomtneercrt edtd ctooshdhaeecg § omé kel
di spl ay ASt aMBiesW wor k. TStiast uasddr ess has the for mat: X X X .
stands for a-2nslomb elrs efrrsonmvid | need hteh iVde bn Uatbl e re xtaompd ®¢G e
the phaoasnel P a8dr 406806,4 pl easkt tepmit /e/MI0BR4 Dh&. address bar
the browser;

There are two default passwords for the | ogin page:
User Leruser OnliSsyt atus and Basi

Admini stratcadmin admi n Browse all pages

The password is case sensitive with maximum | ength of

When ghag any settinagshenm lbwa ypsr'eShkst bhI'gT atrh " Sadwea taomd Apr
on the bottomfoft hehehpage. is saved only but not appl
click on the "APPLY" butt oAf toenr topb mift ttihreg ptalge d la rsgie
GUI pagksot rt he phone &8 halkei fehneeecddbabragtyhe opti ons
"Accountand p'aBronebomobt pazgei ddlosehbhdet opti ons under
page do not require reboot).

z

This section describes the options in the phone's Web GUI. As mentioned, you can log in as an

administrator or an end user.
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1  Status: Displays the Account status, Network status, and System Info of the phone.

1  Account: To configure the SIP account.

1  Settings: To configure call features, ring tone, audio control, LCD display, date and time, Web services,
XML applications, programmable keys etc.

1 Network: To configure network settings.

1 Maintenance: To configure web access, upgrading and provisioning, syslog, language settings, TR-

069, security etc.

1 Phonebook: To manage Phonebook and LDAP.

30A000 0ACA SAEETEOEITO

Tab9:8t atus Page Definitions

St atAussccount Status

Account. index
For GXP2130: up to S|
For GXP2140: up to S|

3 P account s
4 P
For GXP2160:acapouwnt$é$ SIP
6 P
P

account s
Account

For GXP2170: up to S|
For GXP2135: wup to 4 S|

SIP User | D Displays the conffiogurnédcck. QUck oUndr |

Di splays the configur edlRLSIoR SePr vaard
the SIP server.

account s
account s

SI'P Server

) ~  Displays SI P r &wirsttrhaet i InP sa cact auwsn t
SIRegi strat.I .
with Green/ Red background.

St atAuet wdritlat us

Gl obal uni qgue | D of devi ce, in HEX
MAC Address for provisi bdionugndand ctahne | abel con
on the | abel | ocated on the back o
I P Setting The configuredHLPdr &satigpeéP or PP
| PVAA dr es s ThePv4d address obtained on the pho

|l Pve AddressThe | Pv6e addres g hebtpdhiomed

OpenVPN | P The OpenVPN I P obtained on the pho
Subnet Mask The subnet mask obtained on the ph
Gat eway The gateway address obtained on th
DNS Server 1The DNS server address 1 obtained

DNS Server Z2The BMNMS ver address 2 obtained on t
PPPoE Link UPPPOE connection status.

NATy ge The type of NAT connection used by
NAT venms al Di sphaystatus of fNe&Mcho mrcemtuindn on
PagleB3
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St atAuSystem | nfo
Product Mode Product model of the phone.
Part Number Product part number.
f Booboot version number ;
f Coreore version number ;
f Basbase version number ;
T Progrogram version number. Thi s
Software Ver ) .
number, which is always wused for
phone;
f Locallecaéesi on number ;
f Recoveegyovery version number.
Ci tdyi spl ayin hone | ocati on;
I P Geographig L Y ar;) yl g_p |
angu: s ayin anguage;
I nf ormati on ) g g_p y_g _g g
T Ti me Zbinsepl aying time zone;
System Up Ti System up time since the | ast rebo
System Time Current system time. on the phone s
Service Stat GUI and Phone service status.
Core Dump Core dump file that could be downl
St atAuBsr ogr ammabl e K&y gt StadPtulMp bse Keys
1T Mode
f Account
VPKs St atus . .
T Description
T Val ue
St atAulsr ogr ammab| e KeMuwl-RSitr ptoise Keys
1T Mode
Account
MPKs Status . .
Description
T Val ue
St atAuPsr ogr ammab|l e HKheS/osf tSkteaytsu s
1T Mode
Account
Softkeys ) )
f Description
T Val ue
St atAuBsSxt ensi on board Status
1T Mode
. f Account
Extendgi @anhn3/ ¢ ) )
f Description
T Val ue
PaglB34
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I AAT 01 00 0ACA S$SAEETEOEITO

Tabl@Account Page Definitions

AccouAtGemmer al Settings

AccolArctt i v e

Account Na me

SI'P Server

Secondary SI

Out bound Prc

Backup Outbc
Proxy

BLF Server

SI' P User | D

Aut henti cat €

Aut henti cat €
Password

Name

Voi ce Mai l L

Picture

This field indicates whhkd hkeaf d Wilst 4s
The name associated with each account to be displayed on the LCD.

The URL or IP address, and port of the SIP server.
This is provided by your VolP service provider (ITSP).

The URL or IP address, and port of the SIP server. This will be used when
the primary SIP server fails.

IP address or Domain name of the Primary Outbound Proxy, Media
Gateway, or Session Border Controller. It's used by the phone for Firewall or
NAT penetration in different network environments. If a symmetric NAT is
detected, STUN will not work and ONLY an Outbound Proxy can provide a
solution.

IP address or Domain name of the Secondary Outbound Proxy which will be
used when the primary proxy cannot be connected.

Optional server used for SUBSCRIBE requests to indicate other extensions
status on the SIP server.

User account information, provided by your VolP service provider (ITSP). It's
usually in the form of digits like phone number or actually a phone number.
SIP service subscriber's Authenticate ID used for authentication. It can be
identical to or different from the SIP User ID.

The account password required for the phone to authenticate with the ITSP
(SIP) server before the account can be registered. After it is saved, this will
appear as hidden for security purpose.

The SIP server subscriber's name (optional) that will be used for Caller ID
display.

This parameter allows you to access voice messages by pressing the
MESSAGE button on the phone. This ID is usually the VM portal access
number. For example, in UCM6xxx IPPBX, *97 could be used.

Speci fies iadtutra@enh évsstgontt he cal | emnkn
cal I s

Account x A Network Settings

DNS Mode

This parameter controls how the Search Appliance looks up IP addresses
for hostnames. There are four modes: A Record, SRV, NATPTR/SRV, Use
Configured IP. The default setting is "A Record". If the user wishes to locate
the server by DNS SRV, the user may select "SRV" or "NAPTR/SRV".

If "Use Configured IP" is selected, please fill in the three fields below:

L
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1 Primary IP:

i Backup IP 1;

1 Backup IP 2.

If SIP server is configured as domain name, phone will not send DNS query,
but use APri mary tbdend S mesiaBeif@atdeasy oné d?

them are not empty. Phone will tr
without any response, it owi |l Swit
back to APri manmey. | Po after 3 re

If SIP serverisalready an | P address, phone w
Configured | Po is selected.

The option will decide which IP is going to be used in sending SIP packets
after IPs for SIP server host are resolved with DNS SRV.
1 Default
If the option is set with "default”, it will again try to send register messages
to one IP at a time, and the process repeats.
1 Saved one until DNS TTL
DNS SRVo Fai | If the option is set with "Saved one until DNS TTL", it will send register
Mo d e messages to the previously registered IP first. If no response, it will try to
send one at a time for each IP. This behavior lasts if DNS TTL (time-to-live)
is up.
I Saved one until no responses
If the option is set with "Saved one until no responses", it will send register
messages to the previously registered IP first, but this behavior will persist
until the registered server does not respond.

Configures the primary IP address where the phone send DNS query to

Pri mary | P . . L
when AUse Configured | PO is select

Configures the backup IP1 address where the phone sends DNS query to
BackupBl . . L
when AUse Configured | P06 is select

Configures the backup IP2 address where the phone sends DNS query to

Backup | P2 . ) o
when AUse Configured | POo is select

This parameter configures whether the NAT traversal mechanism is
activated. Users could select the mechanism from No, STUN, Keep-alive,
UPNP, Auto or VPN. The default setting is "No".
If set to "STUN" and STUN server is configured, the phone will route
according to the STUN server. If NAT type is Full Cone, Restricted Cone or
NAT Tr aver s a Port-Restricted Cone, the phone will try to use public IP addresses and port
number in all the SIP&SDP messages. The phone will send empty SDP
packet to the SIP server periodically to keep the NAT port open if it is
configured to be "Keep-alive". Configure this to be "No" if an outbound proxy
is used. "STUN" cannot be used if the detected NAT is symmetric NAT. Set
this to "VPN" if OpenVPN is used.
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A SIP Extension to notify the SIP server that the phone is behind a
ProRequire NAT/Firewall. Do not configure this parameter unless this feature is
supported on the SIP server.

Account x A SIP Settings A Basic Settings

If the phone has an assigned PSTN telephone number, this field should be
set to "User=Phone".

Then a "User=Phone" parameter will be attached to the Request-Line and
"TO" header in the SIP request to indicate the E.164 number.

If set to "Enable”, "Tel:" will be used instead of "SIP:" in the SIP request. The
default setting is "Disable".

TELURI

i Selects whether the phone will send SIP Register messages to the
SI P Registra L
proxy/server. The default setting is "Yes".

Al Il ows t her ediPs tursetri'sesn i nfor mati on
reboots. The SI P REGI STER message
connection. Three options are avai
T I f set to "AlIl ", the SIP user's r
the phemeots. The SI P Contact hec
Unregister C server to unbind the connection.
T If set to "Instance", the SIP us
onl y.
T If set to fANoO, the Pphene&l Ri lalcc

rebooting.
The default .setting is " No"

Specifies the frequency (in minutes) in which the phone refreshes its
Regi st er EXx g registration with the specified registrar. The default value is 60 minutes. The
maximum value is 64800 minutes (about 45 days).

Specifies the frequency (in minutes) in which the phone refreshes its
Subscri be EXx subscriptionwith the specified registrar. The maximum value is 64800 (about
45 days). The default value is 60 minutes.

Rer egi st er E Specifies the time frequency (in seconds) that the phone sends re-
Expiration registration request before the Register Expiration. The default value is 0.

Enabl e OPTI C .
Al Enable OPTIONS Keep Alive to check SIP Server.
i ve

OPTI ONS Keegp _. . . .
| " | Time interval for OPTIONS Keep Alive feature in Second.
nt erva

OPTI ONS Ke e Number of max lost packets for OPTIONS Keep Alive feature before the
Max Lost phone re-registration.
Defines the local SIP port used to listen and transmit. The default value is
Local S| P P o 5060 forAccount1, 5062 for Account 2, 5064 for Account 3, 5066 for Account
4, 5068 for Account 5, 5070 for Account 6. The valid range is from 1 to 65535.
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SI P Regi st r a Specifies the interval to retry registration if the process is failed. The valid
Retry Wait T rangeis1to3600. The default value is 20 seconds.

SIP T1 Timeout is an estimate of the round trip time of transactions between
. a client and server. If no response is received the timeout is increased, and
SIP T1 Ti mecac . . . . . .

request re-transmit retries would continue until a maximum amount of time

define by T2. The default setting is 0.5 seconds.

SIP T2 Timeout is the maximum retransmit time of any SIP request

. messages (excluding the INVITE message). The re-transmitting and

SI'P T2 Ti mec ) . - o
doubling of T1 continues until it reaches the T2 value. The default setting is

4 seconds.

Determines the network protocol used for the SIP transport. Users can
choose from TCP, UDPand TLS. The def ault setting

Based option ASI|I A hlorgan somo riitSAd Pa nd st
wi | li dkeeovhi ch transport protocol it

SI'P Transpor

r e g u €he default setting is ATransport Onlya
SI'P Listeninqg Transport Only

1 Dual

1 Dual (Secured)

T Dual (BLF Enforced)

SI P URI S ¢ h e Specifies if "sip" or "sips" will be used when TLS/TCP is selected for SIP

using TLS Transport. The default setting is "sips".
This dptiusred to contr ol the poran:
Use Actual E
. Contact headeor,. tlhfeseetpotrd¢ Numdrema:!
Port i n Cont . ) . .
|l istening portObhetWese@ehonkeey wil I
TCP/ TLS

t heonneclthieordef ault setting is ANoo

ThOut bound pr ok ydiehohded uit ® Wwh ademrdilnf
Qut bound Prc
messages, or they can be al ways se

Support SI P Defineswhether SIP Instance ID is supported or not. Default setting is "Yes".
When set to "Yes", a SUBSCRIBE for Message Waiting Indication will be
SUBSCRI BE f c sent periodically. The phone supports synchronized and non-synchronized
MWI. The default setting is "No".
SUBSCRI BE f ¢ When set to "Yes", a SUBSCRIBE for Registration will be sent out
Regi st r at i on periodically. The default setting is "No".
The use of the PRACK (Provisional Acknowledgment) method enables
reliability to SIP provisional responses (1xx series). This is very important to
Enabl e 100r e support PSTN internetworking. To invoke a reliable provisional response, the
100rel tag is appended to the value of the required header of the initial
signaling messages. The default setting is "No".
When set to " Auto", the phone wi -l
Asserted |l denti tPariBaHdeadeRempnteTo

Call ee | D Di
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Ringing. When set to "Disabled", ci
When set to "To Header ", caller id

Header.

When set to "Auto”, the phone will look for the caller ID in the order of P-
Asserted Identity Header, Remote-Party-ID Header and From Header in the
el ar 1D D incoming SIP INVITE. When set to "Disabled”, all incoming calls are
displayed with "Unavailable". When set to "From Header", the phone will
display the caller ID based on the From Header in the incoming SIP INVITE.

The default setting is "Auto".
Add?ut h He ade¢ To define whether authorization Header will be added on initial REGISTER
I nitial REGI from the first REGISTER. The def au
This is used to perform a factory reset through SIP NOTIFY. When the phone
Al Il ow SI P Re receivesthe NOTIFY with event: RESET, the phone should perform a factory
reset after the authentication. Th
Il gnor el Af er t This option is used to configure default ringtone. If set to fivyesg configured
header default ringtone will be played. The default setting is iNoa
Account x A SIP Settings A Custom SIP Headers

Controls whether the Privacy header will present in the SIP INVITE message
or not, whether the header contains the caller info. When set to "Default", the
Use Privacy Header Privacy Header will show in INVITE only when "Huawei IMS" special feature
is on. If set to "Yes", the Privacy Header will always show in INVITE. If set to
"No", the Privacy Header will not show in INVITE. Default setting is "Default".

Controls whether the P-Preferred-ldentity Header will present in the SIP
INVITE message. The default setting is "default”: The P-Preferred-ldentity
Header will show in INVITE unless "Huawei IMS" special feature is on. If set
to "Yes", the P-Preferred-Identity Header will always show in INVITE. If set
to "No", the P-Preferred-ldentity Header will not show in INVITE.

Use P-Preferred-
Identity Header

Enables / disables the use of X-Grandstream-PBX header in SIP request.
Use X-Grandstream-

When disabled, the SIP message sent from the phone will not include the
PBX Header

selected header. Default setting i

e B Enables / disables the use of P-Access-Network-Info header in SIP request.
se P-Access-
When disabled, the SIP message sent from the phone will not include the
Network-Info Header . i
selected header. Default setting i

Enables / disables the use of P-Emergency-Info header in SIP request.
Use P-Emergency-Info ) ) )
e When disabled, the SIP message sent from the phone will not include the
eader
selected header. Default setting i

Allows users to see the MAC address of the phone from the trace on the SIP
header of the REGISTER.

Use MAC Header

Account x A SIP Settings A Advanced Features
Line Seize TFor Shared Call Apprasandea pbeBgueR
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t he -sleiinzee paaweé&kmtge whenevet oatwaker fdt
of f HWdaole Sei ze Ti meduwted eivse ntt h ee xlpi
default valueThe W&l isk croammdge i s frc

Configures the Eventlist BLF URI on the phone to monitor the extensions in
the list with Multi-Purpose Key. If the server supports this feature, users need
to configure an Eventlist BLF URI on the service side first (i.e.,
BLF1006 @myserver.com) with a list of extensions included. On the phone,
Eventl i st BL in this "Eventlist BLF URI" field, fill in the URI without the domain (i.e.,
BLF1006). To monitor the extensions in the list, under Web
GUIA SettingsA Programmable Keys page, please select "Eventlist BLF"
in the key mode, choose account, enter the value of each extension in the
list.
When option is enabled, empty multi-purpose keys will be automatically
provisioned to the monitored extensions in the Eventlist BLF. The default
setting is fADisabl edo.

Aut o Provi si
Event!l i st BL

Conference LConfigures Conf-wagncentURFrehoe KNBr o

Configures Music On Hold URI to call when a call is on hold. This feature
must be supported on the server side.

Music On Hold URI

For ce BLEpH cka Configures to always use the prefix for BLF Call-pickup. The default setting
by prefix is ANooO.
Configures the prefix prepended to the BLF extension when the phone picks

BLEadpli ckup ) .
up a call with BLF key. The default setting is **.

Cal | Pi c k-up  Set feature access code of Call Pickup with Barge-In feature.
Code
PUBLI SH f or Enables presence feature on the phone. The default setting is "No".

Omit char-8et . .
Omit char8etnmUMBESSAGIEEYyge®nt ent

MESSAGE
Al Il ow Unsol i . .
Al'l ow Unsolicited REFER to accompl
REFER
Di fferent soft switch vendors have
may need select speci al features t
Speci al Feat choose fr omNdSrttaenld aM@s$s, Broadsoft,,
Huawei amiMSPhonedRpwadi ngemwnert htey se .
setting is "Standard".
Wheset toa "Yestkey fABSCCentero is
access different Broadsoft Call Ce

Pl ease nbBbeat uh@8y Kd@lyr oowizlalt iboen enabl
Broadsoft Ca

of t hi sDesfeatutlitngsetti ng is " No".

Note:To activateusédis tiheathhmrgscitalt ur

Br oadasnosfetttulper oadsoft Call Center t
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Cal | Center

Broadsoft E x

Assi stant

Feature Key

Synchroni zat

Broadsof't Ca

AccoutSIxXP SetAtSiemrsgss o n

Enabl e Sessi
Session Expi
Mi 8 E

Call er Reque
Call ee Reque
Force Ti mer

UAC Specify

UAS Specify

Force | NVITE
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BroadKHotféel i ng event feature. Det &l
Event 0 enabl ed, user can aclyespr é¢d:
ABSCCenttekredy.sof

When set to "Yes", the phone wil!|

call center status. The default se
When enabl ed, Feature Key Synchron
web settings.

This feature is usetdurfers \BrohrdsW 2
enabl ed, DND, Cal | Forward feature
synchroni zed between Broadsoft saedr:
"Di sabl ed" .

When enati ed, se&SCRI BEBt o Broadodofair
Park notifications. The default se

Ti mer
This option is used to enable or disable session timer on the phone side
when server side can provide both session timer UPDATE or session audit

UPDATE. The default setting is fivesa

The SIP Session Timer extension (in seconds) that enables SIP sessions to
be periodically "refreshed" via a SIP request (UPDATE, or re-INVITE). If
there is no refresh via an UPDATE or re-INVITE message, the session will
be terminated once the session interval expires. Session Expiration is the
time (in seconds) where the session is considered timed out, provided no
successful session refresh transaction occurs beforehand. The default
setting is 180. The valid range is from 90 to 64800.

The minimum session expiration (in seconds). The default value is 90
seconds. The valid range is from 90 to 64800.

If set to "Yes" and the remote party supports session timers, the phone will
use a session timer when it makes outbound calls. The default setting is "No".

If set to "Yes" and the remote party supports session timers, the phone will
use a session timer when it receives inbound calls. Default setting is "No".

If Force Timer is set to "Yes", the phone will use the session timer even if the
remote party does not support this feature. If Force Timer is set to "No", the
phone will enable the session timer only when the remote party supports this
feature. To turn off the session timer, select "No". The default setting is "No".

As a Caller, select UAC to use the phone as the refresher; or select UAS to
use the Callee or proxy server as the refresher. The default setting is "Omit".
As a Callee, select UAC to use caller or proxy server as the refresher; or
select UAS to use the phone as the refresher. The default setting is "UAC".

The Session Timer can be refreshed using the INVITE method or the
UPDATE method.

L
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Select "Yes" to use the INVITE method to refresh the session timer. The
default setting is "No".

Account x A SIP Settings A Security Settings

Check Domai n
Certificates

Val i dat e eCer
Chain
Val i date | nc

Messages

Check SI P Us
Il ncomi ng | N\

Accept Il ncon
from Proxy C

Aut henti cat €
I NVI TE

Accou@dtAudi o

Preferred Vo

Use First Msa
Vocoder i n 2

Codec Negoti
Priority

Hi de Vocoder
Di sabl e Mul t
in SDP

SRTHMode

SRTP Keyh Len

Crypto Life

Choose whether the domain certificates will be checked or not when
TLS/TCP is used for SIP Transport. The default setting is "No".

Validate certification chain when TCP/TLS is configured. Default setting is
iNoo.

Choose whether the incoming messages will be validated or not. The default
setting is "No".

| f sé¥Ye d'o, SI'P User I D will be <ch
incoming INVITE. I f it doesn't mat
rejected. The default setting is "
When set to "Yes",etReq&6ée®Pt adRLessB
message will be checked. I f it doe
account, the caThHe wddflauwlet rsqg tetcit regl
| f set t o "Yes", t he phomg WiNMI

aut hentication with S| P DedlaulUna wteh
Settings

Multiple vocoder types are supported on the phone, the vocoders in the list
is a higher preference. Users can configure vocoders in a preference list that
is included with the same preference order in SDP message.

When it is set to "Yes", the device will use the first matching vocoder in the
received 2000K SDP as the codec. The default setting is "No".

Configures the phone to use which codec sequence to negotiate as the
callee. When set to fACallero, the
from received SIP | nvit e.endybtiates bysaadio
codec sequence onthephone. The def ault setting

When option Hide Vocoder is set as Yes, the coded will be hidden from call
screen as bellow. The default setting is ANoa

When it is set to fNog the device will reply with multiple m lines; Otherwise,
itwillreplylmline. The default setting is AN
Enable SRTP mode based on your selection from the drop-down menu. The
default setting is "Disabled".

Allows users to specify the length of the SRTP calls. The available options
are: AES 128&256 bit, AES 128 bit and AES 256 bit. Default setting is: AES
128&256 bit

Enable or disable the crypto life time when using SRTP. If users set to disable
this option, phone does not add the crypto life time to SRTP header. The
default setting is AYeso.

L
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Symmet r i ¢ RT Defines whether symmetric RTP is supported or not. Default setting is "No".

Controls the silence suppression/VAD feature of the audio codec G.729. If

, set to "Yes", when silence is detected, a small quantity of VAD packets
Silence Suppf . . . . . .

(instead of audio packets) will be sent during the period of no talking. If set

to "No", this feature is disabled. The default setting is "No".

Selects either Fixed or Adaptive for jitter buffer type, based on network
conditions. The default setting is "Adaptive".

Jiter Buf fer

i an Bunood Selects jitter buffer length from 100ms to 800ms, based on network
conditions. The default setting is "300ms".
Configures the number of voice frames transmitted per packet. When
configuring this, it should be noted that the "ptime" value for the SDP will
change with different configurations here. This value is related to the codec
used and the actual frames transmitted during the in-payload call. For end
users, it is recommended to use the default setting, as incorrect settings may
influence the audio quality. The default setting is 2.

Voi ce Fr ames

Thi s dgierminesthe encoding rate for G723 codec. Users can choose
G723 Rate from 6.3kbps encoding rate and 5.3kbps encoding rate. The default setting
i $5.3kbps encoding rateo .

G. 7-3@ PackirSel"cltTU" or "I BRFpaft&i n@7 m® de .
Mo d e The default setting is fAlTUO.
This option determines the iLBC packet frame size. Users can choose from

iLBC Frame Si . 5
20ms and 30ms. The default setting is fB0msa

This option is used to specify iLBC payload type. Valid range is 96 to 127.

i LBRCayl oad T N R
The default setting is fB7a

Specifies OPUS payload type. Valid range is 96 to 127. Cannot be the same

OPUS Payl oad . i
as iLBC or DTMF Payload Type. Default value is 123.

Configures the payload type for DTMF using RFC2833. Cannot be the same

DTMF Payl oad .
as iLBC or OPUS payload type.

This parameter specifies the mechanism to transmit DTMF digits. There are
3 supported modes:

Aln audio: DTMF is combined in the audio signal (not very reliable with low-
bit-rate codecs);

ARFC2833 sends DTMF with RTP packet. Users can check the RTP packet
to see the DTMFs sent as well as the number pressed.

ASIP INFO uses SIP INFO to carry DTMF.

Default setting is "RFC2833".

SendDTMEFE

Configures the delay between sending DTMF during MPK/VPK use (in

DTMF Del ay -
milliseconds).
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Account x A Call Settings

Selects whether to enable early dial. If it's set to "Yes", the SIP proxy must
support 484 responses. Early Dial means that the phone sends for each
pressed digit a SIP INVITE message to SIP server. SIP server considers its
extensions and, if no match happened yet, it sends back a "484 Address
Incomplete" message. Otherwise, it executes the action.

The default setting is "No".

Early Dial

Di al Pl an Pr Configures the prefix to be added

A dial plan establishes the expected number and pattern of digits for a
telephone number. This parameter configures the allowed dial plan for the
phone. Default setting is f{ x+ | \+x+ | *x+ | *xx*x+ }a
Di al Pl an Rul es:
1. Accepted Digits: 1,2,3,4,5,6,7, 8,
2. Gr ammar :
xiany digi9t from O
Xidigit89anoml et tagrr Af r om
a) xx+at |l east 2 digit numbers
b) xxonly 2 digit numbers
c) Mmo-excl ude
d [ $}tany digit of 3, 4, or 5
e) [ 14-any digit of 1, 4, or
f <2=0%ndeplace digit 2 with 011 w
g fNo-t he OR operand
hy { X12&match ZzZz123, e123, 5123, ¢
i) Back shNasxhnfi be wsedpeoci fic | ¢
{\plasnk\+6 0 } di al pl an i s c oonef iaghu

Di al Pl an

pass di al pl an check. This al s
Useurnreserved characters.
Marx-"" /[ " _" [ " "7 pMr¢™vy ry=-" |/
Useunr esesx ve&" [ "=" [ "+" [ "g"
T Exampl{e] 31669] 11 | 1617XXXXXXX}
Al l ow 311, 611, and 911 or any 10 ¢«
T Exampl{e? 2900x+ | <=1617>XXXXXXX}

Bl ock any number of Ideadienfg xd ilgsilt7s
di giutmber s

T Exampl{el x3xX][x2x xxxXx | <2=011>x+}
Al l ows any number with [Bdadumpedigi
by any number between Zdanpamderf OR
any |l engthsofwinthmbeading digit 2,
di al ed.
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T Exampllef 4we set t h¥ 1Ri3g!l, pltars hwiutl
to pass dial plan check.

T Exampl:d f5 we set the®1®i33d!l, pltarms htwiudl:
to passn ddhdc k. a

T Exampllef 6we set thel Bilal ipgl arhowiltd
to pass dial plan check.

Example of a simple dial plan used

{ 2~1900x. -P] xx%&OFX R[xX x xx]|x.0Yy1T[][

Expl anation of example rule (readi

T ~"1900x.events dialing any ;number

T <=161B} K& xaxIxlIxows dialing to | ocal
di al7ri mgmbers and 1617 area code

1T 1[-2] xQ2] 2xxmrkkojws dialing to any |
di gligmsgt h

T 0119 2all ows i nternationagl call s

T [ 34694 IllIsdwal i ng speci al and emer ¢
and .911

Notln some cases,r wherhe st teo ulsieal S

activate voice mail or other appl:i

the * should be predefined inside

wil l{Xbre:} which allows the aser |l e«

number s.

Configures Call Log setting on t he
Cal | Log i ncomi ng/ ou(trgios ngd cadlllss wonrd | dinod b i

The def aul"tL osge dAtile gC i s

Al |l uers to configure the ringtongt
AccolRhhTpne from different ringtones from the
Note User can also choose silent ri

Specifies matching rules with number, pattern or Alert Info text. When the
incoming caller ID or Alert Info matches the rule, the phone will ring with
selected distinctive ringtone. Matching rules:

1  Specific caller ID number. For example, 8321123;

1 A defined pattern with certain length using x and + to specify, where x
could be any digit from 0 to 9. Samples:

Mat ch | ncomi
| D XX+ : at least 2-digit number;

xX : only 2-digit number;
[345]xx: 3-digit number with the leading digit of 3, 4 or 5;
[6-9]xx: 3-digit number with the leading digit from 6 to 9.
9 Alert Info text
Users could configure the matching rule as certain text (e.g., priority) and
select the custom ring tone mapped to it. The custom ring tone will be
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used if the phone receives SIP INVITE with Alert-Info header in the
following format: Alert-Info: <http://127.0.0.1>; info=priority
Selects the distinctive ring tone for the matching rule. When the incoming
caller ID or Alert Info matches the rule, the phone will ring with selected ring.

Defines the timeout (in secohldes ) dd

Ring Ti meout . . .
setgt iimThéeO val id range is from 10 t

I f set to " Yes", the "From" header
Send Anonymoto anonymous, essentially bl ocbkdafng
setting is "No".
Anony me€as |
. . | f set to "Yes", anonymous calls w
Rejection
| f set to "Yes", the phone will al
Aut o Answer . .
answer incoming calls afDedrmrudtsad
Ref-€o Use Talf set t o " Yleos"" ,h etahdee r" Ruesfeesr t he tr
Cont act header i nformation for attended tr
| f set to "Yes", w h e nt hteh ec opnhf oenree ntc.
Transfer on .
conference call wi || be transferre
SOMY &[NP wi | | remain in the conference call
Di sasbleeovery to the calll to the tr
tar.gethe def adNai setting i s
Not e:

1) This feature tomarnysfa@emp]l i es to bl

. 2) This feature depends on hber se
Di sabl e Recc ) N
. NOTI FY fr otmhisserfveat,ur e Wwdnoétertvaeke r
Bl ind Transf
phone should try to recover regard

3 During blind transfer, after trart

there is no NOTIFY from server afi

recover the call with transferee o

only case that this option wil!/ be
Bl ind Transf Defines the timeout (in seconds)
Ti meout transfer. Vatloa d30GG.nge is 30

Defines the timeout (in seconds) f
No Key Entrythe timeout, the digits wild.l b e Tshe
valid range is from 1 to 15.

Al l ows user ssittcheconfhiegdge't me 'APdred
Use # aKseyDi emake sure the dial plan is proper |l
The def aul Posmet)tof.ng i s
On Hold Remi | f sfemahbdoegdhonleaawirlelmimderi t odma&ssawhle
Tone The defaulbi sadbltedg is 0
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Al Isowetro toggl e bet ween RFC2543 hol
RFC2543 Hol dhol(dd. 0a0l @Wws uset heohdi dalnmosit des oI

RFC32(6al Iwiind) play the hold music t
. . . Al lsuers to hide the password whe
Hi de Dial i ng ) )

configured prefix.

Enables / disables the call waMhteinn
t o NDegflaoublatlo cal | wiiddt bbreeDefeaatdt!litn gs e

Di sabl e Cal l

Accoutl ndk ercom Settings

Al |l awse phamue omatically turn on th
i ncomi nagf tcearl las shor twhemi emflalblgesd dep
Ca-l hf ol MIfeortheader sent fDredna utlhe sseet

Al l ow Auto A
Cadl Inf o/-IAd feo t

When enabl ed, the phone wil/ ault d m
answer t he ibmacscenli nogn ctahlel f 8 K Aif &a thle a
from the selowevwikfprtooxey.current cal l
t he SIIPnfCa/l Alfeortheader, then all ot-h
InNnf o/-Ahépot helaldeege wi ed abDtedmat itc slelt

Al Il ow Bar gi-n
I nf o/-1An fea t

Mute on ansyv . . . .
When entahgpreanemwtié It he i ncoming int
I ntercom cal

Pl ay warning

When entbpheodne will play warni md etra
Aut o Answer
Custom-lAnfeat Al |l ows t o c dlisntfoomihzeea deelre rftor aut o al
Aut o Answer answer only i f matching-iobatbeadef

Account x A Feature Codes

When enabNaeDdi,sthior b, Call Forwardincg
be used via the | ocal feature code:
Enable Local feature codes from the server wil/l
Featur es wi || be used only i f csoedrevse ra rper onvAing
once feature codes are configured,
sett iSmd,trkenyagkle at awielsl omhdwe LCD scr

Do Not Di stu )
Configures DND feature code to tur

On

Do Not [§iDsNtDy .

of f Configures DND feature code to tur
Cal | For war d

_ . Configures Calll Forward Al Il featu
Unconditi o-n-a

forwarding.
On

Cal | For war d ) )
_ . Configures Call Feordvea rtdo Ad d a cfte avtautr
Unconditi on-a

forwarding
Oof f

Target Configures the extension that the
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Cal | For w-a@nd
Call For waQfd
Target

Cal | Forward
(No AnsGwer )

Call Forward
( No AnsQ@fefr)

Target

Del ayed Cal

Wait Ti me

3AO0ET ¢cO 0ACA $AEET EOEITO
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Configures Call Forward Busy featu
Confi gQalels For ward Busy feature c
forwarding.

Configures the extension that the
Configures Call Forward Del ayed f e
forwagrdin

Configures Call Forward Del ayed f e
forwarding.

Configures the extension that the
Defines t hes etciomalsyt b(eifrore the call
The default value is 20 seconds. T

Tabl®Settings Page Definitions

Settings A General Settings

Local RTP Port

Local RTP Port Range

Use Random Port

Keep-alive Interval

Use NAT IP

STUN Server

Public Mode

Delay Registration

This parameter defines the local RTP port used to listen and transmit. It is
the base RTP port for channel 0. When configured, channel O will use this
port _value for RTP; channel 1 will use port_value+2 for RTP. Local RTP port
ranges from 1024 to 65400 and must be even. The default value is 5004.

Gives users the ability to define the parameter of the local RTP port used to
listen and transmit.

This parameter defines the local RTP port from4 801 0. T hi s r a
be adjustRMWP igorltoc#all oc al RTP port

Default setting is 200.
When set to "Yes", this parameter will force random generation of both the
local SIP and RTP ports. This is usually necessary when multiple phones are
behind the same full cone NAT. The default setting is "Yes"

NotEhis parameter mthudtorb®igetctt o P" I

Specifies how often the phone sends a blank UDP packet to the SIP server
to keep the "ping hole" on the NAT router to open. The default setting is 20
id range from 10
The NAT IP address used in SIP/SDP messages. This field is blank at the
default settings. It should ONLY be used if it's required by your ITSP.

seconds. The val i s t o

The IP address or Domain name of the STUN server. STUN resolution
results are displayed in the STATUS page of the Web GUI. Only non-
symmetric NAT routers work with STUN.

Configures to turn on/off the public mode for hot desking feature. The default
ng
Configures s p e ctimé that the account will be registered after booting up.

setti i s fANooO.

L
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Settings A Broadsoft A Broadsoft XSl

Configures XSI Directory.

1 Server
Configure the BroadWorks Xsi server URI. If the server uses HTTPS,
pl ease add HThTeP SheadaitberServer URI.
For instance, fAhttps:// SERVER_L

1 Port
Configure the BroadWorks Xsi sce
the server pbeaséelTd®Bfigure 443

1 XSI Actions Path
This featwsersaldtowsonfigure th
Broadsoft XSI Actions. | f it i

actions wi || be used

1 Broadsoft Contact Download Interval
Configur es t hoen eBoroooakd sdoofwtn | poha d i |

I f set to O, automatic downbheal
720.
XSl 1 XSl Authentication Type:

0 Login Credentials

o0 SIP Credentials

0 Account %2/3/4/5/6
Sel ect XSI Authenticati on cbydaé .
if SIP account is selected

I Login Credentials
0 Login Username.
Configure the Username for the BroadWorks Xsi server.
0 Login Password.
Configure the passwor dsefrovrert he

1 SIP Credentials
o SIP User Name.
Configure SIP Username for the BroadWorks Xsi server.
o SIP User ID.
Configure SIP User ID for the BroadWorks Xsi server.
o SIP Password
Configure SIP Password for the BroadWorks Xsi server.

Enable/Disable Broadsoft Network directories and defines the directory
, name. The directory types are:
Net wor k Dir e .
1 Group Directory

Enable/Disable and rename the BroadWorks Xsi Group Directory

Pagle4d9
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features on the phone. If keep the Name box blank, the phone will

use the default name AGroupo foa
1 Enterprise Directory

Enable/Disable and rename the BroadWorks Xsi Enterprise

Directory features on the phone. If keep the Name box blank, the

phone will use the default name
T Group Common

Enable/Disable and rename the BroadWorks Xsi Group Common

Directory features on the phone. If keep the Name box blank, the

phone will use the default name
I Enterprise Common

Enable/Disable and rename the BroadWorks Xsi Enterprise

Common Directory features on the phone. If keep the Name box

blank, the phone willused e f aul t name AENt er |
1 Personal Directory

Enable/Disable and rename the BroadWorks Xsi Personal Directory

features on the phone. If keep the Name box blank, the phone will

usethedef ault name fAPersonal o for
I Missed Call Log

Enable/Disable and rename the BroadWorks Xsi Missed Call Log

features on the phone. If keep the Name box blank, the phone will

use the default name fAMi ssedo f
I Placed Call Log

Enable/Disable and rename the BroadWorks Xsi Placed Call Log

features on the phone. If keep the Name box blank, the phone will

use the default name fAOutgoingdad
I Received Call Log

Enable/Disable and rename the BroadWorks Xsi Placed Call Log

features on the phone. If keep the Name box blank, the phone will

use the defauhgonbme @At ncomi

Settings A Broadsoft A Broadsoft IM&P

f Server

Broadsoft | M&P server address.
and can already be found in the
1T Port
LogCnedent i ¢ Port for the Broadsofti sl MR 2ser

f User name
Broadsoft | M&P user name, not t h
T Password

Broadsoft | M&P password, not th

Enabl es Broadsoft Il nst ant MeTshsea gcee
Broadsoft | ! . ) . N
setting is ADisabl edo.
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Speci fies the adseai atoeud da ccchoowrste. ¢
phone.

Choose to whether login to the Broadsoft IM&P account at boot-up. The
default setting is ANooO.

Choose whether to display non-xmpp contacts associated with the Broadsoft

IM&P user. Non-xmpp contacts will not display a presence or status
message. The default setting is ANoO.

SettiAnExst er nal Servi ce

Order

Service Type

Account

System I dent

System Numbe

Access Pass\y

Displays the order of the service.

Specifies the serviceds type. Two
Default setting is None. Note: The GXP21xx supports up 10 GDS items.
For more details, refer to Connecting GDS3710 with GXP21xx Guide.

Specifies the account on which the service will be applied.

Specifies the name to identify the service.

Specifies the system number, in case the service type option is set to GDS,
the system number is the SIP user ID configured on GDS3710, or the IP
address of the GDS3710 itself if i tu8irgg IP call.

Determines the access password, in case the service type option is set to
GDS, the access password is the one configuredon A Re mot e P |
the Dooro field on GDS3710 setting:

Set t iAnGasl | Features

Preferred de
Account

Predictive I
Featur e

Onhook Di al

Of-iook Auto

Of-iook Ti meo

Al'l ows user to select a default ac
s el eclthed .c haocsceonu nt u sve d Il f e Danad Paauwt o
However, if this account is not ac!
be used.

Al l ow users to show/ hide predictivi
not see any predictive numbers whi

When di salbde@kd, dioaml i ng wonot be int
Dd aul t issetDtiisnag| e d.

Configures a User | D/ extendihen pthmn
hook. The phone will useDetfhaaul fti rssett

l¢donfigured, whehobke phbweki afgobeb

(in seconds). The def\aulitd wslinfgeo ms .

Enable Live | f ecth AMnleem t he Phonewiilsl Odthomat iid
number punched in after the number

Live Dial PacSet the Live Dial Padi expiiaegttitme be
Ti me featintwal i s bet webdaf 2l tandallbes . i s
Enable Autorl f edéabhkeephone will redi al t he tniumm
Redi al wi sBhconfigured interval (in second

Pagldl
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Aut omati ¢c ReTheaumber of times to attempt to ca
Ti mes

Automatic ReThe interval chétwaehdampomasi ogRkedi
I nterval

Bypass Di al

Enabl e/ Di sable the dial pl an check
Through Cal l

) any phonebook directories. The def
and Director
Di sabl waicait Di sabl es the call waseinhgnfemsut Ho'
Di sabl wacai t . . . . . .
Di sabl es thenealwhewaictail h geWtaiud it n g eit
Tone
. Di sabl es [/ enabl es the call wai t i
Ring For Cal . .
enabl e. Def aul t i s disabl ed.
Diasb|l e Busy Di sashtlhee busy tone heard in the ha
Remote Disccremotely. The default setting is Al
Di sabl e DireDi sables Direct I P Call . The def aul
When set to "Yes", users can di al
segment by entering the | ast octet

) To di al qui beok Pt ical phomé f and dainadl
Use QuiCcak |1 F

mode <=255) , phone wi || mak e dir Xctwhl
aaa. bbb.ccc comes from the | ocal
mask. #XX or #X are also valid so |
server is required to make quick |

Di sabl e ConfDi sablesfthen€e function. The def a

Di sabd<al i n D" Whenits set to "Yes", the DTMF digits entered during the call will not be
Di spl ay displayed on phone LCD. The default setting is "No".

Enable Sendi All ewstain MPKs twoaséndTbBTMFophi on
via specificDTMF

Di sabl e Acti When enabl ed, active MPK page on t
Page Default setting is disabl ed.

Specitfhieed uncti on of mute k@®WRQi n i d
When sftldé etodMud epress Mute key whil
Mut e Key Fur i .
] cal | wi | | be answered with mute.
While 1dl e : :
When s®isath| Mdit e key will nofTheate
settiisndg Noo.
Allows the phone to accept certain incoming calls while set to Do Not Disturb
mode.
) i Off: all incoming calls will not be accepted.
DND Override ) ) )
Allow all: all incoming calls will be allowed.
i Allow Only Contacts: only incoming calls from numbers in the local

phonebook will be accepted.
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1 Allow Only Favorites: only incoming calls from favorite numbers in the
local phonebook will be accepted.

. Enables / disables transfer feature. If disabled, call transfer will not be
Di sable Trar i ) i . .
possible.Def ault setting is ANoO.

|l Tall Di al

i Configures the number to be dialed as DTMF using TRANSFER button.
Pressing Tre

| f tsebynamic", attweinldedbeér paesf er sme
Attended Tredefaul t fAsSettattiincgd .i s
Mo d e For more details about iStatico al
gui de.

Do Nwostcape # Specifies whetherortohokps ame Hpodys 8

as %23 in Sldefault sétting is " NO
Enabl esTolil alc kflefattulhies f eature is er

Cl i-tdDi all Fe green diall efut ttoonpppd&cmnr enes Wdb GUI ,
account and di al Thet def hat geseh ttm
Sets the default call log list after select MENUA CALL HISTORY. Broadsoft

Def aul t cal | CallLogor Local Call Log option will only show its own list. Default option
will keep both call log lists.

Return Code

Refusing | nc

Cal |

When refusing the incoming call. The phone will send the selected type of
SIP message of the call. Default settingisi Bu4 & 6 0 .

Ret urn Code WhenDND isenabled, the phone will send the selected type of SIP

Enabl e DND message. Default setting is i Bsy4 8 6 0 .

Enable BLF FIBynabBLARgPickup Screen, when moni:t

Screen pop up a BLF i nfTchremateif caru | ili@asdced w.i ng
Gives the user the abilitmohbtseet n;
whens irtibng2 bxsxho@X d play a soudme tde

Enabl e BLF [

Sound e
sett ifhay i s

BLF Pickup $Configures the |ist to be playing
E x c elpits t extensions in ektenki®oshs 8H§paoama
BLF Pickup ¢ . . . .

) Confispbmag BLF sound notification o
Only 1ist
Local Cal | [ Gives the ability to record calls locally while on the call screen. The default
Featur e setting is "Disabled".

Savédadcal Ca

. Location where the recordings wil.]
Recording Lc¢

Downl oad Loc )
) When there are recordings presented, you may download them here.
Recordings

Instant Message Configures the number ofwislelcomamaitr
Popup Timeout Default setting is fiil00.
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Play Tone On I f enalplhaihlel pl ay a s hoirntg taonn el Mvhdeun
Receiving IM Def amudtttiisngli sabl ed.
Add a new option for i n poupte rtalt eo r u sce
value or value thafThedepti bheshbhée
User-Agent Prefix to give the end point device speci

Mobil e, Fi xetdthe ecsckniidipgu r @dgjheonutl d be

toewdor 6s default User
Users could select AExtension Boar (
the phone is being aut @dmant IciaBHh ey Bdpd
settiffhxgt eenssi o@ Boar ds

Aut o Provi si
Starting Poi

Al lIsuwers to hide the Caller | D fro
Hi de BWBdmot e Disabl dthe VPK will flash between.t
Status Enabi edhe VPK will stay under the hn
there is adli.ncoming ca

Show SI P Err Al lsawstro di sabl e the SI P beess hownme &
Response screen.

. Al lsuwershow/ hi de the notificati on
Enabl e Misse _ ) . L L .
. . . ANoO which mwatlilf ho gliepacral |
Noti ficatior .
Note Currently the manually rejecte

Settings A Call History

Delete Users can select an entry, then ¢ | i Delketedfo remove it from the list.
Click on Delete All in order to remove all Call History stored in the phone.
Note: Users could use the drop-down list to show only selected call history
type (All, Answered, Dialed, Missed, Transferred) and also use navigation
keys to browse pages when many entries exist.

Delete all

Sett iAnMusl t i carsg pagi

During active call, if incoming multicast page is higher priority (1 being the
Pagibar ge highest) than this value, the call will be held and multicast page will be played.
The default setting is fiDisabl edo.

If enabled, during a multicast page if another multicast is received with higher
Paging Pr i or priority (1 being the highest) that one will be played instead. The default

setting is fiDi sabl edo.

The codec for sending multicast pages, there are 5 codecs could be used:
Muticast Pagi pcmy, PCMA, G.726-32, G.729A/B, G.722 (wide band). Default setting is
Codec APCMUO .

Defines multicast listening addresses and labels. For example:
ALi stening Addresso should match t

Mul ticast LifA237.11.10.11:67670
ALabel 0o could be the descripti

e

on
For details, pleas check the fAMul
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Settings A Outbound Notification

For detailed instruction for this part, please refer to: [Outbound Notification

Support] Section in this Administration Guide.
1 Setup Completed

Registered

Unregistered

Off Hook

On Hook

Incoming Call

Outgoing Call

Missed Call

Established Call

Terminated Call

Open DND

Close DND

Open Forward

Close Forward

Action URL

Blind Transfer
Attended Transfer
Hold Call

UnHold Call

= -4 & & a2 2 _2 2 2 _9 9 8 8 8 2 o

=

Up to 10 destinations can be configured here. For detailed instruction for this
Destination part, please refer to: [Outbound Notification Support] Section in this
Administration Guide.

Specifies the message body of the natification for each event that can be
Noti ficat i or customized with embedded dynamic attributes. For more details, refer to:
[Outbound Notification Support] section in this Administration Guide.

Settings A Preferences A Audio Control

When headset is connected to the phone, users could use the HEADSET
button in "Default Mode" or "Toggle Headset/Speaker".
i Default Mode:

U When the phone is in idle, press HEADSET button to off hook the
phone and make calls by using headset. Headset icon will display
on the screen in dialing/talking status.

Headset Key U When there is an incoming call, press HEADSET button to pick up
the call using headset.

U When there is an active call using headset, press HEADSET button
to hang up the call.

U When Speaker/Handset is being used in dialing/talking status, press
EADSET button to switch to headset. Press it again to hang up the
call. Or press speaker/Handset to switch back to the previous mode.
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i Toggle Headset/Speaker:

U When the phone is in idle, press HEADSET button to switch to
Headset mode. The headset icon will display on the left side of the
screen. In this mode, if pressing Speaker button or Line key to off
hook the phone, headset will be used.

U When there is an active call, press HEADSET button to toggle
between Headset and Speaker.

Selects whether the connected headset is normal RJ11 headset, Plantronics

Headset Type . . ~
EHS headsett Def ault setting is fANor mal «

EHS Headset Allows userto enable the ringtone from Plantronics EHS headset and play
Tone the ringtone in the headset.
Configures to enable or disable the speaker to ring when headset is used on
_ "Toggle Headset/Speaker" mode. If set to "Yes", when the phone is in
Al ways Ring )
Headset "Toggle Headset/Speaker" mode, both headset and speaker will
ring on incoming call. The default setting is "No".
Headset TX ¢ Configuresthe transmission gain of the headset. The default value is 0dB.
Headset RX (¢ Configuresthe receiving gain of the headset. The default value is 0dB.

Handset TX ¢(Configures the tr armxdmiecElzse odche fgau Ind By

Settings A Preferences A Date and Time

Defines the URL or IP address of the NTP server. The phone may obtain the
date and time fromthe server. The def ault setting i

NTP Server

Defines the URL or IP address of the NTP server. The phone may obtain the
Secondar y N7 dateandtime from the server. Allow user to configure 2 NTP server domain
names. GXP will loop through all of the IP addresses resolved from them.

Time interval for updating time from the NTP server. Valid time value is in

NTP Updat e | . 3
between 5to 1440 minutes. The def ault setting

Al | SHED Defines whether DHCP Option 42 should override NTP server or not. When
ow
) enabled, DHCP Option 42 will override the NTP server if it& set up on the
Override NTIF L N
LAN. The default setting is fivesa

. Configures the date/time used on the phone according to the specified time
Ti me Zone
zone.

Paglbt

e GXP21XX Administration Guide



SedDfef i ned Ti
Zone

Date Displ ay

Ti me Displ ay

Show Date or
Bar

W GRANDSTREAM

CONNECTING THE WORLD

This parameter allows the users to define their own time zone.

The syntax is: std offset dst [offset], start [/time], end [/time]

Default is set to: MTZ+6MDT+5,M4.1.0,M11.1.0

MTZ+6MDT+5

This indicates a time zone with 6 hours offset with 1 hour ahead (when
daylight saving) which is U.S central time. If it is positive (+) if the local time
zone is west of the Prime Meridian (A.K.A: International or Greenwich
Meridian) and negative (-) if it is east.

M4.1.0,M11.1.0
The 15t number indicates Month: 1,2,3.., 12 (for Jan, Feb, .., Dec)
The'dRumber indicates the nt hstSutnedraay

Tuesdayé)

The 3 number indicates weekday: 0,1,2,..,6( for Sun, Mon, Tues, é ,Sat)
Therefore, thiDSTewdmglhe sitaarttlse fr om
to ttlkentilay of November.

Configures the date display format on the LCD. The following formats are
supported. The default setting is yyyy-mm-dd:

yyyy-mm-dd: 2012-07-02

mm-dd-yyyy: 07-02-2012

dd-mm-yyyy: 02-07-2012

dddd, MMMM dd: Friday, October 12

MMMM dd, dddd: October 12, Friday

Configures the time display in 12-hour or 24-hour format on the LCD. The
default setting is in 12-hour format.

= —a & -—a -2

Allows users to display time and date on the top panel of the LCD screen.
Default setting is Disabled.

Note: For GXP2135 and GXP2170, the time and date will be displayed on
top of LCD when the top VPK on the right side of LCD screen is not
configured.

Settings A Preferences A LCD Display

Backlight Br
Acti ve
Backlight Br
I dl e

Active Backl
Ti meout

Di sabl e Mi s:¢
Backl i ght
Wallpaper Source
(Note: USB is only for
GXP2140, GXP2160

Configures the LCD brightness when the phone is active. Valid range is 10
to 100 where 100 is the brightest. Default value is 100.

Configures the LCD brightness when the phone is idle. Valid range is O to
100 where 0 is off and 100 is the brightest. Default value is 60.

Al l ows user to set up the backligh-
boawvdl i d range Dfef@am| i stva@dl Y.

If set to "Yes", the screen will turn off the LCD backlight when there is a
missed call on the phone. The default setting is "No".

Specifies the wallpaper source mode: Default, Download, USB, Uploaded
and Color Background. User could upload a wallpaper source into your
phone, or download it from file server with the server path, or plug your USB

L

Paglb7
GXP21XX Administration Guide



W GRANDSTREAM

CONNECTING THE WORLD

and GXP2170) drive with wallpaper source into GXP2140/GXP2160/GXP2170 to upload the
wallpaper.
Notlf you fizohlooors eBagk ggrommumcked t o ent
code based on yToher cporleofre rceondcees. c o ul
http:// ht ml colanf d ndvead .icdome/ode i s co
use default value #000000 instead.

Specifies the wallpaper server path. This option will take effect when
Wal | paper Se , R
wallpaper source is fDownloada

Ui a4 Wm0 Click on the fUploadobutton to browse and upload the desired wallpaper file.
0a a
. ] This option will take effect when wallpaper source is Uploadeda

Enter a color you wish to use in HEX format. e.g. #000000
Reference: http://htmlicolorcodes.com

Col or Backagr 5
Pl ease note the user must select f

option in order to use the configu

Confisfumreensaver iFeaéenakl e oBcreens
VPK ¢tneae

Pl ease nhit « aption i s al so
Screensaver LCBMenAlPrefe Adppear.dmee phone wi |l | {
active if VPK is in Early (ringing¢
status when VPK i s configured Wi
APr eseBnyc edée.f aul t, screensaver is en

Sets the location where screensaver is loaded from. If from USB, please
Screensaver . N . )
have a folder named fscreensaversocontaining your pictures.

Configures the minutes of idle before the screensaver activates. Valid range
Screensaver . . .
is 3 to 6. The default time is 3 minutes.

Screensaver Configures the server path which contains download screensaver definition
Pat h XML.

Screensaver Configures the screensaver XML download interval (in minutes). If set to 0,
Downl oad | nt automatic download will be disabled. Valid range is 5 to 720.

Settings A Preferences A LED Control

This is used to configure the color and pattern of the LED based on status

BLF LED Pattern updates. The default setting is fDefaulta

The BLF LED Patterns are listed in the following Table 13.
Disable VM/MSG The VM/ MSG | ight cannot fl ash even
power light flash message when set to AYeso. Default
BLF LED Pattern Users could view the color and pattern of the LED status based on the BLF
Explanation Form status update.

Sett iAnRgisng Tone
Cal | Pr ogr e s Configuresring or tone frequencies based on parameters from local telecom.
System Ri ng The default value is North American standard. Frequencies should be
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Di al Tone
Second Di al
Message Wai 't
Ring Back Tc
CadWai ting T«
CaWai ting T«
Gain

Buslone
Reorder Tone
Speaker Ri ng¢
Lock Vol ume

Noti ficatior

Vol ume
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configured with known values to avoid uncomfortable high pitch sounds.
S y n t: fd=wval,f2=val[,c=on1/off1[-on2/off2[-on3/off3]]];
(Frequencies are in Hz and cadence on and off are in 10ms)

ON is the

period

of ringing (AOn |

silence. In order to set a continuous ring, OFF should be zero. Otherwise it

will ring ON ms and a pause of OFF ms and then repeat the pattern. Up to

three cadences are supported.

Confisgpera@aker ring volume. The vali
The default setting is 5.

Alwso t o | ockontehevorliumpe. Whenréemagblve
be changed fromDphaunkt LE®tting is |

Configures

setting is 5.

noti fication

tone volum

Settings A Programmable Keys

Virtual Multi-Purpose
Keys Settings

Virtual Multi-Purpose
Keys

f Show Label

Background

I f enabl ed, the VPK | abel's back:¢
and wil |l no | onger be transparent
f Use Long Label
I f enabled, the VPK | abel wi || ed
T Key Mode
| f sfeit né odMo dteche amount of VPKs wi
can have.
| f sdAccbanfdi{Moedel i nes wi |l dc dews mtr,i
VPKs could hold more |ines in once
For exampl e, with |ine mode, wth e
VPK, nothing is going to happen.
use, by pressing the VPK, a new |
f Show VPK |l con
Show cal l screen VPK icon. When
room for | abel
T Show <Kleayb el
| f sfeShowd side | abels wild.l be sh
I f set to AHideo, side | abel spave¢d
di splay the ubfrséenf oomaffoggl eods o
that wusers hcoaw/ Rild e ktalbhen| sSi d e

Assigns a function to the corresponding line key. The key mode options are:

f Line

Regular line key to open up a line and switch line. The Value field can be

left blank.

L
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1 Shared Line
Share line for Shared Line Appearance feature. Select the Account
registered as Shared line for the line key. The Value field can be left
blank.

1 Speed Dial
Select the Account to dial from. And enter the Speed Dial number in the
Value field to be dialed, or enter the IP address to set the Direct IP call
as Speed Dial.

i Busy Lamp Field (BLF)
Select the Account to monitor the BLF status. Enter the extension
number in the Value field to be monitored.

1 Presence Watcher
This option has to be supported by a presence server and it is tied to the
fDoONot Distuofbot ¢ aeltngsione 6 s

1 Eventlist BLF
This option is similar to the BLF option but in this case the PBX collects
the information from the phones and sends it out in one single notify
message. PBX server has to support this feature.

I Speed Dial via active account
Similar to Speed Dial but it will dial based on the current active account.
For example, if the phone is offhook and account 2 is active, it will call
the configured Speed Dial number using account 2.

1 Dial DTMF
Enter a series of DTMF digits in the Value field to be dialed during the
c alEhable MPK Sendi ngadTtM-obe set to

1 Voice Mail
Select Account and enter Voice Mail access number in the Value field.

1 Call Return
The last answered calls can be dialed out by using Call Return. The
Value field should be left blank. Also, this option is not binding to the
account and the call will be returned based on the account with the last
answered call.

i Transfer
Select Account, and enter the number in the Value field to be transferred
(blind transfer) during the call.

1 Call Park
Select Account, and enter the call park extension in the Value field to
park/pick up the call.

I Monitored Call Park
Select account from Account field, and enter the call park extension in
the Value field to park/pick up the call, and also monitor the parked call
viaLi ne Iligkty 6 s

Paglgo

e GXP21XX Administration Guide



w GRANDSTREAM

CONNECTING THE WORLD

1 Intercom
Select Account, and enter the extension number in the Value field to do
the intercom.

1 LDAP Search
This option is to narrow the LDAP search scope. Enter the LDAP search
base in the Description field. It could be the same or different from the
Base in LDAP configuration under Advanced Settings. The Base in
LDAP configuration will be used if the Description field is left blank. Enter
the LDAP Name/Number filter in the Value field.
For example:
I f users set MPK 1 as ALDAP Sear ¢
Description -> ou=video,0u=SZ,dc=grandstream,dc=com
Value -> sn=Li
Since the Base for LDAP  server configuration is
Afdgr=andstream, dc=como,is added te warrawetbe,
LDAP search scope. fisn=Li o is the

1 Conference
Al l ow user t®us etosteh Kiery Mwl fiiCon f e
a conference. By setting the ext
user shewidll e t o -waacyt icvoantfeeraen e by
assigned MPK button.

I Multicast Paging
This option is for multicast sending. Enter Line key description in
Description field and multicast sending address in Value field.

1 Record
This option is for Recording calls. Enter Line key description in
Description filed and the recorded extension number in Value field.
Please make sure whether your VOIP provider supports this feature
before using it.

i CallLog
Select Account and enter account number in the Value field to allow
configuration of call log for other extension.

1 Menu
Select this feature in order to display the Menu from the MPK buttons,
no field dis required for configuration.

1 XML Application
Select this feature in order to start the XML Application from the MPK
buttons, no field dis required for configuration.

1 Information
Select this feature in order to display the Information popup to show the
firmware version, MAC address, IP address and IP Settings from the
MPK buttons, no field dis required for configuration.
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T Message
Select this feature in order to display the Message menu from the MPK
buttons, no field dis required for configuration

Assigns a function to the corresponding physical MPK. This feature is
available on GXP2130/GXP2160 only. The key mode options are:
1 Speed Dial
Select the Account to dial from. And enter the Speed Dial number in the
Value field to be dialed, or enter the IP address to set the Direct IP call
as Speed Dial.
i Busy Lamp Field (BLF)
Select the Account to monitor the BLF status. Enter the extension
number in the Value field to be monitored.
1 Presence Watcher
This option has to be supported by a presence server and it is tied to the
fDoNot Di stur bo st eektensonof the phon
1 Eventlist BLF
This option is similar to the BLF option but in this case the PBX collects
the information from the phones and sends it out in one single notify
message. PBX server has to support this feature.
I Speed Dial via active account
Similar to Speed Dial but it will dial based on the current active account.

) _ For example, if the phone is offhook and account 2 is active, it will call
Physical Multi-

the configured Speed Dial number using account 2.
Purpose Keys

1 Dial DTMF
Enter a series of DTMF digits in the Value field to be dialed during the
c alEhableMPK Sendi ngpadTtM-obe set to

1 Voice Mail
Select Account and enter the Voice Mail access number in the Value
field.

1 Call Return
The last answered calls can be dialed out by using Call Return. The
Value field should be left blank. Also, this option is not binding to the
account and the call will be returned based on the account with the last
answered call.

i Transfer
Select Account, and enter the number in the Value field to be transferred
(blind transfer) during the call.

1 Call Park
Select Account, and enter the call park extension in the Value field to
park /pick up the call.

I Monitored Call Park
Select account from Account field, and enter the call park extension in
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the Value field to park/pick up the call, and also monitor the parked call
viaLi ne Iligety 6 s

1 Intercom
Select Account, and enter the extension number in the Value field to do
the intercom.

1 LDAP Search
This option is to narrow the LDAP search scope. Enter the LDAP search
base in the Description field. It could be the same or different from the
Base in LDAP configuration under Advanced Settings. The Base in
LDAP configuration will be used if the Description field is left blank. Enter
the LDAP Name/Number filter in the Value field.
For example:
I f users set MPK 1 as ALDAP Sear ¢
Description -> ou=video,0u=SZ,dc=grandstream,dc=com
Value -> sn=Li
Since the Base for LDAP  server configuration is
Afd63r andstream, dc=como, fou=video
LDAP search scope. fisn=Li 0o is the

1 Conference
Al l ow user t®us etosteh &Kiery Mwl HiiCo n fr ¢
a conference. By setting the ext
users wil| be alwhg tonhetéenmac¢cebwn
assigned MPK button.

I Multicast Paging
This option is for multicast sending. Enter Line key description in
Description field and multicast sending address in Value field.

1 Record
This option is for Recording calls. Enter Line key description in
Description filed and the recorded extension number in Value field.
Please make sure whether your VOIP provider supports this feature
before using it.

i CallLog
Select Account and enter account number in the Value field to allow
configuration of call log for other extension.

1 Menu
Select this feature in order to display the Menu from the MPK buttons,
no field dis required for configuration.

1 XML Application
Select this feature in order to start the XML Application from the MPK
buttons, no field dis required for configuration.

1 Information
Select this feature in order to display the Information popup to show the
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firmware version, MAC address, IP address and IP Settings from the
MPK buttons, no field dis required for configuration.

Message

Select this feature in order to display the Message menu from the MPK
buttons, no field dis required for configuration

More Softkey Display Mode

Al lIsuwetro choose from the origina
Menu mode. With the enhanced Menu
not need the user nMOREBpPt mugetpt
i nstead,ngp MORE wi | | have a pompunp
choose fr owi tthheTolgigslte. mode, user
softkey to switch between options:
Show Target Softkey

Al Isoowetro remove target softkey by
ofhfookat screen and transfer scre
Custom Softkey Layout
Enabl es/ Di sables custom softkey |
Enforce Softkey Layout Position
Whether to enforce the custom softkey layout position.

When enabled, GUI wil] still pres
is unable to show.

Hi de System Softkey on Main Page
Conf isgtuor e hi de t he syst em( Njeexnte,r a
Forwar dAI Il , Redial) on main page.
Di aling State

L

Custom softkey | ayout when devi cce
Avail 8bfek®ywe®snebook(BT) , BT On/ C
Conf Room, Redi al, Di al , Backspace¢
Onhook Dialing State
Custom softkey | ayout when devi cc¢
Avail abl e PShoofntekbeoyosk:( BT) , Direct!| P
Ri nnggi St at e
Custom softkey | ayout when devi cce
Avail abl e Ahosfwekrey sRej ect , CRdd wargd
Calling State
Custom softkey | ayout when devi cce
Avail abl e BSlo fGQnkeOfsf:, EndChhRbomReC:
Cal | Connected State
Custom softkey | ayout when devi cce
Avail abl e PBhondn&klegsk ( BT) , BT On/ C
Conf Room, Conf Cal |, Cancel, New
Di al DTMFCCe BtSer ,d Re@r/lho0f f (UCM) , F
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Call Park(UCM) , PrivateHol d, Cal ||
T Conference Connected State

Custom softkey | ayout when devic
St at e.
Avail abl e BSlofGnk/eQfsf:;, EndCal | , Kick.

T On Hol d State
Custom softkegevVviay®uits wheaer On F

Avail abl e Reootnkfe,y sResume, Transf e
T Cal l Fail ed State

Custom softkey | ayout when devi cc¢

Avail abl e EhodfCGaklely,s :ReConf, Conf RoO
T Transfer State

Custom sof whey ldayoet i s under T

Avail abl e BSlofGnk/eQfsf:;, Cancel, Bl in
T Conference State

Custom softkey | ayout when devi cce

Avail abl e BSlofank/eQfsf:;, Cancel, Dial

Assigns a function to the corresponding Softkeys. GXP2140, GXP2160 and
GXP2170 supports 3 configurable Softkeys; GXP2130/GXP2135 supports 2
configurable Softkeys.
Note: The first and last Softkeys are reserved for Exit/More functionality.
The key mode options are:
I Speed Dial
Select the Account to dial from. And enter the Speed Dial number in the
Value field to be dialed.
I Speed Dial via active account
Similar to Speed Dial but it will dial based on the current active account.
For example, if the phone is offhook and account 2 is active, it will call
the configured Speed Dial number using account 2.
1 Voice Mail
Select Account & enter the Voice Mail access number in the Value field.
I Call Return
The last answered calls can be dialed out by using Call Return. The
Value field should be left blank. Also, this option is not binding to the
account and the call will be returned based on the account with the last
answered call.
1 Intercom
Select Account, and enter the extension number in the Value field to do
the intercom.
1 LDAP Search
This option is to narrow the LDAP search scope. Enter the LDAP search
base in the Description field. It could be the same or different from the

L
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Base in LDAP configuration under Advanced Settings. The Base in

LDAP configuration will be used if the Description field is left blank. Enter

the LDAP Name/Number filter in the Value field.

Forexample:l f users set MPK 1 as ALDAI
set filters:

Description -> ou=video,0u=SZ,dc=grandstream,dc=com

Value -> sn=Li

Since  the Base for LDAP  server  configuration is

fdérandstream, dc=como, fou=video
LDAP search scope. fAsn=Lio is the
i CallLog

Select Account and enter account number in the Value field to access to
the Call Log of that selected account.

1 Menu
Select this feature in order to display the Menu from the MPK buttons,
no field dis required for configuration.

1 Information
Select this feature in order to display the Information popup to show the
firmware version, MAC address, IP address and IP Settings from the
MPK buttons, no field dis required for configuration.

Message
Select this feature in order to display the Message menu from the MPK
buttons, no field dis required for configuration

Extension Boards

EXT setting (Available
only for
GXP2140/2170)

EXT (1-4) (Available
only for
GXP2140/2170)

i One Page Display Mode

Each extension board only shows 20
be displayed on 4 connected boards
1 Sync Backlight with LCD

I f set to yes, the Extension Baeadaek
Assigns a function to the corresponding Extension Board key.

The key mode options are:

1 None
Select this option in order to disable the key.
1 Speed Dial

Select the Account to dial from. And enter the Speed Dial number in the
Value field to be dialed, or enter the IP address to set the Direct IP call
as Speed Dial.

i Busy Lamp Field (BLF)
Select the Account to monitor the BLF status. Enter the extension
number in the Value field to be monitored.

I Presence Watcher
This option has to be supported by a presence server and it is tied to the

L
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fDONot Di sturbo st aktensonof t he phon

1 Eventlist BLF
This option is similar to the BLF option but in this case the PBX collects
the information from the phones and sends it out in one single notify
message. PBX server has to support this feature.

I Speed Dial via active account
Similar to Speed Dial but it will dial based on the current active account.
For example, if the phone is offhook and account 2 is active, it will call
the configured Speed Dial number using account 2.

1 Dial DTMF
Enter a series of DTMF digits in the Value field to be dialed during the
c alEhable MPK Sendi nlppstblieMEead t o fAYeso

1 Voice Mail
Select Account and enter the Voice Mail access number in the Value
field.

1 Call Return
The last answered calls can be dialed out by using Call Return. The
Value field should be left blank. Also, this option is not binding to the
account and the call will be returned based on the account with the last
answered call.

1 Transfer
Select Account, and enter the number in the Value field to be transferred
(blind transfer) during the call.

1 Call Park
Select Account, and enter the call park extension in the Value field to
park/pick up the call.

1 Monitored Call Park
Select account from Account field, and enter the call park extension in
the Value field to park/pick up the call, and also monitor the parked call
viaLi ne Iligety 6 s

1 Intercom
Select Account, and enter the extension number in the Value field to do
the intercom.

1 LDAP Search
This option is to narrow the LDAP search scope. Enter the LDAP search
base in the Description field. It could be the same or different from the
Base in LDAP configuration under Advanced Settings. The Base in
LDAP configuration will be used if the Description field is left blank. Enter
the LDAP Name/Number filter in the Value field.
For example:
fusers set MPK 1 as ALDAP Search¢
Description -> ou=video,0u=SZ,dc=grandstream,dc=com
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Value -> sn=Li
Since  the Base for LDAP  server  configuration is
Afdé8andstream, dc=como, Afou=video
LDAPsear ch scope. Aisn=Li 0 is the ex

1 Conference
Al'l ow user t®us e®tosteh Kiery Mwl fiiCon f ¢
a conference. By setting the ext
users wil|l be aitvhgy tonhetéenmwatebn
assigned MPK button.

I Multicast Paging
This option is for multicast sending. Enter Line key description in
Description field and multicast sending address in Value field.

1 Record
This option is for Recording calls. Enter Line key description in
Description filed and the recorded extension number in Value field.
Please make sure whether your VOIP provider supports this feature
before using it.

i CallLog
Select Account and enter account number in the Value field to allow
configuration of call log for other extension.

1 Menu
Select this feature in order to display the Menu from the MPK buttons,
no field dis required for configuration.

1 XML Application
Select this feature in order to start the XML Application from the MPK
buttons, no field dis required for configuration.

1 Information
Select this feature in order to display the Information popup to show the
firmware version, MAC address, IP address and IP Settings from the
MPK buttons, no field dis required for configuration.

1 Message
Select this feature in order to display the Message menu from the MPK
buttons, no field dis required for configuration.

Settings A Web Service

Use Aut o L oc Configurestoenable or disable auto location services on the phone. (Reboot
Service Required). The default setting is fAYeso

Configures to enable or disable weather update on the phone. The default
Enabl e Weatt

setting is AYeso.
Updat e

| f set to ANoo, the weather i nform

. Configures weather city code for the phone to look up the weather
City /Codlef

Defined Cit)

information.
The default setting 1is AAut omati c
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obtained based on the IP location of the phone if available. Otherwise,
specify the self-defined city code. For example, USCA0638 is the city code
for Los Angeles, CA, United States.
Updat e | nt er Specifies weather update interval (in minutes). Default value is 15 minutes.
Specifies the degree unit for the weather information to display on the phone.
Degree Uni t Usercould choose Fahrenheit, Celsius, or Auto to display the degree unit.
The default setting is fAAutoo.
Enabl e Cur r ¢ Configures to enable or disable currency update on the phone. The default
Updat e setting is fiYeso. I f set to ANooO,
Configures currency code for the phone to look up and display the currency
Currency Co c information. The default setting is:
FEUR/USD;GBP/USD;CAD/USD;AUD/USD;CNY/USD;JPY/USDO

Settings A XML Application

Configures the server path to download the idle screen XML file. This field
could be IP address or URL, with up to 256 characters.

Server Pat h

Specifies the Softkey name displayed on the idle screen for the users to enter
Softkalel XML application.
ThedefautSof t key Label is AXMLAppO.

Def aul t Bac}l Entersa colorto use in HEX format. Default will be transparent.
Col or E.g. #000000. Reference: http://htmlicolorcodes.com

Permits to block auto-switching to call screen when XML application is
running. Default is disabled.

Bl ock Cal l g

. AOx1 OE O0ACA $AEET EOQOEIT O

Tabl2Net work Page Definitions

Network A Basic Settings
Internet Protocol Selects Prefer Ipv4 or Preferlpv6. The def ault sew4d.ng
Allows users to configure the appropriate network settings on the phone to
Ipv4 Address obtain Ipv4 address. Users could select iDHCPQ fStatic IPoor fPPPoEQ By
default, it is set to iDHCPa
. Specifies the name of the client. This field is optional but may be required by
Host name (Option 12) , )
some Internet Service Providers.

Used by clients and servers to exchange vendor class ID. The default setting
DHCP Vendor ClassID is AGr andstr e amforGXP2ZLI03®0Gr andstr eamfor(

(Option 60) GXP214L0andistr eamf GKP&BEXPQA60, AGran
for GXP2170 and fAiGrandstream GXP21

PPPoE Account ID Enter the PPPoE account ID.

PPPoE Password Enter the PPPoE Password.

PPPoE Service Name Enter the PPPoE Service Name.
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Ipv4 Address

Subnet Mask
Gateway

DNS Server 1

DNS Server 2
Preferred DNS Server

Ipv6 Address Type

Static Ipv6 Address

Ipv6 Prefix Length

Ipv6 Prefix

DNS Server 1
DNS Server 2

Preferred DNS server
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Enter the IP address when static IP is used.

Enter the Subnet Mask when static IP is used for Ipv4.
Enter the Default Gateway when static IP is used for Ipv4.
Enter the DNS Server 1 when static IP is used for Ipv4.
Enter the DNS Server 2 when static IP is used for Ipv4.
Enters the Preferred DNS Server for Ipv4.

Allows users to configure the appropriate network settings on the phone to
obtain Ipv6 address.

Users could select Muto-configuredo or fStatically configuredo for the Ipv6
address type.

Enter the static Ipv6 address when Full Static is used in fStatically
configuredolpv6 address type.

Enter the Ipv6 prefix length when Full Static is used in fStatically configuredo
Ipv6 address type.

Enter the Ipv6 Prefix (64 bits) when Prefix Static is used in fStatically
configuredolpv6 address type.

Enter the DNS Server 1 for Ipv6.

Enter the DNS Server 2 for Ipv6.

Enter the Preferred DNS Server for Ipv6.

Network A Advanced Settings

802.1X mode

802.1X Identity
MD5 Password

802.1X CA Certificate

802.1X Client
Certificate

HTTP Proxy

HTTPS Proxy

Bypass Proxy For

Layer 3 QoS for SIP

Layer 3 QoS for RTP

Allows the user to enable/disable 802.1X mode on the phone. The default
value is disabled. To enable 802.1X mode, this field should be set to EAP-
MD5, users may also choose EAP-TLS, or EAP-PEAP.

Enter the Identity information for the 802.1x mode.

Enter the MD5 Password for the 802.1X mode.

Uploads / deletes the 802.1X CA certificate to the phone; or delete existed
802.1X CA certificate from the phone.

Uploads / deletes 802.1X Client certificate to the phone; or delete existed
802.1X Client certificate from the phone.

Specifies the HTTP proxy URL for the phone to send packets to. The proxy
server will act as an intermediary to route the packets to the destination.
Specifies the HTTPS proxy URL for the phone to send packets to. The proxy
server will act as an intermediary to route the packets to the destination.

t hat do
commas .

Enter host names not requi

be separated by
Defines the Layer 3 QoS parameter for SIP. This value is used for IP
Precedence, Diff-Serv or MPLS. The default value is 26.
Defines the Layer 3 QoS parameter for RTP. This value is used for IP
Precedence, Diff-Serv or MPLS. The default value is 46.

L
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Layer 2 QoS
802.1Q/VLAN Tag

Layer 2 QoS 802.1p
Priority Value

PC Port Mode

PC Port VLAN Tag
PC Port Priority Value

Enable LLDP

LLDP TX Interval

GRANDSTREAM
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Enables auto configure for VLAN settings through DHCP. Disabled by
default.

Assigns the VLAN Tag of the Layer 2 QoS packets. The default value is 0.

Assigns the priority value of the Layer2 QoS packets. The default value is 0.

Configure the PC port mode. When set to fiMirroredq the traffic in the LAN
port will go through PC port as well and packets can be captured by
connecting a PC to the PC port. The default setting is fEnableda

Assigns the VLAN Tag of the PC port. The default value is fDa
Assigns the priority value of the PC port. The default value is fDa

Controls the LLDP (Link Layer Discovery Protocol) service. The default
setting is AEnabl edo.

Defines LLDP TX Interval (in seconds). Valid range is 1 to 3600.

Network A Affinity Settings

Af fidupgport

Allows communication with GS Affinity CTI application to manage telephone
calls from computer. If enabled, a reboot is required to establish the
communicati on. Default is fADisabl e
GS Affinity CTI Application is available HERE and its User Guide HERE.

Pref eAaeaunt Selectsthe account on which CTI support is enabled.

Network A Bluetooth Settings

Bluetooth Power

Handsfree Mode

Bluetooth Name

Configures Bluetooth to power on, off or off with hiding menu from LCD.
Default setting is fAOno.

Configures to enable / disable Bluetooth handsfree feature. Default setting is
iof fo.

Specifies the Bluetooth device name.

Network A OpenVPN® Settings

OpenVPN® Enable

OpenVPN® Server
Address

OpenVPN® Port

OpenVPN® Transport

OpenVPN® CA

OpenVPN® Certificate

Enable/Disable OpenVPN® feature. Default is No.
Specify the IP address or FQDN for the OpenVPN® Server.

Specify the listening port of the OpenVPN® server. Default is 1194.

Specify the Transport Type of OpenVPN® whether UDP or TCP. Default is
UDP.

Click on AUploado to upload t h&FoCa
new upload, users could clickonfiDel et ed0 to erase t
then upload a new one.

Click on fAUpl oad o0 ® tedificatep Fooaanew uplpad, nseérB
could click on fADeleteo to erase t
one.

L
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OpenVPN® Client Key

OpenVPN® Cipher
Method

OpenVPN® Username

OpenVPN® Password
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Click on AUpl oado®Key. Far phew aptbad upeesmcovlB
click on fiDeleteo to erase the | as
Specifies the Cipher method used by the OpenVPN® server. The available
options are: Blowfish, AES-128, AES-256 and Triple-DES. Default setting is:
Blowfish.

Configures the optional username for authentication if the OpenVPN server
supports it.

Configures the optional password for authentication if the OpenVPN server
supports it.

- AET OAT ATSAAAERIAEDET T O

Tabl® MeinanRaegzefinitions

Maintenance A Web Access

New Password

Confirm Password
Current Pass
Newassword

Confirm Password

Set new password for web GUI access as User. This field is case sensitive.
Enter the new User password again to confirm.

The current admin password is required for setting a new admin password.
Set new password for web GUI access as Admin. This field is case sensitive.

Enter the new Admin password again to confirm.

Maintenance A Upgrade and Provisioning

Upgrade Firmware

Firmware Upgrade and
Provisioning

Al ways Aut he
Before Challl

Al | DWCP Op43
and Op66 oQwv e
Server

Addi ti onal de€
DHCP Opti on

Allows users to upload the firmware file locally by pressing Start, after
selecting the correct firmware file from the local storage, the phone will start
the firmware upgrade automatically.

Specifies how firmware upgrading and provisioning request to be sent:
Always Check for New Firmware, Check New Firmware only when F/W
pre/suffix changes, Always Skip the Firmware Check.

The default setting is AAl ways Che

Only applies to HTTP/HTTPS. If enabled, the phone will send credentials
bef ore being challenged by the ser

Default setDbDHEB optiidms66 oriiggmad
TFT®ervater Lars ietxtwndedanhoHSTP BGUR
p h o nsewsp ploatth TFTP andvHaAaT®PpbeWIerbBsH
use DHCP opticmpe4B8fveoddbi omi s. D
approach has priorities.

When enabled, users could select O
firmware server instead of wusing t
server from option 43 and option ¢
optior wiflflechi ve only when option
66 to Override Servero is enabl ed.
The defaulMlometting is

L
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Al | DWCP Opt i

. Enables DHCP Option 120 from local server to override the SIP Server on
120override

the phone. The default setting is "No".
Server

Enables automatic provision feature on the phone when 3CX is used as the
3CX Auto Pro L
SIP server. The default setting is "Yes".

Aut omat i ¢ Up Enables automatic upgrade and provisioning. The default setting is "No".
Defines the hour of the day to check the HTTP/TFTP server for firmware

Hour of t-B8) . o )
upgrades or configuration files changes. The default value is 1.

Defines the day of the week to check HTTP/TFTP server for firmware
Day of th&)W _ L :
upgrades or configuration files changes. The default value is 1.

Di sable SI P Device wil/ not chall enge N.OdfdulEs¥tting
Aut henti cat i isfNoa

Config

Allows users to choose the config upgrade method: TFTP, HTTP or HTTPS.
ConfUpggrade ° . . . ~
The default sSStting is AHTTP
Confi g Ser ve Definesthe server path for provisioning.
ConfHTgT P/ HT T |
User Name
ConfHTgT P/ HT T |

Password

The user name for the HTTP/HTTPS server.

The password for the HTTP/HTTPS server.

Enables your ITSP to lock configuration updates. If configured, only the
Config Fil e configuration file with the matching encrypted prefix will be downloaded and

flashed into the phone.
Enables your ITSP to lock configuration updates. If configured, only the
Confi g Fil e configuration file with the matching encrypted postfix will be downloaded and
flashed into the phone.
XML Conf i g F The password for encrypting XML configuration file using OpenSSL. This is
Password required for the phone to decrypt the encrypted XML configuration file.
Authenticate Conf File  Authenticates configuration file before acceptance. Default setting is "No".
Download Device i . . L
) _ Clicks to download phone®& configuration file in .txt format.
Configuration
Upload Device ' -
. , Uploads configuration file to phone.
Configuration

Firmware

. Allows users to choose the firmware upgrade method: TFTP, HTTP or
Firmware Upg . . . 5
HTTPS. The default sS8&tting is AHTTP
Firmwar e Ser Definesthe server path for the firmware server.

Fir mwAT EBP/ HT
User Name

The user name for the HTTP/HTTPS server.
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Firmware Fil

Firmware Fil
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The password for the HTTP/HTTPS server.

Enables your ITSP to lock firmware updates. If configured, only the firmware
with the matching encrypted prefix will be downloaded and flashed into the
phone.
Enables your ITSP to lock firmware updates. If configured, only the firmware
with the matching encrypted postfix will be downloaded and flashed into the
phone.

Maintenance A Syslog

Sysl og Proto

Sysl og Serve

Sysl og Level

Sysl og Keywo
Filtering

Send SIP Log

Show I nterne
Message

Auto Recover From
Abnormal

USB Console Log

If set to SSL/TLS, the syslog messages will be sent through secured TLS
protocol to syslog server. Default setting is UDP.
Note: The CA certificate is required to connect with the TLS server.

The URL or IP address of the syslog server for the phone to send syslog to.

Selects the level of logging for syslog. The default setting is "None". There
are 4 levels: DEBUG, INFO, WARNING and ERROR.
Syslog messages are sent based on the following events:
Product model/version on boot up (INFO level);

NAT related info (INFO level);

sent or received SIP message (DEBUG level);

SIP message summary (INFO level);

inbound and outbound calls (INFO level);

registration status change (INFO level);

negotiated codec (INFO level);

Ethernet link up (INFO level);

SLIC chip exception (WARNING and ERROR levels);
Memory exception (ERROR level).

= -4 & a2 a2 _a _a 2 _a -9

Syslog will be filtered based on keywords provided. If you enter multiple
keywords, it shoul d b e Pleagse mata that modspadtey ared
allowed.

Configures whether the SIP log will be included in the syslog messages. The
default setting is "No".

Note: By setting Send SIP Log to Yes, the phone will still send SIP log from
syslog even when Syslog Level set to NONE.

If enabled, the internet down warning message will display when internet is
down.

If set to firesq the phone will automatically recover when running abnormal.
The default setting is fAYeso.

If enabled, console log will be saved into USB drive.

Maintenance A Language

Di splay Lang

Selects di spl ay hloaihrdgeiraggearoen 2 hel an

L
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as di spl ay |l anguage, user coul d
Languageo as display | anguage. The

Configure the defTahuel td eifnapultt ssEa tetEiti

Default I npuMul-Tap muhpito switch character
Shiftadllect input from avail able c¢

Aut o | anguagThis isom$éeédutre ¢ he device to down

downl oad from seflierdefadNat setting is

Maintenance A TR-069

ACS URL URL for TR-069 Auto Configuration Servers (ACS).
TRO6B8ser name ACS username for TR-069.

TRO6Basswor d ACS password for TR-069.

Enables periodic inform. If set to "Yes", device will send inform packets to

Periodic I nf .
the ACS. The default setting is "No".
Periodic | nf D . .
| nt | Sets up the periodic inform interval to send the inform packets to the ACS.
nt erva

Connection R

The user name for the ACS to connect to the phone.
User name

Connection R
The password for the ACS to connect to the phone.
Password

Connection R

560 i The port for the ACS to connect to the phone.

CPEBSL Cert i f The CertFileforthe phone to connect to the ACS via SSL.

CPEBSL Pr Kewt The Cert Key for the phone to connect to the ACS via SSL.

Maintenance A Security SettingsA Security

Configures the access control for
There are three different options:
f Unrest rAlclt etdhec aomptheonascic elssyepmpad M
f Basic sett:iThgssl Ponolpyti on under aRl

Net wor k, Upgr ade, UCM Detecd wm
Configuratio System s wbmbireno atv aiin albC Menu.
Keypad Menu § Constraintheiomhe wil l require adi

changd&etiwoer k, Upgrade @amtdiudhr@setr o 1S
sbmenuand Slufhdoept iPbhnone submenu ¢
f Locked Mdhakee:phone menu and chang
di sabl ed.
The def aulst fAslentrteisntgr i ct edo.

I f s"¢e'stbhe keypad can be | ocked b
Enabl e STAR

K dc KLi * key for about 4 seconds. A |l ock
e aodc kLi n
o g |l ockethe default setting is "Yes"
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NotWwWhen the keypad niescdpaoeksdandsénp
* key for about 4 seconds again an

Password to Configures the password to [ ock/ un
Lockl/lWwck

SIALS Cert i f SSLCertificate used for SIP Transport in TLS/TCP.

SI PLS Pri vat SSLPrivate key used for SIP Transportin TLS/TCP.

SIALS Privat SSLPrivate key password used for SIP Transport in TLS/TCP.

Password

Web Access N Sets the protocoThdeddauwedab siertttdrnfgad
Configures the HTTP port under t h
setting is fA800.

HTTP Web Por

Configures the HTTPS port under t|
sett i@ 3i s
Di sabl e SSH Disabl easc cHBhHe default setting is n

HTTPS Web Po

Speci fies the time in minutes tha
Web/ Keypad/ R i )
|l ocked out to user after five | ogi
|l ogin, STAR ckkeyapnadd LutnD r estri ct mo-c

60 minutes.

mode Lockout
Dur ati on

Maintenance A Security SettingsA Trusted CA Certificates

Al | owpl oarddu d e | @AtCertifitate &le to phone.
Trusted CA CNotlEsers can either upload the fil
to provision it from their c¢cfg. xml

Maintenance A Packet Capture

Di splays packeWheaptusre Statruws. to

St atus . N )
show ARUNNI NGO status, ot her wi se,
Capture LocalLocation where the capture will be
. Defines whet her tfhd ep acokneta i ailespedRuldRe
With RTP Pac . : ~ 5
setting Iis fANoO.
USB Fil ename Filename of the capture. Only requ

OEITTAATTE OACA S$SAEETEOQOEITO

Tabl4Phonebook Page Definitions

Phonebook A Contacts

SearBRar Al | ows sesaercfhdarngphonebook entries.
Speicéeont act 6s First Name, Last Nar
Add Cont act :
Groups to add one new contact in p
EdiCobont act Edits seheated c
Del ete Al I (Deletes all contacts from phoneboo
P agler6
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Phonebook A Group Management
Add Group Speci fi & n@Grmeupg o add new group.

Edit Group Edits selected group.

Phonebook A Phonebook Management

Configures to enable phonebook XML download. Users could select
HTTP/HTTPS/TFTP to download the phonebook file. The default setting is
"Disabled".

Enabl e Phone
XML Downl oac

HTTP/ HTTPS |
Name

HTTP/ HTTPS
Password

The user name for the HTTP/HTTPS server.

The password for the HTTP/HTTPS server.

Phonebook XN Configuresthe server path to download the phonebook XML. This field could
Server Pat h belPaddressor URL, with up to 256 characters.

Configures the phonebook download interval (in minutes). If it's set to 0, the
Phonebook Dc

Interval automatic download will be disabled. The default value is 0. The valid range
v

is 5 to 720 minutes.
Remove Manu:
edited Entri
Downl oad

If set to "Yes", when XML phonebook is downloaded, the entries added
manually will be automatically removed. The default setting is "Yes".

Sort phonebook based on the selection of first name or last name. The
default setting is fALast Nameo.

Sort Phonebc

Downl oad XMl
Phonebook

Upl oad XML
Phonebook

Click on "Download" to download the XML phonebook file to local PC.

Click on "Upload" to upload local XML phonebook file to the phone.

Control the behavior of phonebook key. There are five options: Default, LDAP
Phonebook Ke Search, Local Phonebook, Local Group, and Broadsoft Phonebook. The
Functi on def ault setting is fDg phonelLEDOwil shol e
five options.
Def aul t s e ar Configuresdefault phonebook searchmode.De f aul t s eitctki nny

Phonebook A LDAP

Configures the LDAP protocol to LDAP or LDAPS. The default setting is
fi L D AIBD&PS is a feature to support LDAP over TLS.

LDAP Protocc

Server Addr e Configuresthe IP address or DNS name of the LDAP server.

Port Configures the LDAP server port. T

Pagle?7
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Configures the LDAP search base. This is the location in the directory where
the search is requested to begin.

Base Example:
dc=grandstream, dc=com

ou=Boston, dc=grandstream, dc=com
> . Configures the bind "Username" for querying LDAP servers. Some LDAP
ser ame
servers allow anonymous binds in which case the setting can be left blank.

Configures the bind "Password" for querying LDAP servers. The field can be
left blank if the LDAP server allows anonymous binds.

Password

Configures the filter used for number lookups.

Examples:

(I(telephoneNumber=%)(Mobile=%) returns all records which has the
LDAP Number . . . ,

"telephoneNumber" or "Mobile" field starting with the entered prefix;

(&(telephoneNumber=%) (cn=*)) returns all the records with the

"telephoneNumber" field starting with the entered prefix and "cn" field set.

Configures the filter used for name lookups.

Examples:
(I(cn=%)(sn=%)) returns all records which has the "cn" or "sn" field starting

LDAP Name FEi with the entered prefix;
((sn=%)) returns all the records which do not have the "sn" field starting with
the entered prefix;
(&(cn=%) (telephoneNumber=*)) returns all the records with the "cn" field
starting with the entered prefix and "telephoneNumber" field set.

Selects the protocol version for the phone to send the bind requests. The
default setting is "Version 3".

LDAP Versior

Specifies the "name" attributes of each record which are returned in the
LDAP search result. This field allows the users to configure multiple space

separated name attributes.
LDAP Name At

Example:

gn

cn sn description

Specifies the "number" attributes of each record which are returned in the

LDAP search result. This field allows the users to configure multiple space
LDAP Number separated number attributes.
Attributes Example:

telephoneNumber

telephoneNumber Mobile

Configures the entry information to be shown on phone's LCD. Up to 3 fields

i can be displayed.
LDAP Displ ay

Example:
%cn %sn %telephoneNumber

Pagler8
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Sort Resul t ¢
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Specifies the maximum number of results to be returned by the LDAP server.
If set to O, server will return all search results. The default setting is 50.
Specifies the interval (in seconds) for the server to process the request and
client waits for server to return. The default setting is 30 seconds.

Specifies whether the searching result is sorted or not. Default setting is "No".
Configures to enable LDAP number searching when dialing and receiving
calls.

Configures the display name when LDAP looks up the name for incoming
call or outgoing call. This field must be a subset of the LDAP Name Attributes.
Example:

gn

cn sn description

Tabl® BLF LED Patterns

Patt:erAmal og

Ca®l st ¢ Light Indic Cakl st a Light I ndic
Of f I i of f Oof flin of f
I dI e Solid Gree I dlI e Solid Gr et
Tryi ni Solid Red Trying Solid Red
Tal ki r Solid Red Tal ki n Solid Red
Proceec FIl ashing R Proceed So|Redd
Il ncomin FIl ashing R | ncomi n Fl ashing F
Ca!l st Light Indic Ca®l st at Light I ndi
Of f I i of f Of f I i ni Oof f
Pagler9
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I dl e Solid Gree | dlI e SolRedd
Tryin FIl ashing Gr Trying Soldrde en
Tal kit Solid Red Tal ki nc Soldrde en
Procee: . ] .
. , FIl aslkr egn Proceedi FIl ashing G
(I ni ti
Procee: . . .
_ FIl ashing R Il ncoming Fl ashing G
(Recei
I ncomin FIl ashing R
Mod&eser vVRad) Mod&eseriveérdeen)
Cak|l st ; Light Indic CaGst at € Light I ndi
) Of fExtension I . Of fExtensi or
Oof f I i Of f I i ni
of f) |l con: of f
Of(fExt ensi on I Of fExt ensi or
I dlI e | dI e
I dI e) l con: 1dI
Tryin Solid Red Trying SolGQGrde en
Tal kit Solid Red Tal ki n¢ Soldrde en
Procee: So lRedd Proceedi Soldrde en
Il ncomin Fl ashing R l ncoming FIl askr pgn
%OAT Ol EOO ", & , EOOCATEI C 40AT ODP1T OO 001 O1 AT

1 Web Configuration
User can findat héeEeUhAw cofo)EBInP SeA Basnigs Settings.

PaglB8O0

e GXP21XX Administration Guide



« OCRANDSTREAM

CONNECTING THE WORLD

Basic Settings

Settings

TEL URI ® Disabled ' User=phone ) Enabled
vork Settings
Settinas _ SIP Registration No ® Yes
Basic Settings Unregister on Reboot ® No D All U Instance
Custom SIP Headers A -
Register Expiration 60
Advanced Features
Session Timer Subscribe Expiration 60
Security Settings Reregister before Expiration ]
Audio Settings _ )
Enable OPTIONS Keep Alive ® No U Yes
Call Settings
ntercom Settings OPTIONS Keep Alive Interval 30

OPTIONS Keep Alive Max Lost 3

S
Local SIP Port 5060

S
SIP Registration Failure Retry 20

= Wait Time

4= SIP T1 Timeout 05sec v

+ SIP T2 Timeout dsec v
SIP Transport ® UDP W TCP W TLSITCP

® Transport Only ) Dual " Dual (Secured)

SIP Listening Mode
Dual (BLF Enforced)

SIP URI Scheme When Using

TLS sip '® sips
Outbound Proxy Mode #®in route ) not in route ) always send to
Support SIP Instance ID Mo ® Yes
SUBSCRIBE for MW * MNo U Yes

Fi gwrSel Pi stening Mode
1 Functionality
Based on option ASIP Transporto and new option ASIP Li
0

protocol it should Iistening t from the incoming requi

TLS/ TCP

Accept inco Accept inco Accept inco
requestUDPsi requestTCWPsi requestTLWBIIT
LRGN ICRmME Al | outgoin All outgoin All outgoin
will go UDwPt go outT@RiIin go outTWS/i

Pagl81l
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Accept inco Accept inco
request wusi request uls@F
TCP and UDP and UDP -

Al'l outgoin AlIl outgoin

will go UbDuwPt go outT@R i n

Accept inco Accept inco
request usi request usi
TLS/ TCP and - TLS/ TCP and
Al'l outgoin Al'l outgoin
wi |l I go UdDuPt go outTWwS/i
Accept inco Accept inco

request ulsGFrequest ulsdF

and UDP and UDP

Al | outgoin Al Il out goi n

Dual (BLF go outUDRin go outT@Ri n

Enforced) except for except for

BLF/ Eventli BLF/ Eventl.
subscriptio subscriptio
will add Tr will add Tr .

into the co into the co

14 3AOO0OET CO

If the devices are kept within a private network behind a firewall, we recommend using STUN Server. The
following settings are useful in the STUN Server scenario:

1 STUN Server
Under SettingsA General Settings, enter a STUN Server IP (or FQDN) that you may have, or look up
a free public STUN Server on the internet and enter it on this field. If using Public IP, keep this field
blank.

I Use Random Ports
It is under SettingsA General Settings. This setting depends on your network settings. When set to
"Yes", it will force random generation of both the local SIP and RTP ports. This is usually necessary
when multiple GXPs are behind the same NAT. If using a Public IP address, set this parameter to "No".

1 NAT Traversal
It is under Accounts XA Network Settings. Default setting is "No". Enable the device to use NAT
traversal when it is behind firewall on a private network. Select Keep-Alive, Auto, STUN (with STUN
server path configured too) or other option according to the network setting.
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"1 ETA 40AT O&E£AO Al B1AOAAWBMAA 40AT O&FAO

Th
t h
tr
at

i s
es t
t o,
tecdt ransfer

e user tri

ansferred

Fi gureBlind/ 8bf eskdBudr i ng

0
t he

EndCall

Fi gBreTra8sfeRewying

Cancel

transfer

fweoartkusr ewvh eAt bepn d ed Tir ans fAcCrad el a tFd e e s wikybn asibkeit ¢ Whoe ni

an Sonfgeiedygeaad kel jngftae puead
uSefrt kvidilyliindde na bl ¢ otSob b &Ryt Trmamédf e

04:19 AM
1002

1002%
00:00:04 Q@

1003

1001

Transfer
Cal l

04:20 AM

TRANSFER 1002
1003

1001

BlindTrnf AttTrnf Target

Cal |

$EOPI)AGAOOACA 1,4A®L O

Du

text

LC

acti
def i
di spl ay

ring an

dat a
D will

vV e
ned,

ca

t he
fiTot al

, i f rtehceutepsitase mescaigee o8y dvine s &
be displayed t h

ned i he SI P mess:é¢

wi ||
def i

content
$50

on

as n t

T o o

TUGZL ZUL53-UB-UZ UBIUZIIZs U9, T9U. TZL 199
10793 2015-06-02 06:02:13.096212000 209.190.121.194

136 2015-06-02 06:00:52. 348419000 192.168.78.139

165 2015-06-02 06:00:52.486721000 192.168.78.139
1110 2015-06-02 06:01:01.412646000 209.190.121.194
1746 2015-06-02 06:01:06.407798000 209.190.121.194
2386 2015-06-02 06:01:11.409775000 209.190.121.194
3035 2015-06-02 06:01:16.405856000 209.190.121.194
3704 2015-06-02 06:01:21.389838000 209.190.121.194

Frame 1110: 456 bytes on wire (3648 bits), 456 byres captured (3648 bits) on interface 0
ethernet II, src: Del1_04:85:71 (00:11:43:04:85:71), DST: Grandstr_5e:66:c3 (00:0b:82:5e:66:c3)
Internet Protocol version 4, Src: 209.190.121.194 (209.190.121.194), Dst: 192.168.78.139 (192.168.78.139)

T9Z. 108,78, 139
192.168.78.139

209.190.121.194
209.190.121.194

192.168.78.139
192.168.78.139
192.168.78.139
192.168.78.139
192.168.78.139

User Datagram Protocol, Src Port: 5060 (5060), DSt Port: 5064 (5064)

Session Initiation Protocol (MESSAGE)

Request-Line: MESSAGE sip:1014202@192.168.78.139:5064 SIP/2.0

Message Header
£ Message Body
= Line-based text data: text/plain
Total $5

v T30 REQUESTT
sIP 636 Request:
SIP/SDF 1015 Request:
SIP/SDF 1192 Request:

456 Request:

BYE STp T 92,108, 78, [397 50064 |
BYE s5ip:1014202@8192.168.78.139:5064 |

INVITE sip:2418712216@209.190.121.194 |
INVITE sip:2418712216@209.190.121.194 |

MESSAGE 51p:1014202@192.168.78.139:5064 (text/plain)

|
SIP 460 Request: MESSAGE 51p:1014202@192.168.78.139:5064 | (text/plain)
SIP 460 Request: MESSAGE sip:1014202@192.168.78.139:5064 | (text/plain)
sIP 459 Request: MESSAGE s1p:1014202@192.168.78.139:5064 | (text/plain)
SIP 459 Request: MESSAGE s1p:1014202@192.168.78.139:5064 | (text/plain)
= HEE e . warecacr e 4A1AAARAIAR 128 78 1AALEASA | feme Joladod

Fi gwbr eDi spl ay g%l PfeMée s 9a

LCD

GXP21XX Admi
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,ETE #1011 ATA
Thei kK | awer taon hawer vi ew about the port status,
FigwreLink Command
4,3 .ACI OEAQET I
TLS (transport layer security) is a common protocol, which provides privacy to your communication. It will
also manage the communication between IP phones to prevent the communications from tampering each
other.
The GXP21XX series support TLS 1.0 (RFC2246), 1.1 (RFC4346), and 1.2 (RFC5246)
7AAOEAO 5DAAO0A
To customize GXP2130/GXP2140/GXP2160/GXP2170/GXP2135 to display weather information for the
preferred city, users could go to web GUIA SettingsA Web Service page and enter the city code in the
following options:
EE \Vcb Service
*  Weather
Use Auto Location Service No ® Yes
Enable Weather Update No ‘® Yes
City Code ® Auto ' Self-Defined City Code
b
Self-Defined City Code
L
o Update Interval 15
& Degree Unit * Auto ') Fahrenheit © Celsius
Web Service Currency
Enable Currency Update No ® Yeg
Currency Code EUR/USD; GBP/USD; CAC
Fi gwrWweb Service
PaglB4
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By default, the City Code is set to "Automatic", which allows the phone to obtain weather information based
on the IP location detected. To use "Self-Defined City Code" option, please follow the steps below to
obtain the correct city code:

1. Inaweb browser, go to http://openweathermap.org/api

2. Enter the city name in the search field. For example, Boston, MA. And click on "SEARCH".

3. The searching result will show in a new window containing the weather forecast in the selected city.

WAEOET C #1171 OABREAIAT A #1 EAE
From GXP2130/GXP2140/GXP2160/GXP2170/GXP2135 Web GUI, users could view contacts, edit

contacts, or dial out with Click-to-Dial feature E on the top of the Web GUI. In the following figure, the

Contact page shows all the added contacts (manually or downloaded via XML phonebook). Here users
could add new contact, edit selected contact, or dial the contact/number.

Before using the Click-To-Dial feature, make sure the option "Click-To-Dial Feature” under web

v,
GUIA SettingsA Call Features is turned on. If no account registered, the icon will be in grey L&&; If click

to dial is disabled, but account is registered, the icon will be in green, and clicking on the icon will do nothing.

When clicking on the E icon on the top menu of the Web GUI, a new dialing window will show for you

to enter the number. Once Dial is clicked, the phone will go off hook and dial out the number from selected
account. Please see Figure 11 in the following pages for more details.

Additionally, users could directly send the command for the phone to dial out by specifying the following
URL in PC's web browser, or in the field as required in other call modules.

http://ip_address/cgi-bin/api-make_call?phonenumber=1234&account=0&password=admin/123

In the above link, replace the fields with

I ip_address:
Phone's IP Address.

T phonenumke8rd=

The number for the phone to dial out

f accouwnt =
The account index for tHexphsneée t ofroma&eonamaudrdtl, 2Ihe2 ifnor
3, and etec.

T passwarddnd h 2 3
The admin | oginupassivogidn pphaosnsewesr dVeb GUI
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 C|icdiab

availabl €

Addcont ac \

\ Edit con

Fi gwBrWeb GBhonebACoknt act s

Fi gwrGl i-tcdi al
7AA"'5) $AEADBI O 0AOCOxI OA 7AO0TEIC - AOOACA

When acceGsXiPRdL 3t0he2 140/ 218®r/ 2t1lved f i r st t i mer eomi mdst etrh e a
user to change the password and allowmoseéefytoboumbdnfy 1t

Fi gurO®war ni ng Password Message

SATA )T OOAT O - AOOACA
Instant messages are used to send text between IP Phones via SIP messages.
The GXP2130/2140/2160/2170/2135 allow users to send instant message with the instant message feature

on the top of the Web GUI as shown in the following figure.
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