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Any changes or modifications not expressly approved by the party responsible for compliance could void
the user's authority to operate the equipment.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions: (1)
This device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions, may cause harmful
interference to radio communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

1 Reorient or relocate the receiving antenna.
1 Increase the separation between the equipment and receiver.

1 Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

1 Consult the dealer or an experienced radio/TV technician for help.
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This document describes how WebGddnfiing srteantdlad oBWN MO U@ , \
GWN7610 as Master/ Slave architecture antembrareThet wnt
admi ni sPratvsehst t p: / / www. gr andstbr dralmwotaxlbem/ | favwNg®olrOts e r
Man wa l

This guide covers following topics:

Product Overview

Install ation

Getting Started

Using GWN7610 aAsc cStsasn dPeolionnte

Usi nUIN7G6 19 Master Access Point Controller

Net work Groups

Client Configuration

System Settings
LED Schedul e

Captive Portal
Bandwi dt h Rul es

Upgrading and Provisioning
Experiencin@DWihree IGBMNs7 Access Point

=A =4 =4 A4 -4 -4 -4 -4 -4 -4 -4 -4 -4
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This section documents significanGWtiénges maramapseviOa
maj or new features or major document wupdates are | istec
not documented here.

&EOI xAOA 6AOCOEIT p8m8rt8¢

T Included WPaAReo yf imndshake[VUeR28§54Bi |l ity

&EOI xAOA 6AOOETT p8m818cT

T Enhanced Cliaemd mdmadke mgnQlL IfEeENaTUrEGGNFI JGURATI ON

T Added support fOIFi €htileBrti Bgé dge

T Added support f.darggSylgslveg Server

T Added support for Confi.gWgbabHTeT R bPoXxlIt access port

]

Added suparitt fnon. iHinad dt/ iNwtids fi cati on
&EOI xAOA 6AOPEIT p8m8ac8

f No major changes.

&EOI xAOA 6A®®ETT p8m8o0

T Added support f orBABNDAWI WIiTdHt IRURWEISe s |

T Added support f oAl Iloewg alceyg 3d88cOy2 . Dlelvbi d e

T Added support for cOCfsbomwWr etkleesspBwwer

T Added support for be&tntadd er Ya@micleg Ecdhe @ir piro s e
T Added support f oraiflaivlieGgv eMasmeaest er |

T Addegt itoonssel ect b&®Sd DpBaAaNE8SI D |

T Added suppAdssfigmment BrniablReadDwmsdmi ¢ VLAN

T Added option to sel eM-Enoemgy €éB8aBModdleBl BGR)Y ep't
T Added opitnmiotn ctloi elnt s Wi awrdtesperCl$*InD [Li mit

T Added option to enabl e/ di sabAlel ®DMCPHOP ta ptni &rHs] &6 6 3a o &
&EOI xAOA 6AOOCEITT p8m8¢8pmy

Add&€adnt rppridteadacol secur iContemhdmrece Memmtt o[col] Security Er
Added supfEdrtcoin&@® co$CHEDUL E

Added sufmoenti vie[cRBTEYE PFORTAL

Added sup@ppgdrs t i fooiAaddiStSilobn a l SSI D under Same Network Gr
Added sumplis thédlaclheedul e

Adde&€d i ent | sol at i[@n eennth & nscoel naetnito n

Added suppoSryts litaog sltlomeon tmd o dNeslpU [y s] og

GWN7610 User Manu al
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&EOI xAOA G6AOQOEIT p8m8¢8p

T Addé&léw Overview Page

T Add&e@ Bl enhancement

T Added supProerstwofradr changl[€hangti Passwoold on first boot
T Add&€duntry ctoidicemtsoe Iseect up wi zard

&EOI xAOA 6AOOETT p8m8p8cyx

T This is the initial version

Pagles3
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Thank yopufohasing GranBeteeWmi SHANTS 1AcTchees sGWN7i6nlt0 i s a
hi glerf ormance 802. 11ac wireless access point for smal

of fices, commerci al | ocations-band Bx&8n8h MbMDi ceeschnbt o
sophisticated ant ennme tdweosrikg nt b rooru gnhapxuitfnivaacd vex pagred e d n\Yie
ensure easy installation and managelmesns , dit hter i GWN 7e6dl On
management design in which the con&Wehbulseerr iisntemleadded
alows each access point to manage a network of up to
seperate controller hardware/-cfbétware. and without a si |
This wireless access point can be paifroerd awdivtahn caendy QohS,r «
| at enectyi meeaappl i cations, 250+ client devices per AP and
the GWN7610 is an ideal wireless access point for | arg:

ACaution:

Changes or modi fications to this product not expressl:
product in any way other than as detailed by this User

Not¥eU#22850W0Ot of oGhantdskreamPdcoes are not affected by

old firmware are only aff-bciddeambde. cRhagsagrehen tbi
AWPA Securityohveulenerability
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Tabl:e GWNX¥ 6Tlec hni cal Speci fications

Wi-F i SARERNelEl | EEE 802. 11 a/ b/ g/ n/ ac

3x 2.4 GHz, gain 3 dBi, internal ante
Ant ennas

3x 5 dgdlizn 3 dBi , internal ant enna
|l EEE 802. 11ac: 6.5 Mbps to 1300 Mbps
| EEE 802.11a: 6, 9, 12, 18, 24, 36, 4
| EEE 802. 11n: 6.5 Mbps to 450 Mbps

| EEE 8012, 12Zb:5. 5, 11 Mbps
| EEE 802.119g: 6, 9, 12, 18, 24, 36, 4

Wi-F i Dat a

*Actluat hroughputntaggvanymdepefeawt 0 01 memd la
di stance beteweenrdevo Iinoperf @riemgeemwni rtch
devices in the network

2. 4 GHzd2 04®0 4835 GHz
Frequency | )
5GHz r5.diH0 250 GHz5. &50@6E8CL, | C, RCM)
2. 4G: 20 and 40 MHz
Channel B a
5G: 20,40 and 80 MHz

WEP, WPA/PAPKA2 WPA/EWRAZX pri se, ( ahKatchPk/iAEgS)

Wi-Fiand Syst - o )
boot and critical d adtiag/ictoanlt r s0il g nl aot cukr de

Security -
certificate and random default passwo

MI MO 3x3:3 2. 4GHz, 3x3: 3 5GHz

575175 Mmeters
CoverRgrge
*coverage range can vary based on environ

5G: 26dBm (FCC) / 20dBm (CE)
VERSUIBUNEE 2. 4G: 26dBm (FCC) / 17dBm (CE)

*Maxi mum power varies by country, frequen
2. 4G

802. BPWBM@11Mbps -7 68d0B2m @514gMb ps; 802. 111
-73dBm@MCS7; 802-701B ma@aMCI$Z :

5G

802. PUaBm@6 M@k, ¥TaBm@54Mbps; 802. 11a
-69dBm@MCS8; 802638dBm@MT80; 802.11lac 8

ReceiSveenrsi t
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1dBm@MCS?9

* Receiver sensiti vhiatnyd ,bv acrhiaensn ebly wfirdetghu eannc

SSIsD l16SSlispeaccess point

Concurrent pAHUE

NICRETA N LGN 2 X aut osensi ng 2T0 /ELtOhOe/r1n0e0t0 PBoarstes
'UIDENE-NAN 1 x USB 2.0 port, 1x Reset Pinhol e, 1x
Mounting I ndoor wal l mount or ceiling mount, Kk
LED 3 tolor LEDs for device tracking and

Net wor k Pr (EEAAES 802. 10Q, 802. 1p, 802. 1x, 802. 11e

Qo S 802.11e/ WMM, VLAN, TOS

Net wor k Embedded controll er i n @WNT®V@prad Jaiasis
VERMEKCNGCIREE Manage up to 50 GWN7610s in a network
ANTRA RSB Scepbbwadapt ati on upon auto detection o

DC I nput : 24VDC/ 1A
Power over Et hernet 802. 3af/ 802. 3at C

PoweamGr e en

Energy Eff|
Maxi mum Power Consumpti on: 13. 8W

Operati onCAMAC to 5
‘Storalg)e&:C t o 6OAC
Humi di.,t yo 90% oNnodnensi ng

Unit Di m2d@Si8dnx 205.3 x 45. 9mm; Uni t

Ph ) | Unit + Mounting XO08%.s3 D meM>S.Udint 50 MDmn
ystca Wei gGo0Og

Entire Packageb5bBi merdglivant B8venmPack:ag®0

SN - RN CGWN76802. 11ac Wirel edd sAP,QuMocukn tStnagr tK

o NNy FCC, CE, RCM, |C

Paglelé
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Beforeydagl and configOrindgethevGCWE7thhleeds to be prope
connecttehdeet awor k. This section describes detailed info
warranty pGWNZT&1l of the

wNOEDI AT O O0AAEACET C

Tab226&6WN7601Equi pment Packaging

Mai n Case Yes (1
Mounting Brack Yes (1
Cei INhwgnt i ng B Ye sl) (
Pl astic Expans Yes (3
M3 NUT Yes (3
Screw (PM 3 x Yes (3
Screw (PM 3.5 Yes (3
Quick I nstall a Yes (1
GPL License Yes (1

7. x0opmnt ! AAAOGO 0T ET O 01 000

Fi gur eGWN7610 Ports

TabB8e GWN7610 Ports Description

Power Power adapter connector (24V, 1A)
NET/ PoE Et hernet RJ45 ports pamd rltOiOR glEO8AEM b3pasf)/
NET Et hernet RJ45 port (10/ 100/ 1 OGWVONVIb6EO)r i
*%* USB pofftor( future | OT & | ocation base
RESET Factory reset button. Pr e sdse ffaourl t7 sseetc
Paglel?7
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0T xAO AT A #11T1TAAO '"7. xepm ! AAAGO 0T ET O
Step 1:
Connect one end of a RJ-45 Ethernet cable into the NET or POE/NET port of the GWN7610.

Step 2:

Connect the other end of the Ethernet cable(s) into a LAN port to your Network.

Step 3:

Connect the 24V DC power adapter into the power jack o1

of the power adapbéeeciptopawsurgetl et .

Not es:
T GWN7610 can be powed2dPaBGdFhyysRaotEHho B/IiNMET port . I n
scen&WNor,6 10 should be connected to the Router usi
T GWN7610 has a PoE detection daemon that wild.l mo n
all owabl e poeweitnsfroe alUStBi me.
Step 4:

Wait for the GWN7610 to boot up and acquire an IP address from the DHCP Server.

Figwkr eConnecting GWN7610
7AOOAI OU

I f the GWN7610 Wireless Access Point was puryc hwahseerde f r ot

the device was purchased for replacement, repair or r
Grandstr eam, contact our Technical Support Team for a
before the product is reesr ndédéd. rGrgdnddtor eraenmerdeys ewar r an

notification.

Pagles8
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7A1 T AT A- T#RIED E)IICOOAT 1 AGET 1
GWN7610 can be mounted on the wall or ceiling, pl ease
installation.
7AIT -1T010
Stepl:
Posi t inonuntthieng bracket at the desire;q t he
the arrow pointing up.
Step 2: 1 & 2
Use a pencil to mark the four mounti. hol
reticle hole DIA 25mm).
Step 3:
Il nsert screw anchors into the 5.5 n 1t
|
bracket to the wal/l by inserting the ‘ |l e al
Plastic Expansion | |
it |‘I ‘Il
Step 4: ﬂl ‘I‘
‘ |
Connect the power cable and the Ethe I‘I ‘ll
| \
ports of yleur GWN76 ‘|‘ ﬂl
| i
Step 65: Ll —
Fi ge:Wal |l MoSuretps 3 & 4
Al ign the ar r706@A®n wi hd GWN arrow on the |l ocking tab
of the mounting bracket and ensure t??‘- ot = fgor
the mounting bracket. L I|
Step 6:
Turn the GWNnDNalidckiwi sleocks into plac loc
tab.
Fi gwbrwal | MoSuretps 5 &
GWN7610 User Manual Paglko
Version21.0. 4.2
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#AEIETC -71610

Step 1:

Remove the ceiling tile.

Step 2:

Pl aceetihed ng backing plate in the cent ling

the mounting screw holes (screw hoIes,:i%{ﬁﬁbeﬁ,.iﬁ]lam[%omdlﬂetiiac
25mm) .

Ceiling MountingMaBrnauctket

Step 3:

Il nsert the screws through the mounti

Step 4:

Connect the power cable and the Ethe
ports of 7ye@ur GWN M3.0x50 screw

Fi gwrGeil i ngi Moamt3
Step 5:

Al ign the ar r7o6@A®n wi h é GWIheailocWi,(qi'\
i

of the mounting bracket and ensur

the mounting bracket and connect ===

Step 6:
Turn the GWN clockwise until it |
tab.

FigwBreCeilinigtMpu it

ANote:

= \
Ceiling mounting is recommended f |
FigwWreCeilindtMpwnts ¢

Pagl2o0
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' %4 4)3.4'1 24 %$

Th&WNBLWirel essPdicgmressvsi des awe bGdt uconhv¥éguration interf
management to give users access tbobh@GWN7 @8setawgpnf i gur at i

This sectionbwprtew densthtoewgt t onspadt aEDs, dWNTOVErarnde G
usietWe lGUI nt er.f ac

, %9 AOOAOT O
The panel of t he GWNM6GaltOt ehranss dfiofrf edriefnfter ent acti vities,

of the GWN76 &0 pwhveetrteedr uipt correctl vy, provisiomod, in up

details please refer to the below table.
Tabf:e LE®Dtterns

OFF Unis powered off or abnor mal power sup
Solid greUnis powered on.
Bl inking Fir mwardeat e i n progress.

Soldrdeen Fir mwaprdeat e successf ul
Solid recFir mwardeat e fail ed.
Blinking Unnhnbt provisioned.
Blinking Unptovisioning in progress.

Solid blutUnis provisioned successfully.

Pagl1l
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$EOAT OAO OEA ' 7. xopm
Once the GWN7610 is powered wup and connected to the
GWN76a48ing one of the below methods

- AOEG @ $EOAT OAO OEA '7.xoepmn OOETI C EOO -'# AAAOAOO
1. Locate the MAC address on the MAGT rtsagdeofoft heh eu dietv,i «
the package
2. Froancomputer connected to same Network as the GWNZ7E
the GWNs7 6MAC addr elsrsowseryour

For example, if a GWNZ760100 OhBa s8 2t:h8eBt MIAKS 2aBhdntessan be acce:
https://gwn 000bA28B8héeBBolwsenl /

B cwn7610 X |+

— O Ihttps://gwn_ooobs23b4ezs.|oca|/ I

GRANDSTREAM

CONNECTING THE WORLD

GWN7/610

Fi guroe Di scover the GWN7610 using its MAC Address
-ROET A ¢d S$EOAT OAO'GEAEOAIYADULIODET C
1. Downl oad a@GVWN DinssctoavlefrryoTmo otlthe f ol l owing 1| i nk:

http:// www. grandstream.com/sites/ default/files/ Reso

2. Opetnhe GWNDi scoverSyeTllooadt, def i c&k bhe net wor&camterfac
3. The tool wi || di scover all GWN7610 Access Points co
| P addmreassésr mware version

GWN7610 User Manu al
Version21.0. 4.2
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https://gwn_000b828b4e28.local/
http://www.grandstream.com/sites/default/files/Resources/GWNDiscoveryTool.zip

GRANDSTREAM

CONNECTING THE WORLD

4. Cl i cMamage [Deovibceetreed idriercectly to the GWN7610's conf |

in manually the displayed I P address on your browse
5| GWNDiscoveryTool | = & |
Help
Discovered Devices Total count : 5
gwn7510 - Slave Version :  1.0.3.21 i

Manage Device
MAC: 00:0b:82:8b:4e:28 IPv4: 192.168.6.54

gwn7610 - Slave Veersion : 1.0.3.21

Manage Device
MAC: 00:0b:82:8b:4d:d4 IPv4 @ 192.168.6.20

gwn7610 - Master Version : 1.0.4.20
Manage Device

m

MAC: 00:0b:82:8b:4d:d8 IPv4 . 192.168.6.27

gwn/e00 - Master Version : 1.0.3.19

Manage Device
MAC: 00:0b:82:8b:58:30 IPv4 @ 192.168.6.179

4 (LI 2

‘ select ‘ ‘ Scan ‘ ‘ Clear

Fi gurle GWN Di scovery Tool
Users can access thenWelGdUIGWNHh&E1l dF od diomvg mighhssme citew stso wa |
and usWelbthmteer face.

Pagl2s3
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5 OAERAA 5)
| A A ATORA 5 )

The GWN@mbedWetkerver responds to HTTPS GET/ POST reques
all ow users to confi gNerber a weerdesviclk a4 ridivagheisrod fto d ,E, Gdw
Chr oentec .

English v

GWN7610

Fi gur2e GWNOVBelbGUI Login Page
To acceWeslGthe

1. Make sure to use a computenetwanktche dGWHN76 h@. same | oc
2. Ensure the device is properly powered up.
3. OpenWabbr owser on the computer and type in the URL wu

Discover the GWN76100r t he | ®siaddr ebkef ofronhato:wi ng
httpgds: /A/Iddr ess

4. Enter t he @&dniomgiisnt raasntdorpas sWelklCd ntff ® gaic@ae¢ s ® nt Menu. The
admi n

admi ni strator's username and password are an

NotAgt first boot or after factory reset, users wil/l be
before accessWall nGWNT7GLE@.

The new pfaiseslwd rids cwistemaginmduamigu ghc hoafr a3c t @ssismgong password
incl deitngers, digits and special characters is recommen

Pagl2i4
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Change Password

New Password

Confirm New Password

Fi gur3e Change Password on first boot

7AA5) AT COACAO

Currently the GWN7610 series Web GUI supports English and Simplified Chinese.
Users can select the displayed language at the upper right of the Web GUI either before or after logging in.

GRANDSTREAM English

GWN7610

Fi gurde GWNGVEelbG U I Languagien page

Pagl2h
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S GWN7610 Firmware 1.0.4.20

Overview

Clients

AP Channel Distribution

GRANDSTREAM

CONNECTING

THE WORLD

English w admin

3

| OAOOEAx O0ACA

Fi gurse GWNIVEelbGU I

Language

Overview is the first page shown &k tenrt esru caccees.s fQule rlva geiv
provides an over al I& viinefw ronfia ttihoen GWNe7s6elnf0t ed i n a Dashboa
S GWN7610 Fmware1.0.4.20 ® o] 155 W English w admin [»
i AP Clients AP Channel Distribution
Overview
B Discovered 2
W z.4G 0 2.4G =
W online 1 0 12 3 4 5 6 7 8 9 10 11 12 13 14
Total LES o
Offline 0
5G -
R P & @ @ PP PRI LD R, 0,0, P
Top AP Last 1 day - Top SSID  Last 1 day -
No. Mame/MAC Type Clients  Usage~ Mo.  Mame Clients Usage~
There are no APs. There are no SSIDs.
Top Clients Al - Alert/Notification
No.  Mame MAC Address Download = Upload ... Critical
1 50:F0:D3:E5:85:E2 15.89MB 1.77MB B o unread /0 Total
2 48:4B:AA:08:3F:90 7218 4778 Major
‘ 0 Unread / 0 Total
E £8:38:70:3C:11:46 2068 3468
4 F4:B7:E2:BF:C9:D2 206B 3188 o Normal
1 Unread / 1 Total
Fi gur6e Overvi ew Page
Users can quickly see the statupmsl e@edsd hree fGAMN 7t6adl 0t Heo rf ali |
each item:
P a 2 6
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Tabbe Overview
Shows the numberstdhfatAaaces DiBaionte
AP Paired(Online) and Of" he. gbdseo:
Points page for basic and advanccé¢
Shows the total number of <connec

Clients connected to Esehs Chmapnw  _ _ickgont

page for more options.

Shows the Channel used for all/l A
AP Channel Dis )

Poi nt .

Shows the Top APs | i st, users ma

connected to each AP or data usa
Top AP

Users may tokgonto Access Poin

advanced configur &AtPison options f ¢

Shows the Top SSIDs list, users n
Top SSID connected to each SSID or data us

Users may = tiekgont o Networ k Grou

Shows the Top Clients 1|ist, user
Top Clients upl oad or downl oad. ser gomay CIli

more options.

Shows 3 types of Alert/ Noti fi cadls
Al ert/ Noti fica
can ¢ dlo pop up the | ist of Al el

Note that Overview page in addition to other tabs can I

by clnk'innghe upper bar menu (Default is 15s).
SAORADDPI U #EAT CAO

When clicking on "Save" button afteWelkdhf pggebsngAomesha
mentioning the numberonmnftitdhhangeesr winéhuappear

s GWN7610 Firmware1.0.4.20 You have 10 changes not applied. Apply | Revert |

Fi gurrfAppChanges

Clicbuttonytohapg|$|dro undo the changes.

Pagl27
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53).' "7.x0pTm '3 341 .$1 ]/ .% | ##

The GWN7610 can be used in Standalone mode, where it ¢
Sl ave mode and managelddMayt anot her GWN76
This swicltli ohescr i &ed ho wrt fhieg uGAMNi786tlddndal one mode.

#1171 AAOG O ' 7. x®mEn. ADEAOEO 7E
GWN7610 can be used as standalone access -poi@anabluédoby |
defaul t.

After powering the GWN7610 and connecting it to the ne
based on itsGWACM&Cdraessts @&ndi gitahdom password.

Not e GWNart6@ 0def ault SSI D and password i nf ofmathieomnundrte aj
shown on the below figure.

' Model: GWN7610
/t\ GRANDSTREAM LSRG

This device complies with part 15 of the FCC rules. {\
Oieration is subject to the following two conditions: e’ &

1) this device may not cause harmful interference.

(2) this device must accept any interference received,

including interference that may cause undesired operation. Ef
[

I c €

S/N 22VOMFOE30616552

IR AR Carmplis wih CAN

MA B8261 2 ICES-3(B)/NMB(B)
Il Illlﬁl(ii)l(fllfllﬁlflslﬁ FGC IDYZZGWNT61
SSID: GWNXXXxxx FCC ID:YZZGWN7610

. WiFi Password: AA11BB22 (US)P/N 964-00006-17A001  Made in China

Fi gur8e MAC Tag Label

Pagl2s8
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53)."' "7.xepm !'3 -134%2 | ##%33 0/
Master Mode alloowd ac&GEWME6 an Access Point Controller n
points. This will allow users adding other access point
and centralized way.

Mast er/ SI ave mohdel airsg eh eil npsftuahlet@aidtei ocnosv etrhaagnes satriveead 8 a me

controll er

$ GRANDSTREAM English v

GWN7610

Fi gur9¢ogin Page

At fact dB8et ruwersiett tavs | Madbtterc hecked MByghafuet tt ypildgkt oea a
username and password.

AWarning:

fSe t unit acp tMasnt ewi | | forbid the GWN7610 Access Point
GWN76,10and can only act as a Master Access point contro
Users wil/l need to perform a factory r é53MNt7 6tldnatkhkee GWN7

it open to Master Access Point mode again.

-

, T CET O0ACA
After |l ogin, users can use the Setup Wizard tool to go

it manually. Setup Wizard can wlaiclcessedtlaeyWétneiblyelci

Pagl29
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Setup Wizard

The setup wizard will guide you through the basic setup of your GWN
product. If you don't wish to see this wizard again, please check the box
below. You can always access the setup wizard by selecting the gear icon

at the top right of the screen.

Click "Next" to start the setup wizard.

Next

-JDon't show me this again

Fi g®rGe Setup Wizard

$EOAT OAO AT A OAEO / OEAO '7.xepm ! AAAOO 0T ETO

To Pair a GWN7610 access point connected to the same Network as the GWN7610 follow the below steps:

1. Connectto the GWN7610 Web GUI as Master and go to Access Points.

admin [

© GWN7610 rmware 10420 ® | Q 155 v Engiish v

Access Points

Access Pomts Device Type N
C;:) Upgrade G Reboot + Add to Network Groups )f Configure O

(] Device Type Name/MAC IP Address Status Uptime Firmware Actions

) GWN7610 00:0B:82:8B:4D:D8 192.168.6.27 Master 7h 4m 555 1.0.4.20 D/ 8

Showing 1-1 of 1 record(s). Per Page: 10 ¥

Fi g®rieDi scover AP

2. Clic k t o di s dsovNert waocrcke, s st hpeo i fna Isl owaitl

appear.

GWN7610 User Manual Paglso
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Discovered Devices p-4
Device Type MAC IP Address Firmware Actions
GWN7610 00:03:07:12:324:56 192.168.6.54 1.0.32.21
GWN7610 00:0B:82:8B:4D:D4 192.168.6.20 1.0.3.21

5 g 1-2 of 2 record(s] Per Page: |10 ¥

Fi g 2r2e Di scovered Devices

NotRBi:scover epgwiSt Avieower f i r mwarwd dehh agnhétd hgeh tneads theorl dAPt 0 r ¢
the users to upgrade th€eéont A®|] | mor erdéepbabpl]s SeefieitiyoEp!

3. Click on Pair under Actions, to pair the discovered Access Point as Slave with the GWN7610 acting

as Master
4. The paired GWN7610 will appear Online, users can click on to unpair it.
GWN7610 00:0B:82:8B:4D:D8 192.168.6.27 Master 7h 9m 57s 1.0.4.20
Fi g2r3&6WN7610 online
5. Users can click on next to Master or paired access point to check device configuration for its

status, users connected to it and configuration. Refer to below table for Device Configuration tabs.

Tab6:e Device Configuration

Shows t hhé& &dwitae informati on suc
St atus Addr es s, Link Speed, Upti me, and

channel s.
Clients Showsustehmeonnecovoedhe GAWNIZ&SSD point .
T Device SameGWNys 6rMmd@dme to ident.

MAC addr ess.
) ) 1 Fi xedUslePd e# a static | P ifforcht
Configuration )
users wil/l need to set the f ol
-l Pv4 AdHMNteesrs:t he | Pv4 addrds <
devi ce

GWN7610 User Manu al
Version21.0. 4.2
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-l Pv4 SubnEertt éwvastkhe Subnet Mas}k
-1l Pv4 GaErtwary :t he Ne td&wolrPkv 4G aAtded
-Preferred EINRve4d OMS: Primary | P
-Al'ternat e:EInRwd DME Alternate

T FrequeBey: t he G@GWN7réecpu,e it ca
2. 4GHz, 5GHzandr. Dual

T Enabl e Band Wltae rFirreqqiuency -Basn
users can check this option
Access Point, this wildl hel p
accordinglyu$er aedfitoi erethef it
t hroughput supported by the cl

T Mod(e2. 4Ghoose t he mo d e for d]
802. 11n/ GHz faonrd 28.042 . tlac f or

1T Channel Bhdboee the Channel Wi
channel will give better speed
have | ess i2n0tMH fisr sngeg.ested i
environment .

T 40MHz Channel Chotaguobe: the ¢
|l ocation Ww&MHzugdiOMiHz i n Chann
set i t fBteac o maBelyoPw i nda Py i mdBrey «
SecondoafAyto

T Chann%dl:. écudbor a cpebhabathusfAut:
Note that the propos eCoumnhSrentnte
und8yst@etti>Mgs nt enance

T Enable Short GEChrdkl| ntoerawcali:va
increase throughput.

T Active Spat iChlooSter eaastsiat i A ast
opt i MuRdlstr g@mt r ecmameBst r eca ms

1T Radi o P®Setrthe oRvadléemwerrdi ng on
si ze t o be ,bhoaedc aosptteido ns rlLaorawe
iMediowmHi agbef autHit g h s

T Allow Legacy De Wihd¢ e ( 8f0e2a tlulrbe) :
fiModoempti on iNSOPpediri80hoild all ov
dewiscosuppn@iB0y./dmlode to conne
fi 8 0 boniold e .

Pagls?2
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T Custom Wireless aPbwes( &iBma)y s t
wireless power for both 5GHz/ Z

mu s t be between 1 and 31.

Not e
I f a GWNZ76bleO nigs pmdtred or the pair icon is grey color,
another GWN7610 Access Point acting as Master Controll e

it to factory default safringsbiyoomhke GWN@G6ADlI Abtesto

Locate Other Access Points by Blinking LED

GWN supports a handy feature which allows users to | oc

the feature, navi gat e orﬁi\ctcieesam@ﬁnlgerawelchUbrE'.undathe i c

the desired AP, and it corresponding unit will start bl
&AET T OAO - AOGOAO

I n a Mdstveer archi tecture, having a backup Master is cri-t
and in ordera tso ngM@® point of failure in your wireless
master. Whenever it detects the master wist dionwng tiitmewiflrl
of around 2by3 @nriemdu tnas. A fati d ro vtdima nddeb mes back, failover

wi || aut g obaatcikc atlol ys| ave mode, @orc oinfe tbhaec kmatsot earl idvoee,s nAd n
| oguisnfhgi D@aveotumtt urn the dshr bevemasmastandttake. over al

Network Group 1 K'
GWN7610s Slaves -3/

PoE/PoE+ Switch P [ .
& )8
| .

Router
Backup Master

</
\/
GWN7610 GWN7610s \\~}
r
e
\/
v
-
\\/

Master

—0 )

GWN7610s Slaves

Network Group 2

Fi g®rde Fai l over Master

Users could select the failover Master by following be

GWN7610 User Manu al
Version21.0. 4.2
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f Log into web GUI of the master GWN.

T Go to Access Points page.

1 Pres

T Select from the avail abl e pbaeicroende Sal afvaei |Aopvse rt hMa sctaenrd

T Save and Apply the settings.

Fail over Mode

Once failover sl avteheh apsr ibneaerny snealsetcetredwi || send the conf
failover sl avwi lalnds ttahret snhoarviet or i n g at hteor sd eatt eucst fo@m yt hfea ipl
anyeason (network cooneteagepn | oss, power

In case bhef Al Ubpeprronsdtaevei twsidllf to a temporary backup
primary master to come back.

During the fail aMedr amaekes sudeires wed GUI of the failover
account with same admin password.

T Username = failover

T Password = admin password

Fi gw®r5e Fail over Mode GUI

The failover mode has ocbwfirgadapeomi asdonmeony theited
reboot other slave Access points in case it is needed.
Users also ¢c8wi pckesscbmasbobar in order to set the failov
master of the wirelsesiss ndeotnweo rtkh,e yonhcaev et f ul I wri te per mi

option as wusual

#1 100111 A0 001 O1T ATl 3AAOOEOU %l EAT AAT AT O
Controller protocol security enhancement is important f
a master with 1.0.2abh08!| 8eu,ndiita maiblale ed@wsWithl antdhehsivav b ¢
sl a&vefirmware ver st eenmriinmd RERrBOBviep grsa dé otwme osn f i gur e

Pagls34
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S GWN7/7610 Firmware1.0.4.20 ® Q 155 w English w admin [

Access Points

fess rones Device Type T
@ Upgrade Q& Reboot + Add to Network Groups W Configure Q

(] Device Type Name/MAC IP Address Status Uptime Firmware Actions
el GWN7610 00:0B:82:8B:4D:D8 192.168.6.27 Master 7h 32m 125 1.0.4.20 4 2
o GWN7610 00:0B:82:8B:4E:28 192.168.6.37 Online 7d 6h 38m 195 1.0.3.21 M 2% 2
Showing 1-2 of 2 record(s). Per Page: 10 ¥
Fi gw®r6e Controll er Protocol Security Enhancement

#1 EAT O "OEACA

The Client Bridge feature allows an access poinents be
wirelessly to the network. When an access point is con
to the LAN ports transparently. This is not to be conf
wireless clients in this mode.

One a Network Group has an Client Bridge Support enabl
be turned in to Bridge CIieI,DL_a. mode by click the Bridge
Pl ease be noted that once an AP it turned i@antMasClirent
anymore, and a factory reset is required to turn it bat
O GWN7610 00:0B:82:8B:4E:28 192.168.6.37 Online 1.0.3.21 4 2% 2

Fi g®r7e Client Bridge
| mpor Nanhées:
1 The access point that will be operating on bridge n
activating the bridge mode on the access point
T Users must enable client bridge support option unde
to have it fullClyi gdrutncBriiodhgpd . SWSEepeor t

Pagl8s5
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%47/ 2+ ' 2/ 503

When wusing GWN7610 as Masdenor eAaxctcee sai fPfodarnant uMestrveor k gr
GWN7610 Sl ave Access Points.

Log in as Mast erWetloUIt haen dS¥N W6 L B AGIreda wmr K Gr oup.

S GWN7610 Firmware1.0.4.20 @ Q 155 W English w admin [+

Name Enabled SsID Enable Wi-Fi VLAN ID IP Address Actions

group0 [V GWNSB4DDS v 4

Network Group

Fi g2r8e Net wor k Group

. 4 . . .
The GWN7610 will have a defaul't I——'IWOIeIdlg;rq)medjlglko

to add a new network group.

Add p 4
Basic Wi-Fi Device Membership Schedule
Network Group Mame (2) | Testing_Group

Enabled [
VILAN o]
VLAN ID 2

Enable IPv4 (2) [

Fi gwr9e Add BdedNwwr k Group

When editing or adding a new network group, users wil/
1 BasiUsed to name the network group, and set a VLAN |

1 Wi-FiPl ease refer to t-lhie tbeh owpttiadhse for Wi

PaglB36
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TabV:.e Wi
Enabl €i Wi Check to -Ehabbe Whe network group
SSI D Set or modify the SSI D name.
Sel ect -FtihdbaWid t he GWN wi | | us e, t
DuaBand
SSI D Band T
T 2. 4GHz
T 5Ghz
Sel ect to ShSilddDe w3S3IID.not be vi siFil,e
SSIHi dden connect a device to hidden SSI D,
aut hentication password manually.
Configure the | imithesoeanwiSlldasme
. ) net work group, each SSI D wil!l havi
Wireless Client . ) )
wi || Il i mit each SSID to 50 users
| f set to O the | imit is disabl ed

Enable Captive Click on the checkbexpdrt &Inafod &t u1

Sel ect t he captive portal A R Tcl y

Captive Portal i
PORTAWweb page to be us&ldD.in the cr

Set the security mode for encrypt

1T WEP -BAWsing a static WEP key.
09 oF WwWith a | ength of 10, or
|l ength of 5.

T WEP 12i8si ng &EPt kteiyc The char .
09 oF Wwith a | ength of 26, or

Security Mode length of 13.

1T WPA/ WPAZ: iPEKormi802a% WPA Key )
MEBSB MES/ TOEhEr yption Type.

1 WPA2Usi iPGBoM80Dad WPA Key MdEBhOr
MES/ TOEINRr ypti on Type. Recomm

aut henticati on.

T OpemMo password is required. U

aut henticati on. Not recommende
WE PK ey Enter the passwprat ketyi d o r momEd.
WPA Key Mode Select key-Smaded (Reg or 802.1X Au!

WPA Encryption Select Encryption type (AES or AE

Pagls7
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Configures t-h e a rVERIA  kper ye. The-63 npAGg
WPA PShear ed Key
charact-6dsexorch8racters.

Configures the <client bridge sup
configured as a client for bridg
net wor k. When an access point is

Client Bridge & )
Wi Fi connection to theOncheN ap oNdtsw

has an Client Bridge Support enaltl

Group can be turned in to Bridge

RADI 88ver Addre¢Confi RUADe&E B8t hentsiecravteironaddr es s.

RADI S8 r r PortConfi RUADéS8rver Listening port (d

<
(¢)

RADI 88rver SectEnter the secret passwor dRADIrd &rl e
RADI BU8counting Comfgwr e he addrReAsDsl &ffocro utnhtei ng ser v
Addr ess

RADI BW8counting Confi RUDeéEdABcounting ser vDerf aigil 418418
Port

RADI BW8counting Enter the secret passwor d fRADI ¢
Secret accouseirngr .

Configures t heusReadituos nNNoAS flyD t he s
RADI &S | D

request so that, the RADIUS serve
Client Time Pol Configures the client time policy
Choose Bl acklist/ Whitelist t o 1

Use MACI tering excl uded/rionnec | cuodnende cft i & g PtiDoe ftahuel tz oin

When enabl ed, clients wil/l be as:

Enabl e Dynamic ) ) .
VLAN confi gRaddusnusae profile.
Client isolation feature blocks a
clients t& @\WN7abclcOess point. Clien

increase security for Guest net vaal

T InterneWi Medcesswnd$ be all owed
internet services and they car

Client Isolatic ) i
services, either on the router

T Gateway MACWiIMoedicet:s$ € mans onl y cc
wih the gateway, the cbmemendd
and theywot access any of the
GWN7610 access points.

GWN7610 User Manu al
Version21.0. 4.2
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W GRANDSTREAM

CONNECTING THE WORLD

T Radi o Mbdelkésents can access ,I
GWN7xxx router and t he bautc & shse )
communi cate with each ot her.

field is
t he

Thi s
access to

Gat eway MAC AdcType in the
fornstance) in
00: OB

enabl

Exampl e:

Check
bel ow

to
t he

t he
configured
fii® danfil o .
t his
ng

RS S| Enabl ed

Enter

Mi ni mum RSSI (¢ mi
i s
Enabl e

betit @a mi

1 The 802.
nearby APs
optimized |
AP weakens,

1T When
same
Set
bot h-spbreed

T 802.11v
net wor k

your

Enabl e Voice Er

a l

environment

overal | i

Not 1R i s
optional

Enable 11R Check to enabl

Enable 11K Check to enabl

Enable 11V Check to enabl

Upstream Rate Set a | imitat:i

Downstream RateSetl iamitation

GWN7610 Use
Versi on2 1.

D

rélguemted! svihlems asa nw

hex adieci.mal
8B: 4D: D8

RSSI
confi unedcdumhRE&Sho( dBmh

e

11k

c |
net wor Kk,

e

e

e

(0]

of

r

8 2:

Transition
key
| ows
topol ogy,

maki ng

n

0.

Net wor k

mi diumumMnREBIM. vad f
ni mum v al

featur e
deci si on.

standard
t hat
i st
your
i ent
802.
(FT)
( PSK)

mprovement

Mfeoquienetder pri se

802.
802.
802.

of

downl oad

Manu al

4. 2

ar e
of

c |

(usually 1In

defa@auMACL ANd Gé&s sMAEYy cau

separ at

functi on, t h

t he si

ue, the cl i ¢

to help clien

hel ps «cl
avail abl e
channel s. Wt

devAke fwi dmh €

devi ce
11r

roams
uses a
to aut hen
a nido n8 On®e.t]
ient devices
including
each cl i

of the wir

audi o f

11r
11k
11v
upl oad speed

speed or
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GRANDSTREAM

CONNECTING THE WORLD

T Device Membeedhip: add or remove paired access point

Add X
Basic Wi-Fi Device Membership Schedule
Available Devices Member Devices
00:0B:82:44:14:BC - 00:0B:82:8B:4E:24 -
=
- w

Fi gwBr0e Device Member ship
Clic =tom add the GWN7610 to the“'nteotwoernkovgeroiutp., or click

T SchedulUt®d schedul e t h&i-Riiane@N wdhre nOE M e

I n the exatmpHiEi beboWwedul e Mothaatyar acthigvér om 08: OPOM.AM unt

Not ®Bhe hour field is in 24 format (-6®%om O to 23). Valic

Paglego
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GRANDSTREAM

CONNECTING THE WORLD

Add X

Basic Wi-Fi Device Membership w

Enable Wireless Schedule |
Sunday O
Monday [+
Schedule Start Time 8 0
Schedule End Time 17 0
Tuesday O
Wednesday O
Thursday O
Friday O

Saturday J

Save ‘ Cancel

Fi gwBrie Wi Schedul e

Not e:
The schedule feature is based on SSI D and not net wor k
broadcasdtiiffhgrent SSID on different periods of the day.
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GRANDSTREAM

CONNECTING THE WORLD

Users can Al so add ar dwep ifcreom oAcac eNsest whhaikntGs Page:

-Select the desired AP to add..ork Group and cl

Add to Network Groups

Note: If the selacted AF has bean sdded to other network groups, this ssttin
original oparation.

All

[1Group0

[ Testing_Group

Save ‘ Cancel

Fi gwBr2e Add AP t o Net whacke sGr oRipi ftrsomPage

-Check to select the desired Networ k, on which the sel
figure.

#OAAOA A1 33)3$ O1T AAO A . AdOx1T OE ' 01 Ob
Under Network Gr eup tPageaetawloirkk gtroup or cgeaWi®ia new n
tab.

Pagled?2
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GRANDSTREAM

CONNECTING THE WORLD

Edit X
Basic Device Membership Schedule
Enable Wi-Fi =
SSID (7) | LAB
SSID Band Dual-Band v
SSID Hidden O
Wireless Client Limit (2)
Enable Captive Portal (]
Security Mode WPA2 v
WPA Key Mode PSK A
WPA Encryption Type AES v
WPA Pre-Shared Key (7) | sssssses ©
Client Bridge Support (]
Client Time Policy Mone v
Use MAC Filtering Disabled v

Fi gwBr3e Create an SSI D

Ref e[manre wjif or-FWi opti ons.
Il AREOETT AT 33)$ O1 AAO 3Ai A . AOxT OE ' Ol Ob

User s can also create an additional SSI D under t he
Net wor k AGdadupi onal SSI D.

Pagleds
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GRANDSTREAM

CONNECTING THE WORLD

Fi gwBrde Addi ti onal SSID

Select one of the avaiNathwer kn e®Grwou k ddreongudposws if irpperm u, t hi ¢
create an additional SSID with the same Device Members

group

Fi gwBr5e Addi ti onal SSID Created

Click oo delete the additooaedit SBt D, or

Pagledi4d
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